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Foreword

ETAPS 2005 was the eighth instance of the European Joint Conferences on
Theory and Practice of Software. ETAPS is an annual federated conference that
was established in 1998 by combining a number of existing and new confer-
ences. This year it comprised five conferences (CC, ESOP, FASE, FOSSACS,
TACAS), 17 satellite workshops (AVIS, BYTECODE, CEES, CLASE, CMSB,
COCV, FAC, FESCA, FINCO, GCW-DSE, GLPL, LDTA, QAPL, SC, SLAP,
TGC, UITP), seven invited lectures (not including those that were specific to
the satellite events), and several tutorials. We received over 550 submissions to
the five conferences this year, giving acceptance rates below 30% for each one.
Congratulations to all the authors who made it to the final program! I hope that
most of the other authors still found a way of participating in this exciting event
and I hope you will continue submitting.

The events that comprise ETAPS address various aspects of the system de-
velopment process, including specification, design, implementation, analysis and
improvement. The languages, methodologies and tools which support these ac-
tivities are all well within its scope. Different blends of theory and practice
are represented, with an inclination towards theory with a practical motivation
on the one hand and soundly based practice on the other. Many of the issues
involved in software design apply to systems in general, including hardware sys-
tems, and the emphasis on software is not intended to be exclusive.

ETAPS is a loose confederation in which each event retains its own identity,
with a separate program committee and proceedings. Its format is open-ended,
allowing it to grow and evolve as time goes by. Contributed talks and system
demonstrations are in synchronized parallel sessions, with invited lectures in
plenary sessions. T'wo of the invited lectures are reserved for “unifying” talks on
topics of interest to the whole range of ETAPS attendees. The aim of cramming
all this activity into a single one-week meeting is to create a strong magnet for
academic and industrial researchers working on topics within its scope, giving
them the opportunity to learn about research in related areas, and thereby to
foster new and existing links between work in areas that were formerly addressed
in separate meetings.

ETAPS 2005 was organized by the School of Informatics of the University of
Edinburgh, in cooperation with

— European Association for Theoretical Computer Science (EATCS);
— European Association for Programming Languages and Systems (EAPLS);
— European Association of Software Science and Technology (EASST).

The organizing team comprised:
— Chair: Don Sannella
— Publicity: David Aspinall
— Satellite Events: Massimo Felici
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— Secretariat: Dyane Goodchild

Local Arrangements: Monika-Jeannette Lekuse
— Tutorials: Alberto Momigliano

Finances: Ian Stark

Website: Jennifer Tenzer, Daniel Winterstein
— Fundraising: Phil Wadler

ETAPS 2005 received support from the University of Edinburgh.
Overall planning for ETAPS conferences is the responsibility of its Steering
Committee, whose current membership is:

Perdita Stevens (Edinburgh, Chair), Luca Aceto (Aalborg and
Reykjavik), Rastislav Bodik (Berkeley), Maura Cerioli (Genoa), Evelyn
Duesterwald (IBM, USA), Hartmut Ehrig (Berlin), José Fiadeiro
(Leicester), Marie-Claude Gaudel (Paris), Roberto Gorrieri (Bologna),
Reiko Heckel (Paderborn), Holger Hermanns (Saarbriicken), Joost-Pieter
Katoen (Aachen), Paul Klint (Amsterdam), Jens Knoop (Vienna),
Kim Larsen (Aalborg), Tiziana Margaria (Dortmund), Ugo Mon-
tanari (Pisa), Hanne Riis Nielson (Copenhagen), Fernando Orejas
(Barcelona), Mooly Sagiv (Tel Aviv), Don Sannella (Edinburgh),
Vladimiro Sassone (Sussex), Peter Sestoft (Copenhagen), Michel
Wermelinger (Lisbon), Igor Walukiewicz (Bordeaux), Andreas Zeller
(Saarbriicken), Lenore Zuck (Chicago).

I would like to express my sincere gratitude to all of these people and or-
ganizations, the program committee chairs and PC members of the ETAPS
conferences, the organizers of the satellite events, the speakers themselves, the
many reviewers, and Springer for agreeing to publish the ETAPS proceedings.
Finally, I would like to thank the organizer of ETAPS 2005, Don Sannella. He
has been instrumental in the development of ETAPS since its beginning; it is
quite beyond the limits of what might be expected that, in addition to all the
work he has done as the original ETAPS Steering Committee Chairman and
current ETAPS Treasurer, he has been prepared to take on the task of orga-
nizing this instance of ETAPS. It gives me particular pleasure to thank him for
organizing ETAPS in this wonderful city of Edinburgh in this my first year as
ETAPS Steering Committee Chair.

Edinburgh, January 2005 Perdita Stevens
ETAPS Steering Committee Chair



Preface

This volume contains the proceedings of the 11th TACAS, International Con-
ference on Tools and Algorithms for the Construction and Analysis of Systems.
TACAS 2005 took place in Edinburgh, UK, April 4-8, 2005. TACAS is a fo-
rum for researchers, developers, and users interested in rigorously based tools
for the construction and analysis of systems. The conference serves to bridge
the gaps among communities that are devoted to formal methods, software and
hardware verification, static analysis, programming languages, software engineer-
ing, real-time systems, and communication protocols. By providing a venue for
the discussion of common problems, heuristics, algorithms, data structures, and
methodologies, TACAS aims to support researchers in their quest to improve
the utility, reliability, flexibility, and efficiency of tools for building systems.

Topics covered by TACAS include specification and verification techniques for
finite and infinite state systems, software and hardware verification,
theorem-proving and model-checking, system construction and transformation
techniques, static and run-time analysis, abstract interpretation, compositional
and refinement-based methodologies, testing and test-case generation, analytical
techniques for security protocols, real-time, hybrid, and safety-critical systems,
integration of formal methods and static analysis in high-level hardware design,
tool environments and tool architectures, and applications and case studies.

Two types of papers are traditionally considered: full-length research papers,
including those describing tools, and short tool-demonstration papers that give
an overview of a particular tool and its applications. TACAS 2005 received 141
research and 20 tool demonstration submissions, and accepted 33 research papers
and 8 tool demonstration papers. We’d like to thank the authors of all submitted
papers.

To carry out the difficult task of selecting a program from the large num-
ber of submissions in a fair and competent manner, we were fortunate to have
highly qualified Program Committee members from diverse geographic and re-
search areas. Each submission was evaluated by at least three reviewers. After
a four-week reviewing process, the program selection was carried out in a two-
week electronic Program Committee meeting. We believe that the result of the
committee deliberations is a very strong scientific program. As this year’s invited
speaker, the Program Committee selected Ken McMillan, who presented work
on applications of Craig interpolation.

Special thanks are due to the Program Committee members and all the ref-
erees for their assistance in selecting the papers, and to Andreas Kuehlmann for
his diligent work as a tool chair. The help of the TACAS Steering Committee,
especially of Bernhard Steffen, was invaluable. Martin Karusseit gave us prompt
support in dealing with the online conference management service.



VIII Preface

TACAS 2005 was part of the 8th European Joint Conference on Theory
and Practice of Software (ETAPS), whose aims, organization, and history are
detailed in the separate foreword by the ETAPS Steering Committee Chair,
Perdita Stevens. In the years since it joined the ETAPS conference federation,
TACAS has been the largest of the ETAPS member conferences in terms of
number of submissions and papers accepted.

We would like to express our appreciation to the ETAPS Steering Committee
and especially to Don Sannella and the wonderful Organizing Committee, for
their efforts in making ETAPS 2005 such a successful event.

We hope to see you all in Vienna in 2006!

April 2005 Nicolas Halbwachs and Lenore Zuck
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Applications of Craig Interpolants in
Model Checking

K.L. McMillan

Cadence Berkeley Labs

Abstract. A Craig interpolant for a mutually inconsistent pair of for-
mulas (A, B) is a formula that is (1) implied by A, (2) inconsistent with
B, and (3) expressed over the common variables of A and B. An inter-
polant can be efficiently derived from a refutation of A A B, for certain
theories and proof systems. We will discuss a number of applications of
this concept in finite- and infinite-state model checking.

1 Introduction

A Craig interpolant for a mutually inconsistent pair of formulas (A, B) is a
formula that is (1) implied by A, (2) inconsistent with B, and (3) expressed
over the common variables of A and B. An interpolant can be efficiently derived
from a refutation of A A B, for certain theories and proof systems. For example,
interpolants can be derived from resolution proofs in propositional logic, and
for systems of linear inequalities over the reals [8[I4]. These methods have been
recently been extended [I0] to combine linear inequalities with uninterpreted
function symbols, and to deal with integer models. One key aspect of these
procedures is that they yield quantifier-free interpolants when the premises A
and B are quantifier-free.

This paper will survey some recent applications of Craig interpolants in model
checking. We will see that, in various contexts, interpolation can be used as a
substitute for image computation, which involves quantifier elimination and is
thus computationally expensive. The idea is to replace the image with a weaker
approximation that is still strong enough to prove some property.

For example, interpolation can be used as an alternative to image compu-
tation in model checking, to construct an inductive invariant. This invariant
contains only information actually deduced by a prover in refuting counterex-
amples to the property of a fixed number of steps. Thus, in a certain sense, this
method abstracts the invariant relative to a given property. This avoids the com-
plexity of computing the strongest inductive invariant (i.e., the reachable states)
as is typically done in model checking, and works well in the the case where a
relatively localized invariant suffices to prove a property of a large system.

This approach gives us a complete procedure for model checking temporal
properties of finite-state systems that allows us to exploit recent advances in SAT
solvers for the proof generation phase. Experimentally, the method is found to
be quite robust for industrial hardware verification problems, relative to other

N. Halbwachs and L. Zuck (Eds.): TACAS 2005, LNCS 3440, pp. 1-[IZ] 2005.
(© Springer-Verlag Berlin Heidelberg 2005



2 K.L. McMillan

model checking approaches. The same approach can be applied to infinite-state
systems, such as programs and parameterized protocols (although there is no
completeness guarantee in this case). For example, it is possible to verify systems
of timed automata in this way, or simple infinite-state protocols, such as the N-
process “bakery” mutual exclusion protocol.

In addition, interpolants derived from proofs can be mined to obtain predi-
cates that are useful for predicate abstraction, as is done in the Blast software
model checker [7]. This approach has been used to verify properties of C pro-
grams with in excess of 100K lines of code. Finally, interpolation can be used to
approximate the transition relation of a system relative to a given property. This
approach can be applied to finite-state model checking and can also be useful in
predicate abstraction, where constructing the exact abstract transition relation
can be prohibitively costly.

1.1 Outline of the Paper

The next section of the paper introduces the technique of deriving Craig inter-
polants from proofs. Section Bl then describes the method of interpolation-based
model checking, section[@lcovers the extraction of predicates for predicate abstrac-
tion from interpolants, and section [ deals with transition relation abstraction.

2 Interpolants from Proofs

Given a pair of formulas, (A, B), such that A A B is inconsistent, an interpolant
for (A, B) is a formula A with the following properties:

— A implies A,
— A A B is unsatisfiable, and
— A refers only to the common symbols of A and B.

Here, “symbols” excludes symbols such as A and = that are part of the logic
itself. Craig showed that for first-order formulas, an interpolant always exists
for inconsistent formulas [5]. Of more practical interest is that, for certain proof
systems, an interpolant can be derived from a refutation of A A B in linear time.
For example, a purely propositional refutation of A A B using the resolution rule
can be translated to an interpolant in the form of a Boolean circuit having the
same structure as the proof [8[I4].

In [10] it is shown that linear-size interpolants can be derived from refu-
tations in a first-order theory with with uninterpreted function symbols and
linear arithmetic. This translation has the property that whenever A and B
are quantifier-free, the derived interpolant A is also quantifier- free[] This prop-
erty will be exploited in the applications of Craig interpolation that we describe
below.

! Note that the Craig theorem does not guarantee the existence of quantifier-free
interpolants. In general this depends on the choice of interpreted symbols in the
logic.
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Heuristically, the chief advantage of interpolants derived from refutations is
that they capture the facts that the prover derived about A in showing that A
is inconsistent with B. Thus, if the prover tends to ignore irrelevant facts and
focus on relevant ones, we can think of interpolation as a way of filtering out
irrelevant information from A.

3 Model Checking Based on Craig Interpolation

We now consider an application of Craig interpolation as a replacement for the
costly image operator in symbolic model checking. In effect, interpolation allows
us to filter information out of the image that is not relevant to proving the
desired property.

3.1 Representing Systems Symbolically

In symbolic model checking, we represent the transition relation of a system
with a formula. Here, we assume we are given a first-order signature S, consist-
ing of individual variables and uninterpreted n-ary functional and propositional
constants. A state formula is a first-order formula over S, (which may include
various interpreted symbols, such as = and +). We can think of a state formula ¢
as representing a set of states, namely, the set of first-order models of ¢. We will
express the proposition that an interpretation o over S models ¢ by ¢[o]. We
also assume a first-order signature S’, disjoint from S, and containing for every
symbol s € S, a unique symbol s’ of the same type. For any formula or term ¢
over S, we will use ¢’ to represent the result of replacing every occurrence of a
symbol s in ¢ with s’. Similarly, for any interpretation o over S, we will denote
by ¢’ the interpretation over S’ such that ¢’'s’ = os. A transition formula is a
first-order formula over SUS’. We think of a transition formula T" as representing
a set of state pairs, namely the set of pairs (o1, 02), such that o1 Uo? models T.
Will will express the proposition that o1 U of models T by T'[o1, 09].

Given two state formulas ¢ and ¥, we will say that ¢ is T-reachable from ¢
(in k steps) when there exists a sequence of states oy, ..., ok, such that ¢[oo]
and for all 0 < i < k, T[oy,0;41], and ¥[og].

3.2 Bounded Model Checking

The fact that ¢ is reachable from ¢ for bounded k can be expressed symbolically.
For all integers i, let S; be a first-order signature (representing the state of the
system at time ¢) such that for every s € S, there is a corresponding symbol s;
in S; of the same type. If f is a formula, we will write f; to denote the result of
substituting s; for every occurrence of a symbol s, and ;41 for every occurrence
of a symbol s', in f. Thus, assuming T is total, ¢ is T-reachable within k steps
from ¢ when this formula is consistent:

o NTo N+ T A(to V-V ahy)
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We will refer to this as a bounded model checking formula [2], since by testing
satisfiability of such formulas, we can determine the reachability of one condition
from another within a bounded number of steps.

3.3  Symbolic Model Checking

Let us define the strongest postcondition of a state formula ¢ with respect to
transition formula 7', denoted sp;(¢), as the strongest proposition v such that
¢ AT implies 1'. We will also refer to this as the image of ¢ with respect to T

A transition system is a pair (I,T), where the initial condition I is a state
formula and T is a transition formula. We will say that a state formula 1 is
reachable in (I,T) when it is T-reachable from I, and it is an invariant of (I,T')
when —) is not reachable in (I,T). A state formula ¢ is an inductive invariant
of (I, T) when I implies ¢ and spy(¢) implies ¢ (note that an inductive invariant
is trivially an invariant).

The strongest invariant of (I, 7T") can be expressed as a fixed point of spp, as
follows:

R(I,T) = pQ. IV spp(Q)

We note that the fixed points with respect to @ are exactly the inductive invari-
ants. To prove the existence of the least fixed point, i.e., the strongest inductive
invariant, we have only to show that the transformer sp, is monotonic.

Now, suppose that we have a method of symbolically computing the strongest
postcondition. For example, in the case of propositional logic, the strongest post-
condition is given by

spr(¢)’ =39.(6 A T)

Thus, we can compute it using well-developed methods for Boolean quantifier
elimination [3,1]. This means that we can compute the strongest inductive
invariant (also known as the reachable state set) by simply iterating this operator
to a semantic fixed point, a procedure known as symbolic reachability analysisE
To verify that some formula ¢ is unreachable in (I,7T), we have only to show
that it is inconsistent with the strongest inductive invariant.

3.4 Approximate Image Based on Interpolation

The disadvantage of the above approach is that it can be quite costly to compute
the strongest inductive invariant, yet this invariant may be much stronger than
what is needed to prove unreachability of . By carefully over-approximating
the image (strongest postcondition), we may simplify the problem while still
proving 1 unreachable. An over-approximate image operator is an operator sp,
such that, for all predicates ¢, sp;(¢) implies spp(¢). Using sp, we can compute
an over-approximation R'(I,T) of the reachable states. We will say that an over-
approximate image operator sp is adequate with respect to ¥ when, for any ¢
that cannot reach 1, spy(¢) also cannot reach . In other words, an adequate

2 Note, convergence of this iteration is guaranteed for finite- but not infinite-state
systems.
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over-approximation does not add any states to the strongest postcondition that
can reach a bad state. If sp is adequate, then v is reachable exactly when it is
consistent with R'(I,T), the over-approximated reachable states. The question,
of course, is how to compute an adequate sp. After all, if we knew which states
could reach a bad state, we would not require a model checker.

One answer is to bound our notion of adequacy. Let’s say that a k-adequate
image operator is an sp such that, for any ¢ that cannot reach ¢, sp,(¢) cannot
reach ¥ within k steps. We note that if k is greater than the diameter of the
state space, then k-adequate is equivalent to adequate, since by definition any
state that can be reached can be reached within the diameter.

The advantage of this notion is that we can use bounded model checking and
interpolation to compute a k-adequate image operator. We set up a bounded
model checking formula to determine whether a given state formula ¢ can reach ¢
in from 1 to k + 1 steps. However, we break this formula into two parts:

Aiqbo/\TO
BiTl/\~"/\Tk/\(”(/J1\/~"\/’L/Jk+1)

Now suppose A A B is unsatisfiable and let A be some interpolant for (A, B)
(which we can derive from the refutation of A A B). Note that the symbols
common to A and B are in S7 (the symbols representing the state at time 1)
thus A is over 5. Dropping the time subscripts in A, we obtain a state formula,
which we will take as the over-approximate image of ¢. That is, let

spr(p) = A(S/S1)

The properties of interpolants guarantee that sp defined in this way is a k-
adequate image over-approximation. Note that, since ¢g ATy implies fl, it follows
that every state in spp(¢) is reachable from ¢ in one step, hence sp is an over-
approximation. Further, since A is inconsistent with B, it follows that no state
in $pp(¢) can reach ¢ within k steps. Hence sp is k-adequate. B One way to
think about this is that the interpolant is an abstraction of A containing just
the information from A that the prover used to prove that ¢ cannot reach 1 in 1
to k + 1 steps. Thus, it is in a sense an abstraction of the image relative to a
(bounded time) property.

Now suppose we use this k-adequate image operator to compute an over-
approximation R'(I,T) of the reachable states. If we find that R/(I,T) A v is
inconsistent, we know that v is unreachable. If not, it may be that we have over-
approximated too much. In this case, however, we can simply try again with a
larger value of k. Note that if the bounded model checking formula A A B turns
out to be satisfiable in the first iteration (when ¢ = I) then 1) is in fact reachable
and we terminate with a counterexample.

It is easy to show that, for finite-state systems, if we keep increasing k, this
procedure must terminate with either a proof or a counterexample. That is, if

3 Note that if AA B is satisfiable, then ¢ can reach 1, so our image operator can yield
any over-approximation, the simplest being the predicate TRUE.
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we keep increasing k, either we will obtain a counterexample, or k£ will become
greater than the diameter of the state space. In the latter case, our k-adequate
image operator is in fact an adequate image operator, so our reachability answer
must be correct. In practice, we find that the k values at which we terminate
are generally smaller than the diameter. This diameter-based termination bound
contrasts with the termination bound for the k-induction method [16] which is
length of the shortest simple path in the state space (also called the recurrence di-
ameter). The shortest simple path can be exponentially longer than the diameter.

3.5 Practical Experience

In the case of hardware verification, a system is made up of Boolean gates,
hence we can model it with a transition formula 7" which is purely propositional.
We can therefore use an efficient Boolean satisfiability (SAT) solver [I3L[I7] to
solve the bounded model checking formulas. Modern SAT solvers use heuristics
designed to focus the proof on relevant facts, and are quite robust against the
addition of irrelevant constraints. The solvers are also easily modified to produce
refutations by resolution in the unsatisfiable case [12].

As an example, the performance of the interpolation-based model checking
procedure using a SAT solver was tested on a set of benchmark problems [12] de-
rived from the PicoJava IT microprocessor from Sun Microsystems. The properties
in this benchmark suite are localizable, meaning that only a relatively small subset
of the components of a large design are needed to prove the properties. Thus, the
ability to filter out irrelevant information is crucial to verifying these properties.
In fact, the SMV model checker based on Binary Decision Diagrams is unable to
verify any of the properties, since it performs exact reachability analysis.

On the other hand, the interpolation-based method using a SAT solver can
verify 19 out of the 20 problems. It is also interesting to compare the method
with another abstraction technique that uses refutations from bounded model
checking formulas to identify a subset of system components that are relevant
to the property, and then uses standard BDD-based methods to verify this sub-
set [12]. This method is called proof-based abstraction.

Figure [I] shows a run-time comparison of the interpolation-based method
against the proof-based abstraction method for the PicoJava-IT benchmark set.
In the figure, each point represents one benchmark problem, with the value on
the X axis representing the time in seconds required for the earlier proof-based
abstraction method, and the time on the Y axis representing the time in seconds
taken by the interpolation-based method. A time value of 1000 indicates a time-
out after 1000 seconds. Points below the diagonal therefore indicate an advantage
for the interpolation method. We observe 16 wins for interpolation and 3 for
proof-based abstraction, with one problem solved by neither method. In five or
six cases, the interpolation method wins by two orders of magnitude. As it turns
out, the performance bottleneck in both methods is bounded model checking.
The interpolation method, however, tends to terminate at smaller values of k,
and thus runs faster on average. This trend has been verified on a large set
(about 1000 problems) of benchmark problems from industrial applications.
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Fig. 1. Run times on PicoJava II benchmarks

3.6 Infinite-State Systems

It is also possible to apply the interpolation method to infinite-state systems
whose transition formulas are first-order formulas. In this case, we can use a
first-order decision procedure to check satisfiability of the bounded model check-
ing formulas (provided the procedure can produce refutations in a suitable proof
system). In this case, the procedure is not guaranteed to terminated However,
using this approach it is possible to verify safety of some simple infinite-state
protocols, such as Fischer’s timed mutual exclusion protocol, or a simple ver-
sion of Lamport’s “bakery” mutual exclusion algorithm. The method has also
been applied to software model checking, though it is not yet clear whether the
approach is more efficient than methods based on predicate abstraction [I}18].

One interesting point to note here is that, using the interpolation procedure
of [10], quantifiers occurring in the transition relation T' can result in quanti-
fiers in the interpolants (the quantifiers are used to eliminate variables that are
introduced into the interpolants by quantifier instantiation). Thus, the method
provides a way to synthesize invariants that contain quantifiers.

As an example, suppose we have a simple program whose state consists of an
array a, with all elements initialized to 0. At each step, the program inputs a
number z and sets a[z] to 1. We would like to prove that, at all times, a[z] # 2.
Thus, our initial condition I is Vj. a[j] = 0, our transition condition T is

Vj. if j = x then a'[j] = 1 else d'[j] = a[j]

4 However, it seems likely that convergence could be guaranteed given a suitably re-
stricted prover, if the system has a quantifier-free inductive invariant that proves the
property. Convergence can also be guaranteed if the system has a finite bisimulation
quotient, as in timed automata.



8 K.L. McMillan

and our final condition ¢ is a[z] = 2. Expanding the split bounded model check-
ing formula for £ = 1, we have:

In refuting this, the prover instantiates the universal in A with j = 27, yielding:

A = aglz1] = 0N 23 = xg then ay[z1] =1 else aq[z1] = ag[z1]
B = (a1[z1] =2)

Notice the introduction of the extraneous variable z; into A. After refuting this
pair, the interpolant A we obtain is a; [21] = 0V a1[z1] = 1. The extraneous
variable z; is then eliminated using a universal quantifier. This is sound, since A
is implied by the original A which does not contain z;. This yields the quantified
interpolant Vj. a;[j] = 0V a1[j] = 1. Dropping the subscripts, we have Vj. a[j] =
0Val[j] = 1, which is in fact an inductive invariant for our program, proving that
alz] = 2 is not reachable.

This approach makes it possible to verify some parameterized protocols, such
as the “bakery” with an arbitrary number of processes, which requires a quanti-
fied invariant. It should be noted, however, that the technique is not well suited
to protocol verification, since it is based on bounded model checking. Empirically,
bounded model checking of protocols is observed to be fairly inefficient. This can
be explained by the fact that protocols tend not to be localizable (i.e., there is
little state information that can be thrown away without breaking the protocol)
and they tend to have interleaving concurrency, which limits the prover’s ability
to propagate implications across time frames. For such applications, it may be
more effective to combine the approach with predicate abstraction, as described
in the next section.

4 Predicates from Interpolants

Predicate abstraction [I5] is a technique commonly used in software model check-
ing in which the state of an infinite-state system is represented abstractly by the
truth values of a chosen set of predicates. In effect, the method computes the
strongest inductive invariant of the program expressible as a Boolean combi-
nation of the predicates. Typically, if this invariant is insufficient to prove the
property in question, the abstraction is refined by adding predicates. For this
purpose, the BLAST software model checker uses interpolation in a technique
due to Ranjit Jhala [7].

The basic idea of the technique is as follows. A counterexample is a sequence
of program locations (a path) that leads from the program entry point to an error
location. When the model checker finds a counterexample in the abstraction, it
builds a bounded model checking formula that is satisfiable exactly when the
path is a counterexample in the concrete model. This formula consists of a set of
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Fig. 2. Predicates from interpolants. Figure shows (a) an infeasible program path, (b)
transition constraints, divided into prefix A, and suffix By and (c) an interpolant A
for (Ak, Bk)

constraints: equations that define the values of program variables in each location
in the path, and predicates that must be true for execution to continue along the
path from each location (these correspond to program branch conditions). As
an example, Figure 2 shows a program path, and the corresponding transition
constraints.

Now let us divide the path into two parts, at location k. Let A be the
set of constraints on transitions preceding location k and let By be the set
of constraints on transitions subsequent to location k. Note that the common
variables of A and B represent the values of the program variables at location k.
An interpolant for (A, By) is a fact about location k that must hold if we take
the given path to location k, but is inconsistent with the remainder of the path.
An example of such a division, and the resulting interpolant, is also shown in

If we derive such interpolants for every location of the path from the same
refutation of the constraint set, we can show that the interpolant for location k
is sufficient to prove the interpolant for location k£ + 1. As a result, if we add the
atomic predicates occurring in the interpolants to the set of predicates defining
the abstraction, we are guaranteed to rule out the given path as a counterex-
ample in the abstract model. Note that it is important here that interpolants
be quantifier-free, since the predicate abstraction method can synthesize any
Boolean combination of atomic predicates, but cannot synthesize quantifiers.
We can guarantee that the interpolants are quantifier-free if the transition con-
straints are quantifier-free.

This interpolation approach to predicate selection has the advantage that it
tells us which predicates are relevant to each program location in the path. By
using at each program location only predicates that are relevant to that loca-
tion, a substantial reduction in the number of abstract states can be achieved,
resulting in greatly increased performance of the model checker [7]. The fact
that the interpolation method can handle both linear inequalities and uninter-
preted functions is useful, since linear arithmetic can represent operations on
index variables, while uninterpreted functions can be used to represent array
lookups or pointer dereferences, or to abstract unsupported operations (such as
multiplication).
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Notice, finally, that the predicate abstraction requires us to solve bounded
model checking instances only for particular program paths, rather than for all
possible paths of a given length. Such problems are much easier for the decision
procedure to solve. Thus, the predicate abstraction approach might be feasible
in cases such as protocols where full bounded model checking tends not to be
practical.

5 Transition Relation Abstraction Using Interpolants

Because of the expense of image computation in symbolic model checking, it is
often beneficial to abstract the transition relation before model checking, remov-
ing information that is not relevant to the property to be proved. Some examples
of techniques for this purpose are [4}[12].

Here, we will consider a method of abstracting the transition relation using
bounded model checking and interpolation. The technique is based on the notion
of a symmetric interpolant. That is, given an inconsistent set of formulas A =
{a1,...,an} a symmetric interpolant for A is a set of formulas A = {a1,...,an}
such that each a; implies a;, and Ais inconsistent, and each a; is over the symbols
common to a; and A\ a;. We can construct a symmetric interpolant for A from a
refutation of A A by simply letting a; be the interpolant derived from the given
refutation for the pair (a;, \ A\ a;). As long as all the individual interpolants
are derived from the same proof, we are guaranteed that their conjunction is
inconsistent.

Now, given a transition system (I,T'), and a formula v, let us consider the
set of formulas:

A={lo,To,. .., Tr—1,(to V- )}

Note that A A is exactly the bounded model checking formula for & steps. Sup-
pose we refute this formula, and from the refutation, construct a symmetric
interpolant A. Notice that each T} is a formula implied by the transition relation
at time 4. If we take the conjunction of these formulas, we have a transition
formula that admits no path up to k steps from I to ¢. That is, let the abstract
transition relation be

T = NTi(S/Si)(S'/Sit1)

If we model check unreachability of ¢ in the abstract transition system (I, T),
we are guaranteed that there is no counterexample of up to k steps. If ¢ is
in fact unreachable in (I,7), we know it is unreachable in the stronger (I,T).
Otherwise, we can refine 7' using a larger value of k. In the finite-state case, this
method is guaranteed to converge, since we cannot refine T infinitely.

The advantages of T as a transition relation are that (1) it contains only
facts about the transition relation used in resolving the bounded model checking
problem, and (2) it contains only state-holding symbols (those that occur in I
or occur primed in 7'). Thus, for example, free variables introduced to represent
inputs of the system are eliminated. This can substantially simplify the image
computation.
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One potential application of this idea is in predicate abstraction. Since the
image computation in predicate abstraction requires in the worst case an expo-
nential number of calls to a decision procedure, software model checkers tend
to avoid an exact computation by using approximate methods that lose correla-
tions between predicates [I]. This approximation can lead to false counterexam-
ples. On the other hand, if we derive the transition relation approximation from
symmetric interpolants (another idea due to Ranjit Jhala) we can guarantee
convergence without using an exact image computation, and at the same time
focus the transition relation approximation on relevant facts. We can improve
the performance by considering only bad program paths found by the model
checker, as opposed to all possible paths of length k. Preliminary experiments
show that this approach converges more rapidly than the approach of [6], which
uses analysis of the predicate state transitions in the abstract counterexamples
to refine the transition relation.

6 Conclusion

We have seen that Craig interpolants derived from proofs have a variety of ap-
plications in model checking, primarily in replacing exact image computations
with approximate ones. Interpolation allows us to exploit the ability of modern
SAT solvers, and decision procedures based on them, to narrow down a proof
to relevant facts. We can extract as an interpolant just the information about
an image or a transition relation that was actually used by the prover to re-
fute a bounded model checking instance. This allows us in turn to weaken our
computation of the strongest invariant, while still proving a given property, or
to extract the building blocks from which a suitable invariant might be con-
structed.

A number of the potential applications of interpolation have yet to be ex-
plored. For example, interpolation-based model checking for software seems a
promising approach, as does interpolation-based transition relation abstraction
for hardware verification. Recently, predicate abstraction methods have been
extended to the synthesis of quantified invariants in a method called indezed
predicate abstraction [9]. It seems plausible that quantified interpolants could be
used in the selection of indexed predicates in this method. It also seems plausible
that interpolation could be used to good effect for transition relation abstraction
in parallel program verification.

Finally, it would be useful to extend the extraction of interpolants from proofs
to other theories, for example, first-order arrays and bit vectors. This would
extend the utility of interpolant extraction as a tool in the verifier’s toolkit.
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Abstract. We address the problem of automatic verification of programs with
dynamic data structures. We consider the case of sequential, non-recursive pro-
grams manipulating 1-selector-linked structures such as traditional linked lists
(possibly sharing their tails) and circular lists. We propose an automata-based
approach for a symbolic verification of such programs using the regular model
checking framework. Given a program, the configurations of the memory are
systematically encoded as words over a suitable finite alphabet, potentially infi-
nite sets of configurations are represented by finite-state automata, and statements
of the program are automatically translated into finite-state transducers defining
regular relations between configurations. Then, abstract regular model checking
techniques are applied in order to automatically check safety properties concern-
ing the shape of the computed configurations or relating the input and output
configurations. For this particular purpose, we introduce new techniques for the
computation of abstractions of the set of reachable configurations and to refine
these abstractions if spurious counterexamples are detected. Finally, we present
experimental results showing the applicability of the approach and its efficiency.

1 Introduction

In this paper, we address the problem of automatic verification of programs with dy-
namic linked data structures. Such programs are in general difficult to write and un-
derstand, and so the possibility of their formal verification is highly desirable. Formal
verification of such programs is, however, a very difficult task too. Dynamic allocation
leads to a necessity of dealing with infinite state spaces. The objects to be dealt with
are in general graphs whose shape is difficult to be restricted in advance. The problem
is that the linked data structures may fulfil some shape invariants at certain program
points, but these invariants may be temporarily broken in various ways while perform-
ing some operations over the data structures.

We consider in this work the case of sequential non-recursive programs manipulat-
ing structures with one next pointer such as traditional singly-linked lists and circular
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lists (possibly sharing their parts) that belong among the most commonly used struc-
tures in practice. We propose an automata-based approach for symbolic verification of
such programs using the regular model checking framework [111[19]13]]. To the best of
our knowledge, this is the first time regular model checking is systematically used in
this area—so far, there has only been an isolated ad-hoc attempt to do so in [2].

As our first contribution, we provide a systematic encoding of the configurations
of considered programs as words over a suitable finite alphabet. Potentially infinite
sets of configurations can then be represented by finite-state automata. Moreover, we
propose an automatic translation of non-recursive sequential C-like programs (without
pointer arithmetics and with suitably abstracted non-pointer data values) into finite-state
transducers applicable to the sets of program configurations represented by automata
and defining regular relations between these configurations. The translation is done
statement-by-statement, and one can then either take a union of all statement transduc-
ers or use them separately.

By repeatedly applying the transducer (or transducers) representing a program to the
automaton encoding a set of possible initial configurations, one can obtain the sets of
configurations reachable in any finite number of steps. It is, however, usually impossible
to obtain the set of all reachable configurations in this way—the computation will not
stop for most programs with loops. One thus has to consider techniques that will accel-
erate the computation achieving termination as often as possible—a general termination
result cannot be obtained as the verification problem considered is clearly undecidable.

In the literature, several different general-purpose techniques have been proposed
to accelerate the computation of reachable states in regular model checking. They in-
clude, e.g., widening [3L[17]], collapsing of automata states based on the history of their
creation by composing transducers [[10}[1], abstraction of automata [2f], or inference of
languages [6]]. In this work, however, as our further contribution, we propose a new set
of acceleration techniques that are more tailored for the given domain and thus promise
much better performance results. These techniques are based on new language abstrac-
tions, which contrary to those introduced in [2], are not defined on the representation
structures (i.e. the automata representing sets of configurations), but defined on words
(corresponding to configurations). Such abstractions are defined by means of finite-state
transducers following different generic schemas. The definitions of these abstractions
are guided by the observation that in the configurations of the programs we consider
there are some repeated patterns for which it is sufficient to remember their number
of repetitions precisely up to some fixed bound. If the number of repetitions is higher,
we abstract it to an arbitrary value. The abstraction schemas we define are refinable
in the sense that they define infinite sequences of abstraction mappings with increas-
ing precision. Therefore, our verification approach is based on computing abstractions
of the sets of reachable configurations, and on refining the abstractions when spurious
counterexamples are detected.

These techniques allow us to fully automatically compute safe overapproximations
of the state space of programs with 1-selector-linked dynamic data structures from
whose elements the non-pointer fields are abstracted away. In this way, we can automat-
ically check many important safety properties related to a correct use of dynamically
allocated memory—absence of null pointer dereferences, working with uninitialized
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pointers, memory leakage (i.e. checking that there does not arise any unfreed and un-
accessible garbage), etc. Furthermore, we can automatically handle the cases where
a finite number of elements of the considered dynamic data structures are allowed to
carry other than pointer fields. Using this fact and a simple technique which we pro-
pose for describing the desired input/output configurations, we can then automatically
verify various properties relating the input and output of the considered programs (e.g.,
that the output of a list reversing procedure is really exactly the reverse of the input
list, etc.). Finally, we show how the techniques can be applied to dealing with linked
dynamic data structures whose elements contain any data fields of finite type too.

We have implemented the proposed techniques in a prototype tool and tried it out
on a number of procedures manipulating classical singly-linked lists as well as cyclic
lists. The results are very encouraging and show the applicability of our approach.

Related Work. Out of the work on verification of programs with dynamic linked data
structures published in the literature, the two approaches that are probably the closest
to our approach are the ones related to the tools Pale [[15] and TVLA [16].

Pale (or more precisely its version for singly-linked structures) based on [8] uses
a similar encoding of configurations as the one we propose in the following. The pos-
sibility of sharing parts of the lists is, however, not considered there. Moreover, there
is no translation of the programs to transducers for manipulating sets of configurations
in the Pale approach. The effect of the program is expressed by manipulating a logical
description of the configurations, and automata come into play only when deciding the
resulting WS1S formulae in Mona [12]. The approach of Pale is not as automatic as
ours—only loop-free code can be handled automatically; if there are loops in the code
to be checked, the user has to manually provide their invariants. We adopt a different
methodology based on abstract symbolic reachability analysis which can also be used
to automatically generate invariants.

TVLA is based on abstractions of the arising pointer structures described in a 3-
valued logic [16]. The approach is more automatic than the one of Pale, but still the
user may be required to provide some instrumentation predicates (or simulation invari-
ants in the later approach of [[7]]) to make the abstraction sufficiently precise. The recent
work [[13]] presents the first steps towards automatically obtaining the necessary instru-
mentation predicates by an analysis of spurious counterexamples. Moreover, up to very
recently, TVLA had difficulties with cyclic structures that were resolved in a way [14]
which like our approach exploits the observation that singly-linked structures exhibit
some internal repeated structural patterns.

Both Pale and TVLA are extended to handle structures with more than a single next
pointer. We are preparing such an extension of our approach based on tree (or more
general) automata too.

Finally, representations of linked memory structures based on automata were used
in [9,5L[1814] too. In [S[18], the special problem of may-alias analysis is primarily
considered and a different symbolic representations of memory structures is used—it
is based on tuples of automata (one for each pointer variable) and alias relations (using
linear constraints). In [4]], an alias logic with a Hoare-like proof system is introduced. In
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this work, one memory structure is represented as a collection of automata whereas our
representation is based on representing a set of memory structures with one automaton.

Outline. The rest of the paper is organised as follows. In Section 2] we introduce basic
concepts about automata and transducers. In Section 3] we describe our encoding of
pointer programs with automata and transducer. Then, we give our verification method
in Section[d] Finally, we describe our experimental results in Section[5]and conclude.

2 Automata and Transducers

A finite-state automaton is a 5-tuple A = (Q,%,8,¢qny,F) where Q is a finite set of
states, X a finite alphabet, d C Q x X x Q a set of labelled transitions, g;,;; € Q the initial
state and F' C Q a set of final states.

The transition relation —C Q x X* x Q of A is defined as the smallest relation sat-
isfying: (1) Vg € Q:q > q, () if (¢,a,¢') € 8, then ¢ % ¢/, and (3) if ¢ > ¢ and
qd % q", then ¢ X% ¢". The (regular) language recognised by A from a state ¢ € Q is
L(A,q)={w : 3¢ € F. ¢ ¢}. The language of A is L(A) = L(A, qinit). We suppose
here that automata are manipulated in their canonical (i.e. minimal deterministic) form.

A finite-state transducer over X is a 5-tuple T = (Q, ¢ X X¢, 0, qinit, F) where Q is
a finite set of states, X, = XU {e}, 8 C Q x X x X x Q is a set of transitions, ginir € O
is the initial state, and F C Q a set of final states. The transition relation —C Q X
T* x X* x Q is defined as the smallest relation satisfying: (1) g =5, q for every g € Q,
(2) if (q,a,b,q’) € 3, then g ab, ¢ and (3) if ¢ =5 ¢ and ¢/ ab, q", then ¢ uavb, q".
A transducer T defines a (regular) relation Ry = {(«,v) : 3¢’ € F. qinit 2 }.

Given a language L C X* and a relation R C X* x X*, let R(L) be the set {v € T* :
Ju € L. (u,v) € R}. Sometimes, we abuse the notation by identifying a transducer ©
(resp. an automaton A) with the relation Ry (resp. the language L(A)). For instance, we
write T(A) to denote R¢(L(A)).

Let id C Z* x Z* be the identity relation and o the composition of relations. Given
a transducer T, let 1° = id, Tt = 1o, and let T* = U;"’:O’ci be the reflexive-transitive
closure of .

3  From Programs to Transducers

In this section, we describe the translation we propose for automatic verification of
sequential, non-recursive programs with 1-selector-linked dynamic data structures in
the framework of regular model checking. Our translation is general enough to cover
any program of this kind (not containing pointer arithmetics and not explicitly covering
the possibly necessary abstraction of non-pointer data).

We first describe how to encode as words the so-called program sfores, i.e. the dy-
namic memory part of program configurations containing dynamically allocated mem-
ory cells linked by pointers. This encoding is similar to the one used in [§]], but extended
with the possibility of lists sharing their parts. Then, we propose an encoding of the stan-
dard C pointer operations (apart from pointer arithmetics) in the form of transducers.
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This is different from [§8] where operations are encoded by changing a logical descrip-
tion of the configurations. Some of the pointer operations cannot be translated directly
to a single transducer, therefore we propose to simulate their effect by computing a limit
of a repeated application of certain simple auxiliary transducers.

In the following, we will use as a running example the following procedure reversing
alist /. We suppose the data fields normally present in the elements of the data type Li St
to be abstracted away and just the next-pointer fields to be preserved.

List x,y,1;

[1: y = null;

[2: while (I '=null) { /] i.e. if (I'=null) goto I3; else goto |7,
| 3: y = |->next;

| 4: | ->next = x;

| 5: X =1;

| 6: I =y, } Il i.e. 1 =y, goto |2

[7: | =x;

8: // end of program

3.1 Encoding Stores as Words

Basically, a store is encoded as the concatenation of several words (separated by a spe-
cial symbol), each of them representing a list of elements. Successive elements of these
lists are given from the left to the right, with positions of pointer variables marked by
special symbols. We suppose for the moment that list elements contain no data—Ilater
we show that adding data of a finite type is not a problem. We also suppose for the
beginning that the store does not contain cycles nor shared parts (i.e. no two different
next-pointers point to the same list element). To encode such stores as words, we use the
following alphabet X: For every pointer variable x used in the program at hand, we have
x € X, and X further contains the letters | to separate lists (and some special parts of the
configurations), / to separate list elements (i.e. / represents a next-pointer), # to express
that a next-pointer points to null, and ! to denote that the next-pointer value is undefined.

Then, we can encode a store without sharing and cycles as a sequence of three parts
separated by the symbol | as follows:

— The first part contains a sequence of pointer variables whose values are undefined.
In order not to have to consider all their possible orderings, we fix in advance a
certain ordering on X that is respected here as well as in similar situations below.

— The second part contains pointer variables pointing to null.

— Finally, the third part contains the list sequences separated again by the symbol |.
Each list sequence is encoded as follows: Every list element is represented by a
(possibly empty) sequence of pointer variables pointing to it, lists elements are sep-
arated by the symbol /, and lists end either with the symbol # (null) or ! (undefined).

For example, the word x y | | [ / / # | encodes a possible initial configuration of the
list reversion example: x and y are undefined, no variable points to null, and / points to
a list with two elements.

Now, regular expressions (or alternatively finite-state automata) can be used to de-
scribe sets of stores. For instance, the regular expression (x y | | /T #|)+(xy |1 ])
encodes all possible initial stores for our list reversion example.
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Fig. 1. A store with sharing

Notice that in our encoding, we do not allow garbage (parts of the memory not
accessible from pointer variables). As soon as an operation creates garbage, an error is
reported. In fact, such a situation corresponds to a memory leak in C (in Java, on the
other hand, we can always perform “garbage collection” and remove the garbage).

Remark: Clearly, pointer variables appear exactly once in every word. The separator |
and the symbols # and ! appear a bounded number of times since we do not consider
stores with garbage. Finally, the symbol / can appear an unbounded number of times.

Lists with Sharing and/or Loops. To encode sharing of parts of lists as, for example,
in Figure[I]l we extend the alphabet X by a finite set of pairs of markers (myg, my, ng, ny,
etc.). A “from” marker X; may be used after a next-pointer sign / to indicate that the
given next-pointer points to an element marked by X; (the corresponding “to” marker).
Then, e.g., the word | | x /my |y / / ny | n; m; / / # | encodes the store of Figure[Il

As one can easily see, the above store could be encoded in several other ways too
(for instance, as | |x / n, / / # |y / / ny |). Although we partially normalize the
encoding by imposing a certain ordering on the symbols that are attached to the same
memory location, we do not define a canonical representative of the store. However,
our experimental results (see Section [3) show that this is not an obstacle to a practical
applicability of our method. Furthermore, using a canonical form would complicate the
encoding of program statements.

Notice also that markers allow us to encode circular lists (as, e.g.,
corresponding to a circular list of two elements pointed to by x).

It is not difficult to see that given a store with k pointer variables encoded with more
than k pairs of markers, one can encode the same store with at most k markers provided
that no garbage is allowed: If a “to” marker is at the beginning of a sequence of cells that
is not accessible without using markers, we can put these sequence directly in place of
the corresponding “from” marker and save one pair of markers. For example, the store
||x/mgly/ /ng|n m [ /#)|of Figure[llcan be described with one pair of markers
as||x/m [ [#|y/[ngloralsoas||x/ms|y /[ [m[[4#].

Typically, the number of markers that is really needed is even smaller than k as we
will demonstrate in our experiments.

| xn [ [ ng

3.2  Encoding Program Statements as Transducers

We now describe our encoding of program statements as transducers. We consider
non-recursive C programs without pointer arithmetics. Initially, we also suppose all
non-pointer data manipulations to be abstracted away—we briefly return to handling
them later. Such programs may easily be pre-processed to contain only statements of
the form poi nter _assignment; goto |; orif (pointer_test) goto |1, else
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Fig. 2. An example store, the store after the statement | - >next =x, and after a rearrangement

goto | 2;. Moreover, by introducing auxiliary variables, we can eliminate multiple
pointer dereferences of the form x- >next - >next and consider single dereferences only.

To encode full configurations of the considered programs, we extend the encoding
of stores by adding a letter for the line of the program the control is currently at (fol-
lowed by a separator |). Moreover, for the needs of our verification procedure, we add a
single letter indicating the so-called computation mode. The mode is either n (normal),
e (error—a null pointer dereference or working with an undefined pointer has been de-
tected), s (shifting, used later for implementing the pointer manipulation statements that
cannot be implemented as a single transducer), and u (unknown result that arises when
an insufficient number of markers is used). For instance, the initial configurations of the
list reversion example are then (nly |xy | |{ /T # )+ (nly |xy|1]).

Conditional jumps based on tests like x==nul | or x==y are now quite easy to en-
code. The transducer just checks whether X is in the null section or in the same section as
y (taking / and | as section separators), and according to this changes the letter encoding
the current line. If X or y is in the undefined section, we go to the error mode. Similarly,
assignments of the form x=nul | or Xx=y are easy to handle—x is deleted from its current
position (using an x, € transition) and put to the section of y (using an €, x transition).

A slightly more involved case is the one of tests based on the X- >next construct
and the one of the y=x->next assignment. Apart from generating an error when X is
undefined or null, one has to consider the successor of X, which may involve going from
a “from” marker to the appropriate “to” marker. However, as the number of markers is
finite, the transducer can easily remember from which marker to which it is going and
skip the part of the configuration between these markers.

Adding/Removing Markers. The most difficult case is then the one of the | - >next =x
assignment. The transducer first tries to commit the operation by using a pair of unused
markers (say m¢/m;) out of the in advance chosen set of marker pairs (an unused marker
pair is one that does not appear in the current configuration word). Then, behind the
section of | , the transducer puts my, and marks the section of X by m;,. For instance, in
the list reversion procedure, nly | | | x / / #|1/y / #|is transformed via | - >next =x
intonls|||mx//#|1/myg|y/#]asshown in Figure2l(a), (b).

However, there may not be any unused markers left. In such a case, the transducer
tries to reclaim some by re-arranging the configuration. This can be done by moving
some sequence of cells that starts with a “to” marker directly into the place of the
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corresponding “from” marker (provided these markers do not constitute a loop). As
explained in Section [3.1] this is always possible provided the chosen number of pairs
of markers is sufficiently big (more than the number of pointer variables). For example,
nils|||mx//#|1/ms|y/#|canbere-arrangedtonlis |||l /x//#]|y/#]as
sketched in Figure 2] (c).

The above operation, however, cannot be encoded as a single transducer as it may
require an unbounded sequence (such as the list after x in our example) to be shifted to
another place, and a finite-state transducer is incapable of remembering such sequences.
To circumvent this problem, we use a very simple transducer T which does one step
of the shifting—i.e. it shifts a single element of the sequence by deleting it from its
current location and re-producing it at its required location. The desired result is then
the limit T*(Conf) where Conf is a regular set of configurations on which the operation
is applied. The limit (or an upper approximation of it) is computed using our abstract
reachability analysis techniques. In order not to mix half-shifted sequences with the
ready-to-use ones, the shifting is done in a special computation mode when no other
operations are possible.

If some marker has to be eliminated but this cannot be done, we go to the ¥ mode
and stop the computation. Such a situation cannot happen when we use as many markers
as pointer variables. Nevertheless, it may happen when the user tries to use a smaller
number of them with the aim of reducing the verification time (which is often, but
not always possible). If one does not want to use markers at all, the two operations of
introducing and eliminating a pair of markers (including shifting) are done at once.

Finally, the remaining mal | oc(x) and f r ee(x) operations are again easy to encode.
The mal | oc(x) operation introduces a sequence of elements with a single element,
pointed to by X, and with an undefined successor. The free(X) operation removes an
element, makes X and all its aliases undefined, and possibly makes undefined the next-
pointer originally leading to X.

Adding Data Values to List Elements. The encoding can easily be extended to handle
list elements containing data of a finite type. Their values are added into £ and then
every memory cell encoded as a sequence surrounded by / and/or | contains not only
the pointers (markers) pointing to it, but also the appropriate data value. The tests and
assignments on *X may then easily be added by testing whether the appropriate data
letter is in the section of X or changing the data letter in this section.

4  Automatic Verification Techniques

We introduce in this section infinite-state verification techniques based on the
regular model checking framework. These techniques combine automata-based
reachability analysis with abstraction techniques. We concentrate in this work on the
verification of safety properties. In the context of regular model checking, given a trans-
ducer T modelling some infinite-state system, an initial set of configurations /nit, and

3 Let us note that shifting could be implemented as an atomic, special purpose (and rather com-
plex) operation directly on the automata too.
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a set of bad configurations Bad, the safety verification problem consists in deciding
whether

T (Init) N Bad = 0 (1)

Since the problem is undecidable in general (the transitions of any Turing machine
can be straightforwardly encoded by a finite-state transducer), we adopt an approach
based on computing abstractions of the set T*(/nit) and refining these abstractions when
spurious counterexamples are detected.

4.1  Abstract Regular Model Checking

A language abstraction is a mapping o.: 2% — 2% such that VL € 2*". L C a(L). An
abstraction o/ refines (or is a refinement of) an abstraction o if VL € 2*". o/ (L) C au(L).
An abstraction o, is finite-range if the set {L € 2% : 3L/ € 2% a(L') = L} is finite. We
say that an abstraction mapping is regular if it can be defined by a finite-state transducer.

Given a transducer T and a language abstraction o, let T, be the mapping such that
VL € 2% 14(L) = a(t(L)).

The first step of our approach is to define a language abstraction o. and compute
the set T}, (Inir). Clearly, if o is a finite-range abstraction, the iterative computation
of T (Init) as to(Init) Ut (Init) U... eventually terminates. By definition of o, the
obtained set T, (Init) is an overapproximation of t*(Inir), and therefore, if T} (Init) N
Bad = 0, the problem (d)) has a positive answer. Otherwise, the answer to the problem
(D is not necessarily negative since during the computation of T}, (Init), the abstraction
o may introduce extra behaviours leading to Bad.

Let us examine this case. Assume that T} (Init) N Bad # 0, which means that there
is a symbolic path:

Init, o (Init), ©2,(Init), - - -t (Init), 2 (Init) )
such that %, (Init) N Bad # 0. We analyze this path by computing the sets X,, =t/ (Init) N
Bad, and for every k > 0, X; = 1%, (Init) N7~ (X;,1). Two cases may occur: (i) either
Xo = Init N (t71)"(X,,) # 0, which means that the problem (1) has a negative answer,
or (ii) there is a k > 0 such that X; = 0, and this means that the symbolic path @)
is actually a spurious counterexample due to the fact that o is too coarse. In this last
situation, we need to refine o and iterate the procedure. Therefore, our approach is based
on the definition of abstraction schemas allowing to compute families of (automatically)
refinable abstractions.

In a previous work [2]], we have proposed representation-oriented abstractions which
consist in defining finite-range abstractions on automata (used as symbolic representa-
tion structures for sets of configurations). The general principle of these abstractions
is to collapse automata according to some given equivalence relation on their states,
regardless of the kind of the represented configurations or the analyzed system.

In this work, we adopt an alternative approach by considering configuration-oriented
abstractions which are defined on configurations. This approach allows us to define ab-
straction techniques which are more adapted to the application domain we are consid-
ering here. In the next subsections, we propose generic schemas for defining families
of refinable configuration-oriented abstractions. Instances of these schemas have been
implemented in a prototype tool and used in several experiments (see Section[3).



22 A. Bouajjani et al.

4.2 Piecewise 0-k Counter Abstractions

The idea behind the first abstraction schema we introduce is to abstract each word by
considering some finite decomposition of it, and by applying 0-k counter abstraction
(which looses the information about the ordering between symbols and only keeps
track of their numbers of occurrences up to k) to each piece of the word in this de-

composition. Formally, for w € X*, let dec(w) = (aj,wi,a2,wa,- -+ ,an,w,) such that
w=aiwiaws---aywp, Vi,j € {1,...,n}.a; € Xand a; # aj,and Vi€ {1,...,n}. w; €
{a1,...,a;}*. Intuitively, dec(w) corresponds to the unique decomposition of w accord-

ing to the first occurrences in w of each of the symbols in X.

Given a word w and a symbol a, let |w|, denote the number of occurrences of a
in w. Given k € N>°, we define a mapping oy from words to languages such that for
every w € X*, if dec(w) = (a1, wi,a2,w2,- -+ ,dn, Wy ), then og(w) = aiLiasLs - --a,Ly
where Vi € {1,...,n}. Li = {u € {a1,...,a;}* : Vje{l,...,i}. |wilo; < kand [uls; =
|w,-|aj, or |wi|aj > k and |u\uj > k}. We generalize oy from words to languages in the
straightforward way in order to obtain a language abstraction. We can easily prove that:

Proposition 1. For every k > 0, oy, is regular and effectively representable by a finite-
state transducer.

Clearly, for every given alphabet X, the set of possible 0-k abstractions is finite, and
therefore, the number of piecewise 0-k abstractions is also finite since they consist in
concatenations of a bounded number of symbols and 0-k abstractions.

Proposition 2. For every k € N, the abstraction oy, is finite-range.

In fact, below, we consider a generalization of the above schema obtained as follows.
We allow that decompositions may be computed according to the first occurrences of
only a subset of the alphabet, called decomposition symbols. Furthermore, we allow
that the abstraction does not concern some symbols, called strong symbols, i.e. all their
occurrences are preserved at their original positions. Typically, strong symbols are those
which are known to have a bounded number of occurrences in all considered words.
For instance, in words corresponding to encodings of program configurations, strong
symbols correspond to markers, separators, and pointer variables which are known to
have either a fixed or a bounded number of occurrences in all configurations.

Formally, let £1,%, C X be two sets of symbols such that £; N X, = 0, where X
is the set of decomposition symbols and X, is the set of strong symbols. (Notice that
there may be symbols which are neither in X; nor in X;.) Then, given w € ¥, we
define dec(w) to be the decomposition (aj,wy,az,wa, -+ ,a,,wy,) such that (1) w =
aywiaawy - apwy, Q) Vi€ {1,...,n}. a; € ;U and, a; € £y = |ajaz - aylq, = 1,
and 3)Vie {1,...,n}.w; € ({a1,...,a;} \ X2)*. Then, for each given k, the abstraction
oy, is defined precisely as before.

The previous proposition still holds if the number of occurrences of each strong
symbol is bounded. Let us call p-Z;-bounded language any set of words L such that
Vwe L. Va e [wl, <p.

Proposition 3. For every bound p > 0, and for every k € N, the abstraction oy, is finite-
range when it is applied to p-X,-bounded languages.
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As for the abstraction refinement issue, it is easy to see that the abstraction schema
introduced above defines a family of refinable abstractions.

Proposition 4. For every p-3,-bounded language L, and for every k > 0, we have
o1 (L) C oy (L). Moreover, if L is infinite, then 0y (L) C oy (L).

4.3 Closure Abstractions

We introduce hereafter another family of regular abstractions. Now, the idea is to apply
iteratively extrapolation rules which may be seen as rewriting rules replacing words of
the form u¥, for some given word u and positive integer k, by the language u*u*.

Let u € X* and let k € N> be a strictly positive integer. A relation R C £* x £* is an
extrapolation rule wrt. the pair (u,k) if R = {(w,w') € * x T* : w = ujufuy and w' €
uu*us}. An extrapolation system is a finite union of extrapolation rules.

Clearly, for every language L, we have L C R(L) (i.e. R defines a language abstrac-
tion). In fact, we are interested in abstractions which are the result of iterating extrapo-
lation systems. Therefore, let us define a closure abstraction as the reflexive-transitive
closure R* of some extrapolation system R.

It is easy to see that every extrapolation system corresponds to a regular relation
(i.e. definable by a finite-state transducer). The question is whether closure abstractions
of regular languages are still regular and effectively computable. In the general case,
the answer is not known. However, we provide a reasonable condition on extrapolation
systems which guarantees the effective regularity of closure abstractions.

First of all, we can prove that if we consider a single extrapolation rule, the corre-
sponding closure abstraction if effectively computable.

Lemma 1. For every extrapolation rule R, and for every regular language L, the set
R*(L) is regular and effectively constructible.

Proof. Let A be an automaton recognizing L. Let B be an automaton recognizing u*u*,
and let g; (resp. g¢) be its initial (resp. final) state. Then, for every pair of states (¢,q’)
of A that are related by u*, we extend A by a unique copy of B and two € transitions
g-giand g f —£. ¢ (which can then be removed by the classical algorithms). a

Now, let R = R U---UR,, be an extrapolation system where each of the R;’s is an
extrapolation rule wrt. a pair (u;,k;) € £* x N>, Our idea is to define a condition on
R such that the computation of R*(L) can be done for every language L by computing
sequentially closures wrt. each of the extrapolation rules R; in some ordering. Let <C
T* x X* be the smallest relation such that for every u,v € £*, u < v if (1) u is not a factor
of v (i.e. u does not appear as a subword of v), and (2) u cannot be written as wiv’w,
for any p € N and two words wy,wy such that wy is a suffix of v and w, is a prefix of v.
We can prove the following lemma which says that if # < v, then u can never appear in
any power of v.

Lemma 2. Vu,v € £*, ifu < v thenVp > 0. Ywy,wy € . VP £ wiuw,

Proof. Immediate from the definition of <: The fact that u can appear in some power
of v implies that one of the two conditions defining u < v is false. a
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We say that the extrapolation system R is serialisable if the reflexive closure of
the relation < (i.e. < Uid) defines a partial ordering on the set {u]f] s Uk} (e < is
antisymmetric and transitive on this set).

Lemma 3. Let R be a serialisable extrapolation system and let R; R;, ...R;, be a total

ordering of the rules of R which is compatible with <. Then, R* = R; oR;  -+-oRj .

Proof. Follows from Lemma [2I closing by some R;; never creates new rewriting con-
texts for any of the R;, with £ < j. O

From the two lemmas[Iland Bl we deduce the following fact:

Theorem 1. For every serialisable extrapolation system R and for every regular lan-
guage L, the set R*(L) is regular and effectively constructible.

Closure abstractions (even serialisable ones) are not finite-range in general. To see this,
consider the infinite family of (finite) languages L,, = (ab)" for n > 0 and the extrapo-
lation rule R with U = {a} and k = 1. Then, the images of the languages above form an
infinite family of languages defined by R*(L,) = (a™b)" for every n > 0.

Therefore, in the verification framework described in Section E.1] the use of a clo-
sure abstraction o does not guarantee the termination of the computation t}; (nit ). How-
ever, as our experiments show (see Section [3) the extrapolation principle used in these
abstractions is powerful enough to force termination in many practical cases while pre-
serving the necessary accuracy of the analysis of complex properties.

Let us finally mention that the abstraction schema introduced above defines a family
of refinable abstractions.

Proposition 5. Let R be an extrapolation system wrt. a set of pairs {(u1,ky), ..., (Un,kn)},
letk},... k), be integers such that Vi. k; > k;, and let S be the extrapolation system wrt.
{(u1,k}),-..,(up,k),)}. Then, for every language L, we have S*(L) C R*(L). Moreover,
if L is infinite, then S*(L) C R*(L).

5 Applications and Experimental Results

We have experimented with a prototype implementation of our techniques on several
procedures manipulating linked lists. We have implemented a prototype compiler trans-
lating programs into transducers as explained in Section Bl As shown in Table [Il we
have considered procedures for reversing a list, inserting an element into a list at a
given position, deleting an element of a list at a given position, merging two lists
element-by-element, and the procedure of Bubblesort over a list. Let us note that al-
though these procedures primarily work with simple linear lists, temporarily they may
yield several lists sharing their tails or create circular links. Moreover, we have consid-
ered working directly with circular lists too, namely a procedure for reversing such lists
and a procedure for removing a segment of a circular list (the motivating example of
(141]).

As remarked in Section[3] a store can have several encodings. Therefore, to perform
correctly the check T}, (Init) N Bad = 0, we require the set Bad to contain all possible
encodings of bad stores. In all properties we consider below, this can be easily achieved.
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5.1  Checking Consistency of Working with the Dynamic Memory

For all the examples, we have firstly checked a basic consistency property that consisted
in checking that there is no null pointer dereference, no work with undefined pointers,
no memory leak (i.e. there does not arise any undeleted and inaccessible garbage), and
that the result is a single list pointed to by the appropriate variable. The specification of
such a property for a given procedure is easy and can be derived automatically. For the
list reversion example, the set of bad states can be specified using the below extended
regular expression’| where V = x? y?:

((e+uw) )+ (B E) &=(ng [V ((AVD+V LV (/V)"/#]))

The expression says that it is bad when we try to do a null pointer dereference or work
with an undefined pointer value—this is recognized automatically in the transducers
and signalized by the first letter of the resulting configuration set to e. If the first letter
becomes u (for unknown), the program cannot be verified using the given number of
markers and we have to add some. Finally, it is bad when we reach the final line /g, and
the result is not an empty list (represented by / behind #) nor a single list pointed to by
1. We do not care about the values of x and y.

The above property of course holds for the correct versions of all the considered
procedures. In such a case, our tool provides the user with a safe overapproximation of
all the configurations reachable at every line. In this way, we, e.g., automatically obtain
the following invariant of the loop of the list reversion procedure:

(nly |y | Ix )+ (nly |y [ x [1(/)T#])+ (k2 | [ 1y [x(/)# )+ (nl2 | | [x(/)"#[1y(/)"#])

Roughly, this invariant says that the list is either empty, is pointed to from /, from x, or
partially from x and partially from /.

To try out the ability of our techniques to generate counterexamples, we have also
tried to examine a faulty version of the list reversion procedure where lines 4 and 5
were swapped. In this case, an error is reported and we are told that from a list with
one element (i.e. from a configuration n {; | xy | | [ / #|), we can obtain a circular list
(a configuration nlg | y | m; [ x / my | where my and m, represent the “from” and “to”
versions of a marker m). The user can then also trace the program forwards from the
initial configuration or backwards from the erroneous one.

5.2  Checking More Complex Properties

Further, we have tried to verify some more complex properties of the considered pro-
grams. Let us start, e.g., with the Bubblesort procedure. When checking just its basic
consistency property, we have completely abstracted away the data values stored in the
list and made all the conditional jumps fully nondeterministic. To check that the pro-
cedure really sorts, we used a technique inspired by [15]. We considered the values of
the list elements to be abstracted to being either greater or less than or equal than their
successors. The abstracted data values were represented by two special letters (g and
Ite) associated with every list item. We supposed /fe and gt to be distributed arbitrarily
in the initial configurations. We then checked that the basic consistency property holds

4 We use “?” to denote zero or one occurrences and “&” to denote intersection.
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and, moreover, the result is a sorted list (i.e. a sequence of elements labelled—up to the
last element—by Ize).

In the case of the merge procedure, we let all elements of the first list be labelled as
a elements in the initial configuration and all elements of the other list as b elements.
Then we checked that the output list contains a regular mixture of a and b elements.

Finally, for the list reversion and insertion and circular list reversion procedures, we
did a fully precise verification of their effect. In the case of list reversion, this means
that the output contains exactly the same elements as before, but in a reversed order.
For the insertion procedure, the required property is that the output list is precisely the
input list up to one new element added into the appropriate place.

To check the above rather strong property, we have proposed a simple, yet efficient
technique. Let us explain it on the case of list reversion. In the initial configurations, we
let the first and last element be labelled by special labels bgn and end. Next, we consider
as initial all the configurations that can arise from the original initial configurations by
attaching two further labels—namely fst and snd—to an arbitrary pair of successive
elements. The labels are invisible for the unmodified program—they stay attached to
their initial elements. Then, to check the desired property, it suffices that every reachable
final configuration starts with end, ends with bgn, and contains a sequence snd/ fst.
This guarantees that no element can be dropped (then, there would be a way to obtain
a configuration without some of the labels), no element can be added (either end would
not be the first, bgn the last, or some snd/fst pair would get separated by another
element), and the elements must be re-arranged in the given way (otherwise the required
resulting ordering of the labels could be broken).

5.3  The Results of the Experiments

For each verification example, we applied one instance of the abstractions presented
in Section @l For checking the basic consistency properties, we used the piecewise 0-2
counter abstraction with no decomposition symbols (£; = 0) and with strong symbols
%, containing the pointer variables, the separator |, and the symbol #. Therefore, just
the parts of words containing exclusively the / symbols are abstracted. As noticed in
Section B.1] / is the only symbol which can appear an unbounded number of times
in lists without data. Therefore, our abstraction is finite range by Proposition Bl For
the more complex properties, we used closure abstractions. The extrapolation rules we
applied correspond to the loops one naturally expects to possibly arise in the consid-
ered structures (e.g., (/a,2), (/b,2), (/a/b,2) for the list merge procedure)—providing
such information seems to be easy in many practical situations. In all the cases, the
abstractions we used are defined by serialisable extrapolation systems. Therefore, by
Theorem [T} they are regular and effectively computable.

We tried out both verification over programs described by a single transducer as well
as over programs described by a set of transducers (one per arc of the program control
flow graph). Column T of Table [Tl shows the running times obtained in the latter case.
They were about 1.6 to 6 times better than in the former case. The computation times
are presented for the minimum number of markers necessary not to run into the “do not
known” result. In the case of inserting into a list, we, however, indicate that sometimes
it may be advantageous to use more than a necessary number of markers, which is
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Table 1. Some results of experimenting with classical and circular linked lists (obtained at
2.4GHz Intel Pentium 4 from an early prototype tool based on Yap Prolog and the FSA library)

Program Markers|[M|5*, .| Tsec Program Markers| |M|%%,, | Tsec

Reverse, bas.cons. 51+105| 0.3 Merge, bas.cons. 209+279 | 2.7

Reverse, full 281+369| 4.2 Merge, corr.mix. 1080+1415| 40.4

Faulty reverse 61+138 | 0.2 || Bubblesort, bas.cons. 2095+2872| 305

Insert, bas.cons. 81+102 | 0.5 Bubblesort, full 2339+2887| 279

[e] Nl § ] Reol Bl Reol Ran)
N W WO

Insert, bas.cons. 165+577| 0.15 ||Circ.list rev., bas.cons. 655+764 | 5.4
Insert, full 755+936| 10.8 || Circ.list reverse, full 2349+2822| 50.6
Delete, bas.cons. 55+113 | 0.3 ||Circ.l. rem.seg., bas.c. 116+291 | 1.0

especially the case of loop-free procedures where it may completely eliminate the need
for the complex operation of shifting. For every experiment, we also indicate the number
of states and transitions of the biggest encountered automaton (or transducer).

We further made a comparison with the abstract regular model checking techniques
based on automata abstraction introduced in [2]. We observed an equal performance on
the faulty reverse example, but on the other examples, the new techniques were about
2.9 to 88 times better (not taking into account the Bubblesort example and checking of
the correct mixture property for the list merge example where we stopped the tool based
on [2] after 2000 seconds).

We believe that the verification times obtained from our prototype are very encour-
aging. Some of the verification times that can be found in the literature for similar
verification experiments (especially the ones obtained from Pale) are lower but that is
partly due to an incomparable degree of automation (especially in Pale where a signif-
icant amount of user intervention is needed) and partly due to the fact that our tool is
just an early Prolog-based prototype. We expect much better times from a more solid
implementation of our tool, which we are now working on.

6 Conclusion

We have proposed a new approach to automatic verification of programs with dynamic
linked structures based on a combination of automata-based symbolic reachability anal-
ysis with abstraction techniques.

Our approach applies to C-like sequential programs with 1-selector linked struc-
tures, for which it allows to verify automatically (safety) properties concerning their
data structures. The same techniques can also be used for automatic invariant genera-
tion for these programs. Notice that our approach is not restricted to C programs but
can be adapted to other languages with similar operations on linked structures too.

The techniques we define are based on simple abstractions of regular sets of config-
urations which, on one hand, are abstract enough to force termination in many practical
cases and, on the other hand, are accurate enough to handle complex properties of the
considered data structures. The experimental results are quite encouraging and show the
applicability of our approach at least to particular pointer-intensive library routines.
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The techniques we propose in this paper are defined in a general way which makes
them not restricted to the application domain we consider here. In fact, they can be used
as efficient acceleration techniques in the generic framework of regular model checking
for the verification of various classes of infinite-state systems as well.

A certain deficiency of the closure abstraction technique as presented above is the
need to manually provide the extrapolation rules when non-pointer data fields are not
abstracted away. However, very recently, we have proposed a heuristic for automatically
deriving such rules based on on-the-fly monitoring of non-looping sequences of states
in the encountered automata and on trying to divide them to a given number of equal
subsequences, which can then be used as a basis for extrapolation. This heuristic was
successful in all the considered examples with a similar time and space efficiency as
presented above (the verification times being sometimes worse but sometimes even
better). A proper theoretical as well practical investigation of this technique is a part of
our future work.

For the future, we plan an extension of our framework to the case of more general
linked data structures using representations based on more general classes of automata.
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Abstract. Regular model checking is the name of a family of techniques
for analyzing infinite-state systems in which states are represented by
words, sets of states by finite automata, and transitions by finite-state
transducers. The central problem is to compute the transitive closure
of a transducer. A main obstacle is that the set of reachable states is
in general not regular. Recently, regular model checking has been ex-
tended to systems with tree-like architectures. In this paper, we provide
a procedure, based on a new implementable acceleration technique, for
computing the transitive closure of a tree transducer. The procedure con-
sists of incrementally adding new transitions while merging states which
are related according to a pre-defined equivalence relation. The equiva-
lence is induced by a downward and an upward simulation relation which
can be efficiently computed. Our technique can also be used to compute
the set of reachable states without computing the transitive closure. We
have implemented and applied our technique to several protocols.

1 Introduction

Regular model checking is the name of a family of techniques for analyzing
infinite-state systems in which states are represented by words, sets of states by
finite automata, and transitions by finite automata operating on pairs of states,
i.e. finite-state transducers. The central problem in regular model checking is to
compute the transitive closure of a finite-state transducer. Such a representation
allows to compute the set of reachable states of the system (which is useful to ver-
ify safety properties) and to detect loops between states (which is useful to verify
liveness properties). However, computing the transitive closure is in general un-
decidable; consequently any method for solving the problem is necessarily incom-
plete. One of the goals of regular model checking is to provide semi-algorithms

* This author is supported by a F.R.I.A grant.

N. Halbwachs and L. Zuck (Eds.): TACAS 2005, LNCS 3440, pp. 30-i4] 2005.
(© Springer-Verlag Berlin Heidelberg 2005



Simulation-Based Iteration of Tree Transducers 31

that terminate on many practical applications. Such semi-algorithms have al-
ready been successfully applied to parameterized systems with linear topologies,
and to systems that operate on linear unbounded data structures such as queues,
integers, reals, and hybrid systems [BJNT00,DLS01lBLW03,[BHV04,[BLW04].

This work aims at extending the paradigm of regular model checking to
verify systems which operate on tree-like architectures. This includes several
interesting protocols such as the Percolate Protocol (JKMM™01]) or the Tree-
arbiter Protocol (JABHT97]).

To verify such systems, we use the extension of regular model checking called
tree reqular model checking, which was introduced in [KMM™01,[ATMd02,[BT02].
In tree regular model checking, states of the systems are represented by trees, sets
of states by tree automata, and transitions by tree automata operating on pairs
of trees, i.e. tree transducers. As in the case of regular model checking, the central
problem is to provide semi-algorithms for computing the transitive closure of a
tree transducer. This problem was considered in [AJMd02,[BT02]; however the
proposed algorithms are most of the time inefficient or non-implementable.

In this work, we provide an efficient and implementable semi-algorithm for
computing the transitive closure of a tree transducer. Starting from a tree trans-
ducer D, describing the set of transitions of the system, we derive a transducer,
called the history transducer whose states are columns (words) of states of D.
The history transducer characterizes the transitive closure of the rewriting rela-
tion corresponding to D. The set of states of the history transducer is infinite
which makes it inappropriate for computational purposes. Therefore, we present
a method for computing a finite-state transducer which is an abstraction of the
history transducer. The abstract transducer is generated on-the-fly by a proce-
dure which starts from the original transducer D, and then incrementally adds
new transitions and merges equivalent states. To compute the abstract trans-
ducer, we define an equivalence relation on columns (states of the history trans-
ducer). We identify good equivalence relations, i.e., equivalence relations which
can be used by our on-the-fly algorithm. An equivalence relation is considered
to be good if it satisfies the following two conditions:

— Soundness and completeness: merging two equivalent columns must not add
any traces which are not present in the history transducer. Consequently,
the abstract transducer accepts the same language as the history transducer
(and therefore characterizes exactly the transitive closure of D).

— Computability of the equivalence relation: This allows on-the-fly merging of
equivalent states during the generation of the abstract transducer.

We present a methodology for deriving good equivalence relations. More pre-
cisely, an equivalence relation is induced by two simulation relations; namely a
downward and an upward simulation relation, both of which are defined on tree
automata. We provide sufficient conditions on the simulation relations which
guarantee that the induced equivalence is good. Furthermore, we give examples
of concrete simulations which satisfy the sufficient conditions. These simulations
can be computed by efficient algorithms derived from those of Henzinger et al.
([HHKO95]) for finite words.
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We also show that our technique can be directly adapted in order to compute
the set of reachable states of a system without computing its entire transitive
closure. When checking for safety properties, such an approach is often (but not
always) more efficient.

We have implemented our algorithms in a tool which we have applied to a
number of protocols including a Two-Way Token protocol, the Percolate Protocol
([KMM™01]), a parametrized version of the Tree-arbiter Protocol (JABH™97]),
and a tree-parametrized version of a Leader Election Protocol.

Related Work: There are several works on efficient computation of transitive
closures for word transducers [DLSO01LAJINA03,[BLW03,BHV04,[BLW04]. How-
ever, all current algorithms devoted to the computation of the transitive closure
of a tree transducer are not efficient or not implementable. In [AJMd02], we
presented a method for computing transitive closures of tree transducers. The
method presented in [ATMd02] is very heavy and relies on several layers of ex-
pensive automata-theoretic constructions. The method of this paper is much
more light-weight and efficient, and can therefore be applied to a larger class of
protocols. The work in [BT02] also considers tree transducers, but it is based
on widening rather than acceleration. The idea is to compute successive powers
of the transducer relation, and detect increments in the produced transducers.
Based on the detected increments, the method makes a guess of the transitive
closure. One of the main disadvantages of this work is that the widening proce-
dure in [BT02] is not implemented. Furthermore, no efficient method is provided
to detect the increments. This indicates that any potential implementation of the
widening technique would be inefficient. In [AJNd03], a technique for computing
the transitive closure of a word transducer is given. This technique is also based
on computing simulations. However, as explained in Section 6] those simulations
cannot be extended to trees, and therefore the technique of [AJNdO03|] cannot be
applied to tree transducers. In [DLS01], Dams, Lakhnech, and Steffen present
an extension of the word case to trees. However, this is done for top-down tree
automata which are not closed under determinization (and thus many other op-
erations). In [DLS01], the authors consider several definitions of simulations and
bisimulations between top-down tree automata without providing methods for
computing them. Hence, it is not clear how to implement their algorithms.

Outline: In the next Section, we introduce basic concepts related to trees and
tree automata. In Section [3, we describe tree relations and transducers. In Sec-
tion M, we introduce tree regular model checking. Section [l introduces history
transducers which characterize the transitive closure of a given transducer. In
Section [6] we introduce downward and upward simulations on tree automata, and
give sufficient conditions which guarantee that the induced equivalence relation
is exact and computable. Section [7 gives an example of simulations which satisfy
the sufficient conditions. In section 8] we describe how to compute the reachable
states. In Section [ we report on the results of running a prototype on a number
of examples. Finally, in Section [I0] we give conclusions and directions for future
work.
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Some proofs had to be omitted due to space constraints. A self-contained
long version of this paper can be obtained from the authors.

2 Tree Automata

In this section, we introduce some preliminaries on trees and tree automata
(more details can be found in [CDG™T99]).

A ranked alphabet is a pair (X, p), where X is a finite set of symbols and p is
a mapping from X' to N. For a symbol f € X, we call p(f) the arity of f. We let
2, denote the set of symbols in X' with arity p. Intuitively, each node in a tree
is labeled with a symbol in X' with the same arity as the out-degree of the node.
Sometimes, we abuse notation and use X' to denote the ranked alphabet (X, p).

Following |[CDG™99|, the nodes in a tree are represented by words over N.
More precisely, the empty word € represents the root of the tree, while a node
bibs...by is a child of the node bybs...by_1. Also, nodes are labeled by symbols
from X

Definition 1. [Trees]
A tree T over a ranked alphabet X is a pair (S, ), where

— S, called the tree structure, is a finite set of sequences over N (i.e, a finite
subset of N*). Each sequence n in S is called a node of T. If S contains a
node n = bibs...by, then S will also contain the node n' = biby...by_1, and
the nodes n, = bibg...by_17, forr : 0 < r < b,. We say that n’ is the parent
of n, and that n is a child of n’. A leaf of T is a node n which does not have
any child, i.e., there is no b € N with nb € S.

— X is a mapping from S to X. The number of children of n is equal to p(A(n)).
Observe that if n is a leaf then A\(n) € X.

We use T(X) to denote the set of all trees over X.

Sets of trees are recognized using tree automata. There exist various kinds
of tree automata. In this paper, we use bottom-up tree automata since they are
closed under all operations needed by the classical model checking procedure:
intersection, union, minimization, determinization, inclusion test, complementa-
tion, etc. In the sequel, we will omit the term bottom-up.

Definition 2. [Tree Automata and Languages|

A tree language is a set of trees.

A tree automaton [CDGT99,[Tho90] over a ranked alphabet X is a tuple A =
(Q, F,6), where Q is a set of states, F C Q is a set of final states, and 8 is the
transition relation, represented by a set of rules each of the form

(@1, a) o g

where f € X, and q1,...,qp,q9 € Q. Unless stated otherwise, we assume @ and
6 to be finite.
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We say that A is deterministic when 6 does not contain two rules of the form

(1, ap) < g and (q1,...,q,) -1 ¢’ with g # ¢'.

Intuitively, the automaton A takes a tree T € T(X) as input. It proceeds
from the leaves to the root (that explains why it is called bottom-up), annotating
states to the nodes of T'. A transition rule of the form shown above tells us that if
the children of a node n are already annotated from left to right with ¢i,...,qp
respectively, and if A(n) = f, then the node n can be annotated by ¢. As a

special case, a transition rule of the form J, q implies that a leaf labeled with
f € Xy can be annotated by q.

Formally, a run 7 of A on a tree T = (S, \) € T(X) is a mapping from S to
@ such that for each node n € T' with children ni,...,n; we have

((r(nl), o, r(ng)) A r(n)) €é.

For a state ¢, we let T ==, ¢ denote that r is a run of A on T such
that r(e) = ¢. We use T ==, ¢ denote that T ==, ¢ for some r. For a
set S C @ of states, we let T ==, S (I =>4 S) denote that T ==, ¢
(T =>4 q) for some g € S. We say that A accepts T if T =>4 F. We define
L(A) = {T| T is accepted by A}. A tree language K is said to be regular if there
is a tree automaton A such that K = L(A).

We now define the notion of context. Intuitively, a context is a tree with
“holes” instead of leaves. Formally, we consider a special symbol [0 ¢ 3 with
arity 0. A context over X is a tree (Sc,A¢) over X U {0} such that for all
leaves n. € S¢, we have A¢(n.) = O. For a context C' = (S¢, A¢) with holes
at leaves nq,...,n; € S, and trees Ty = (S1, A1), ..., Tk = (Sk, Ak), we define
C[Th,...,Tk] to be the tree (S, \), where

- S=8SU U A{ni-n|n €S}

i€{1,....k}
— for each n = n; - n’ with n’ € S; for some 1 < i < k, we have A\(n) = \;(n');
— for each n € S¢ — {n1,...,nk}, we have A(n) = Ac(n).

Intuitively, C[T7, . .., Tk] is the result of appending the trees T, ..., Ty to the
holes of C. Consider a tree automaton A = (Q, F, §) over a ranked alphabet X
We extend the notion of runs to contexts. Let C' = (S¢, A¢) be a context with
leaves nq,...,nk. A run r of A on C from (q1,...,qx) is defined in a similar
manner to a run except that for leaf n;, we have r(n;) = ¢;. In other words,
each leaf labeled with [J is annotated by one g;. We use C[q1,...,qk] =>4 ¢
to denote that r is a run of A on C from (qi,...,qx) such that r(¢) = q. The
notation C'[q1,. .., qr] =>4 ¢ and its extension to sets of states are explained in
a similar manner to runs on trees.

Definition 3. [Suffix and Prefix]

For an automaton A = (Q,F,6), we define the suffix of a tuple of states
(q1y.-.,qn) to be suff(q1,...,q,) = {C: context| Clqu,...,q:) =>4 F}. For
a state q € Q, its prefix is the set of trees pref(q) = {T : tree] T =>4 q}.
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Remark. Our definition of a context coincides with the one of [BT03] where all
leaves are holes. On the other hand, a context in [CDGT99] and [AJMd02] is a
tree with a single hole.

3 Tree Relations and Transducers

In this section we introduce tree relations and transducers.

For a binary relation R, we use R* to denote the transitive closure of R.

For a ranked alphabet X and m > 1, we let X*(m) be the ranked alphabet
which contains all tuples (fi, ..., fm) such that fi,..., fm, € X, for some p. We
define p((f1,..., fm)) = p(f1). In other words, the set X*(m) contains the m-
tuples, where all the elements in the same tuple have equal arities. Furthermore,
the arity of a tuple in X*(m) is equal to the arity of any of its elements. For
trees Ty = (S1,A1) and Ty = (So, \2), we say that 77 and Tb are structurally
equivalent, denoted Ty = Ts, if S1 = Ss.

Consider structurally equivalent trees 11, ...,T,, over an alphabet X', where
T, = (S, \;) fori:1<i<m.WeletT; x- - xT,, be the tree T = (S, \) over
X*(m) such that A(n) = (A1 (n),..., A\n(n)) for each n € S. An m-ary relation
on the alphabet X' is a set of tuples of the form (71,...,T,,), where T1,...,T,, €
T(X)and Ty = --- 2 T,,. A tree language K over X*(m) characterizes an m-ary
tree relation [K] on T'(X) as follows: (T4,...,Ty,) € [K]iff Ty x --- x T, € K.

We use tree automata also to characterize tree relations: an automaton A over
X*(m) characterizes an m-ary relation on T'(X), namely the relation [L(A)]. A
tree relation is said to be regular if it is equal to [L(A)], for some tree automaton
A. In such as case, we denote this relation by R(A).

Definition 4. [Tree Transducers]
In the special case where D is a tree automaton over X*(2), we call D a tree
transducer over .

Remark. Our definition of tree transducers is a restricted version of the one
considered in [BT02] in the sense that we only consider transducers that do not
modify the structure of the tree. In [BT02], such transducers are called relabeling
transducers.

4 Tree Regular Model Checking

We use the following framework known as tree regular model checking

[ATMd02, BT0Z, KMM*F01):

Definition 5. [Program]
A program is a triple P = (X, ¢r, D) where

— X is a ranked alphabet, over which the program configurations are encoded
as trees;
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— ¢ is a set of initial configurations represented by a tree automaton over X;

— D is a transducer over X characterizing a transition relation R(D).
In a similar manner to the the case of words (see [BJNTOQ]), the problems

we are going to consider are the following:

— Computing the transitive closure: The goal is to compute a new tree trans-
ducer DT representing the transitive closure of D, i.e., R(D1) = (R(D))".
Such a representation can be used for computing the reachability set of the
program or for finding cycles between reachable program configurations.

— Computing the reachable states: The goal is to compute a tree automaton
representing R (DT) (¢7). This set can be used for checking safety properties
of the program.

We will first provide a technique for computing D+. Then, we will show the
modifications needed for computing R (D™) (¢;) without computing D*.

5 Computing the Transitive Closure

In this section we introduce the notion of history transducer. With a transducer
D we associate a history transducer H which corresponds to the transitive closure
of D. Each state of H is a word of the form q; - - - q& where ¢1,..., g are states
of D. For a word w, we let w(i) denote the i-th symbol of w. Intuitively, for each
(T, T") € DT, the history transducer H encodes the successive runs of D needed
to derive T” from T. The term “history transducer” reflects the fact that the
transducer encodes the histories of all such derivations.

Definition 6. [History Transducer]

Consider a tree transducer D = (Q, F, ) over a ranked alphabet X. The history
(tree) transducer H for D is an (infinite) transducer (Qu, Fr,0m), where Qg =
QT, Fiy = FT, and 65 contains all rules of the form

fof!
(w1, ..., wp) (—>) w

such that there is k > 1 where the following conditions are satisfied

= |wi] =+ =|wp| = Jw| = k;
— there are f1, fa, ..., frey1, with f = fi, f' = fry1, and
(firfit1)

(w1(2) ..., wp(?)) "==""w(i) belongs to §, for eachi:1<1i<k.

Observe that all the symbols f1, ..., fx+1 are of the same arity p. Also, notice
that if (T x T') == g w, then there is a k > 1 such that |r(n)| = k for each
n € (T x T"). In other words, any run of the history transducer assigns states
(words) of the same length to the nodes. From the definition of H we derive the
following lemma (proved in [AJMd02]) which states that H characterizes the
transitive closure of the relation of D.
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Lemma 1. For a transducer D and its history transducer H, we have that
R(H) = R(D").

The problem with H is that it has infinitely many states. Therefore, we define
an equivalence ~ on the states of H, and construct a new transducer where
equivalent states are merged. This new transducer will hopefully only have a
finite number of states.

Given an equivalence relation ~, the symbolic transducer D~ obtained by
merging states of H according to ~ is defined as (Q/ ~, F// ~, 6~.), where:

— @/ ~ is the set of equivalence classes of Qg w.r.t. ~;
— F/ ~ is the set of equivalence classes of Fy w.r.t. ~ (this will always be
well-defined, see sufficient condition 5 of Theorem [II);

— 6~ contains rules of the form (z1,...,z,) —f>: x iff there are states q; €

X1,y Gn € Ty, q € x such that there is a rule (q1,...,qn) L»qofH.

Since H is infinite we cannot derive D~ by first computing H. Instead, we
compute D~ on-the-fly collapsing states which are equivalent according to ~. In
other words, we perform the following procedure (which need not terminate in
general).

— The procedure computes successive reflexive powers of D: D1, DS2 D3
(where DS* = |J"Z| D™), and collapses stated] according to ~. We thus ob-
tain D', DE%,. ..

— The procedure terminates when the relatlon R* is accepted by sz This
can be tested by checking if the language D=%D is included in D='.

6 Soundness, Completeness, and Computability

In this section, we describe how to derive equivalence relations on the states of
the history transducer which can be used in the procedure given in Section bl A
good equivalence relation ~ satisfies the following two conditions:

— It is sound and complete, i.e., R(D~) = R(H). This means that D~ charac-
terizes the same relation as D7.

— It is computable. This turns the procedure of SectionBlinto an implementable
algorithm, since it allows on-the-fly merging of equivalent states.

We provide a methodology for deriving good equivalence relations as follows: we
define two simulation relations; namely a downward simulation relation =<gown
and an wpward simulation relation <,p, which together induce an equivalence
relation ~. Then, we give sufficient conditions of the simulation relations which
guarantee that the induced equivalence ~ is a good one.

6.1 Downward and Upward Simulation

We start by giving the definitions.

4 The states of D=' are by construction states of the history transducer.
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Definition 7. [Downward Simulation)]

Let A = (Q,F,6) be a tree automaton. A binary relation < gown s a downward
simulation iff for anyn > 1 and any symbol f € X, for all states q,q1, .., Gn,7,
the following holds:

Whenever q <down 7 and (q1,...,qn) S, q, then there exist states ri,...,7Tp

f
such that q1 <down T1,---sqn down Tn and (Tla s 7Tn) —T.

Definition 8. [Upward Simulation)]

Let A = (Q, F,6) be a tree automaton. Given a downward simulation <down, @
binary relation <y, 15 an upward simulation w.r.t. <down Uf for any n > 1 and
any symbol f € X, for all states q,q1,...,qi,...,qn,7; € Q, the following holds:

Whenever g; <up i and (q1,...,qn) 7, q, then there exist states

Tlyeo oy i1y Tigds -+ Ty T € Q such that ¢ Sup v and V5 # i : ¢5 <down T and
f

(riy...,mn) ——r.

While the notion of a downward simulation is a straightforward extension
of the word case, the notion of an upward simulation is not as obvious. This
comes from the asymmetric nature of trees. If we follow the execution of a tree
automaton downwards, it is easy to see that all respective children of two nodes
related by simulation should continue to be related pairwise. If we now consider
how a tree automaton executes when going upwards, we are confronted to the
problem that the parent of the current node may have several children. The
question is then how to characterize the behavior of such children. The answer
lies in constraining their prefixes, i.e. using a downward simulation.

We state some elementary properties of the simulation relations.

Lemma 2. The reflexive closure and the transitive closure of a downward sim-
ulation <dgown are both downward simulations. Furthermore, there is a unique
mazximal downward simulation.

Lemma 3. Let <down be a reflezive (transitive) downward simulation. The re-
flexive (transitive) closure of an upward simulation w.r.t t0 <down 1S also an
upward simulation w.rT.t Kdown. Furthermore there exists a unique mazximal up-
ward simulation w.r.t. any downward simulation.

Observe that both for downward simulations, and upward simulations, maximal-
ity implies transitivity and reflexivity.
We now define an equivalence relation derived from two simulation relations.

Definition 9. [Independence]
Two binary relations =<1 and =<5 are said to be independent iff whenever ¢ <1 r
and q <o 7', there exists s such that r <5 s and r’ =<1 s.

Definition 10. [Induced Relation]
The relation ~ induced by two binary relations <1 and =5 is defined as:

<10=3 N =p0 =t
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The following Lemma gives sufficient conditions for two relations to induce
an equivalence relation.

Lemma 4. Let =<1 and =5 be two binary relations. If <1 and =<2 are reflex-
e, transitive, and independent, then their induced relation ~ is an equivalence
relation.

6.2  Sufficient Conditions for Soundness and Completeness

We give sufficient conditions for the two simulation relations to induce a sound
and complete equivalence relation on states of a tree automaton.

We assume a tree automaton A = (Q, F,8). We now define a relation =~
induced by the two relations < and <gown satisfying the following sufficient
conditions:

1. <down is a downward simulation;

2. = is a reflexive and transitive relation included in <, which is an upward
simulation w.r.t. <gown;

<down and = are independent;

whenever x € F' and  <yp y, then y € F;

F is a union of equivalence classes w.r.t. ~;

S Gt w

whenever N z and & <gown Y, then N Y.

O
We first obtain the following Lemma which shows that if the simulations sat-
isfy the sufficient conditions, then the induced relation is indeed an equivalence.

Lemma 5. Let A = (Q, F, ) be a tree automaton. Consider two binary relations
<down ond = which satisfies the above sufficient conditions, as well as their
induced relation ~. We have that ~ is an equivalence relation on states of A.

The above Lemma holds since Conditions 1 through 3 imply directly that <gown
and = satisfy the premises needed by Lemma [4]
Next, we state that such an equivalence relation is sound and precise.

Theorem 1. Let A = (Q, F,6) be a tree automaton. Consider two binary re-
lations <dgown and =X satisfying the above sufficient conditions, and let ~ be
their induced relation. Let A~ = (Q/ ~, F/ ~,6~) be the automaton obtained by
merging the states of A according to ~. Then, L(A~) = L(A).

Theorem [I] can be used to relate the languages of H and D~.
We are now ready to prove the soundness and the completeness of our on-
the-fly algorithm (assuming a computable equivalence relation ~).

Theorem 2. Consider two binary relations on the states of H <gown and =,
satisfying the hypothesis of Theorem[d Let ~ be their induced equivalence rela-
tion. If the algorithm terminates at step i, then the transducer D= accepts the
same relation as D~.
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6.3 Sufficient Condition for Computability

The next step is to give conditions on the simulations which ensure that the
induced equivalence relation is computable.

Definition 11. [Effective Relation]
A relation = is said to be effective if the image of a reqular set w.r.t. < and
w.rt. <71 s regular and computable.

Effective relations induce an equivalence relation which is also computable.

Theorem 3. Let <1 and <5 be both reflexive, transitive, effective and indepen-
dent. Let ~ be their induced equivalence. Then for any state x of H, we can
compute its equivalence class [x] w.r.t. ~.

The theorem follows by definition of ~, and effectivenessﬁ of <1 and <s. O

An equivalence relation that satisfies hypothesis of Theorem [Il and Theorem
Bl can be used in the on-the-fly algorithm of Section [B] to compute the transitive
closure of a tree transducer. The next step is to provide a concrete example of
such an equivalence. Because we are not able to compute the infinite represen-
tation of H, the equivalence will be directly computed from the powers of D
provided by the on-the-fly algorithm.

7 Good Equivalence Relation

In this section, we provide concrete relations satisfying Theorem [l and Theorem
We first introduce prefix- and suffix-copying states.

Definition 12. [Prefix-Copying State]

Given a transducer D, and a state q, we say that q is a prefiz-copying state if
for any tree T = (S, \) € pref(q), then for any node n € S, A(n) = (f, f) for
some symbol f € X.

Definition 13. [Suffix-Copying State]

Given a transducer D, and a state q, we say that q is a suffiz-copying state if for
any context C = (Sc, Ac) € suff(q), then for any node n € S¢ with Ac(n) # 0O,
we have A\a(n) = (f, f) for some symbol f € X.

We let Qpres (resp. Qsug) denote the set of prefix-copying states (resp. the
set of suffix-copying states) of D and we assume that Qprer N Qsuy = 0. We let
QN = Q - Qp'r‘ef ) quﬁ

We now define relations by the means of rewriting relation on the states of
the history transducer.

5 A state z of the history transducer is a word. The set {z} is regular.
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Definition 14. [Generated Relation]

Given a set S of pairs of states of H, we define the relation — generated by S
to be the smallest reflexive and transitive relation such that — contains S, and
— is a congruence w.r.t. concatenation (i.e. if x +— y, then for any wy,wy, we
have wy - x - we — w1 - Y - wa).

Next, we find relations < and <gown that satisfy the sufficient conditions for
computability (Theorem [B]) and conditions for exactness of abstraction

(Lemma [6.2]).

Definition 15. [Simulation Relations]

— We define Zqown to be the downward simulation generated by all pairs of the
Jorm (Qpref * dpref Qpref) and (Qprefa Apref * Qpref); where qprep € Qpref-
— Let 471“, be the mazimal upward simulation computed on D U D?. Then, we
define =< to be the relation generated by the maximal set S gs}w such that
L4 (qsuﬁ * Gsuff qsujy‘) €S Zﬁ (qsuﬁ7QSuﬁ . qsuﬁ) €es
® (¢ dsupr>q) €S iff (44" qsugp) €5
® (qsur - 4,0) €S iff (¢ qsugp -q) €5
where qoug € Qouy, and g € QN .

In the full version of the paper, we provide efficient algorithms for computing
the simulations needed for Definition Those algorithms are adapted from
those provided by Henzinger et al. [HHK95| for the case of finite words.

Let us state that the simulations of Definition[I5lsatisfy the hypothesis needed
by Theorems [l and [Bl

Lemma 6. The following properties of <qown hold:
1. <down 8 a downward simulation;

2. <Kdown 1S effective.

Lemma 7. The following properties of = hold:

1. = s included in an upward simulation;
2. = is effective.

We now state that < and <gown are independent.

Lemma 8. < and <4own are independent.

Lemma 9. The following holds:

— whenever x € Fg and © <yp Y, then y € Fy;
— Fy is a union of equivalence classes w.r.t. ~;

— whenever AN x and X Sdown Y, then S, Y.

We conclude that < and <gown satisfy the hypothesis of Theorem [Tl and The-
orem [3 and can thus be used by the on-the-fly procedure presented in Section
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8 Computing Reachable Configurations

We now sketch the modifications needed to compute R (D) (¢) without com-
puting D*. When checking for safety properties, such a computation is known
to be sufficient. Computing R (D") (¢;) rather than DT, can simply be done
by lightly modifying the definition of the history transducer. Assume that we
have constructed a tree automaton Ay, for ¢, we replace the transducer run in
the first “row” of the history transducer by a transducer that only accept trees
from Ag, in input. Such a transducer can easily by constructed. Let D be the
transducer representing the transition of the system, the restricted transducer is
obtained by taking the intersection between D and Ay, xT'(X) where X is the
ranked alphabet of the system. Computing R (D7) (¢;) is often less expensive
than computing DT because it only considers reachable sets of states (see Sec-
tion [ for a time comparison). We have an example for which our technique can
compute R (D) (¢;) but cannot compute DT.

9 Experimental Results

The techniques presented in this paper have been applied on several case stud-
ies using a prototype implementation that relies in part on the regular model
checking tool (see www.regularmodelchecking.com).

In Table[Tl we report the result of running our implementation on a number of
parametrized protocols for which we have computed the set of reachable states
as well as the transitive closure of their transition relation. A full description of
the protocols is given in the full version of the paper.

In our previous work [AJMdO02], we were able to handle the first three pro-
tocols of the table (computation times were very long, however).

The technique of [BT02] was manually applied to compute the set of reachable
states of the tree-arbiter protocol (and of smaller examples). But, the reacha-
bility computation was done by first computing the transitive closure for each
individual action, and then applying a classical forward reachability algorithm
using these results. However, such an approach requires manual intervention: to
make the reachability analysis terminate, it is often necessary to combine actions
in a certain order, or even to accelerate combinations of individual actions. In
our approach, all computations are entirely automatic.

Observe that we are not able to compute the transitive closure of the transi-
tion relation of the tree-arbiter protocol (in fact, we do not know if it is regular

Table 1. Results

Relation ID| | |D7] [max size| |[DT (¢r)] [max size

Simple Token Protocol 3 4 15 3 17
Two-Way Token Protocol 4 6 28 3 26
Percolate Protocol 4 6 40 3 21
Tree-arbiter Protocol 8 - - 10 246
Leader Election Protocol 6 9 105 10 150
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or not). However, we are already able to compute transitive closure of individual
actions for this protocol as well as the reachable set of states with the technique
of Section B

10 Conclusions and Future Work

In this paper, we have presented a technique for computing the transitive closure
of a tree transducer.

This technique has been implemented and successfully tested on a number
of protocols, several of which are beyond the capabilities of existing tree regular
model checking techniques.

We believe that substantial efficiency improvement can be achieved by con-
sidering more general equivalence relations than the one defined in Section [
and by refining our algorithms for computing simulation relations.

The restriction to structure-preserving tree transducers might be seen as a
weakness of our approach. However, structure-preserving tree transducers can
model the relation of many interesting parametrized network protocols. In the fu-
ture, we plan to investigate the case of non structure-preserving tree transducers.
One possible solution would be to use padding to simulate a structure-preserving
behavior. This would allow us to extend our method to work on such systems as
Process Rewrite Systems (PRS). PRS are useful when modeling systems with a
dynamic behavior [BT03].

Finally, it would also be interesting to see if one can extend our simulations,
as well as the algorithms for computing them, in order to efficiently implement
the technique presented in [BT02] (the detection of an increment can be done
by isolating part of the automaton with the help of (bi)simulations).

References

[ABH'97] R. Alur, R.K. Brayton, T.A. Henzinger, S. Qadeer, and S.K. Rajamani.
Partial-order reduction in symbolic state space exploration. In O. Grum-
berg, editor, Proc. 9" Int. Conf. on Computer Aided Verification, volume
1254, pages 340-351, Haifa, Israel, 1997. Springer Verlag.

[AJMdO02] P. A. Abdulla, B. Jonsson, P. Mahata, and J. d’Orso. Regular tree model
checking. In Proc. 14'" Int. Conf. on Computer Aided Verification, volume
2404 of Lecture Notes in Computer Science, 2002.

[AJNdO3] P.A. Abdulla, B. Jonsson, M. Nilsson, and J. d’Orso. Algorithmic improve-
ments in regular model checking. In Proc. 15" Int. Conf. on Computer
Aided Verification, volume 2725 of Lecture Notes in Computer Science,
pages 236-248, 2003.

[BHV04] A. Bouajjani, P. Habermehl, and T. Vojnar. Abstract regular model check-
ing. In CAV0/, Lecture Notes in Computer Science, Boston, July 2004.
Springer-Verlag.

[BJNTO0] A. Bouajjani, B. Jonsson, M. Nilsson, and T. Touili. Regular model check-
ing. In Emerson and Sistla, editors, Proc. 12!" Int. Conf. on Computer
Aided Verification, volume 1855 of Lecture Notes in Computer Science,
pages 403-418. Springer Verlag, 2000.



44 P.A. Abdulla et al.

[BLWO03]

[BLW04]

[BT02]

[BT03]

[CDG*99)

[DLS01]

[HHK95)

B. Boigelot, A. Legay, and P. Wolper. Iterating transducers in the large.
In Proc. 15" Int. Conf. on Computer Aided Verification, volume 2725 of
Lecture Notes in Computer Science, pages 223—-235, 2003.

B. Boigelot, A. Legay, and P. Wolper. Omega regular model checking.
In Proc. TACAS 04, 10" Int. Conf. on Tools and Algorithms for the
Construction and Analysis of Systems, Lecture Notes in Computer Science,
2004.

A. Bouajjani and T. Touili. Extrapolating Tree Transformations. In Proc.
14" Int. Conf. on Computer Aided Verification, volume 2404 of Lecture
Notes in Computer Science, 2002.

A. Bouajjani and T. Touili. Reachability analysis of process rewrite sys-
tems. In Proc. Int. Conf. on Foundations of Software Technology and
Theoritical Computer Science (FSTTCS’03), Lecture Notes in Computer
Science, 2003.

H. Common, M. Dauchet, R. Gilleron, F. Jacquemard, D. Lugiez, S. Tison,
and M. Tommasi. Tree Automata Techniques and Applications. not yet
published, October 1999.

D. Dams, Y. Lakhnech, and M. Steffen. Iterating transducers. In G. Berry,
H. Comon, and A. Finkel, editors, Computer Aided Verification, volume
2102 of Lecture Notes in Computer Science, 2001.

M. Henzinger, T. Henzinger, and P. Kopke. Computing simulations on
finite and infinite graphs. In Proc. 36" Annual Symp. Foundations of
Computer Science, pages 453-463, 1995.

[KMM™01] Y. Kesten, O. Maler, M. Marcus, A. Pnueli, and E. Shahar. Symbolic model

[Tho90]

checking with rich assertional languages. Theoretical Computer Science,
256:93-112, 2001.

W. Thomas. Automata on infinite objects. In Handbook of Theoretical
Computer Science, Volume B: Formal Methods and Semantics, pages 133—
192, 1990.



Using Language Inference to Verify
Omega-Regular Properties

Abhay Vardhan, Koushik Sen, Mahesh Viswanathan, and Gul Agha *

Dept. of Computer Science, Univ. of Illinois at Urbana-Champaign, USA
{vardhan, ksen, vmahesh, agha}@cs.uiuc.edu

Abstract. A novel machine learning based approach was proposed re-
cently as a complementary technique to the acceleration based meth-
ods for verifying infinite state systems. In this method, the set of states
satisfying a fixpoint property is learnt as opposed to being iteratively
computed. We extend the machine learning based approach to verify-
ing general w-regular properties that include both safety and liveness.
To achieve this, we first develop a new fixpoint based characterization
for the verification of w-regular properties. Using this characterization,
we present a general framework for verifying infinite state systems. We
then instantiate our approach to the context of regular model checking
where states are represented as strings over a finite alphabet and the
transition relation of the system is given as a finite state transducer; un-
like previous learning based algorithms, we make no assumption about
the transducer being length-preserving. Using Angluin’s L* algorithm
for learning regular languages, we develop an algorithm for verification
of w-regular properties of such infinite state systems. The algorithm is
a complete verification procedure for systems for whom the fixpoint can
be represented as a regular set. We have implemented the technique in
a tool called LEVER and use it to analyze some examples.

1 Introduction

Automated verification of systems with respect to temporal properties involves
computing fixpoints of functionals on sets of states of the system. This is of-
ten calculated by iteratively computing approximations to the fixpoint, until
the process converges. When verifying infinite state systems, this iterative com-
putation must necessarily be performed symbolically, using a suitably chosen
representation for sets of states. However, since fixpoint computations are no
longer guaranteed to converge within finitely many steps, a variety of accelera-
tion methods, such as widening [T5l[4] and abstraction [3], have been proposed.
These methods have been used successfully to verify many practical examples
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and can be used to obtain complete verification procedures for special subclasses
of systems (such as bounded local depth or simple transition relations [10]).

Recently, a complementary, machine learning based approach has been inde-
pendently proposed in [I7] and [9]. In this approach, the fixpoint is learnt from
examples of states belonging to the fixpoint and states not belonging to the fix-
point. The advantage of the learning based approach is that termination does
not depend on how long it takes to converge to the fixpoint, and hence this ap-
proach yields a complete verification procedure even when the fixpoint does not
converge within a finite bound. Second, because intermediate approximations to
the fixpoint are never computed, it avoids the space overhead of storing fixpoint
approximations that may have a large symbolic representation. Preliminary ex-
perimental results based on this approach are promising [17,[9]16].

In this paper, we present a general framework to verify infinite state systems
with respect to specifications presented as non-deterministic Biichi automata.
One of the central requirements of our framework is a learning algorithm that
can learn concepts encoded using a chosen symbolic representation. The learning
algorithm is used to learn the fixpoint of a specific function, such that the initial
state of the system belongs to the learnt set if and only if the system satisfies
the specification. This yields a complete verification procedure, provided the
fixpoint can be represented in the chosen representation. We then instantiate
the framework to the specific context of regular model checking, where states are
encoded as strings over some finite alphabet, and the system’s transition relation
is presented as a transducer over such strings. Unlike previous work in this area,
we do not assume that the transducer is length preserving. If the fixpoint of
our functional can be expressed as a regular language, then our algorithm is
guaranteed to terminate and either prove the system to be correct or demonstrate
that it is faulty. We use Angluin’s L* [2] algorithm to learn the regular set
representation of the fixpoint.

The results presented here significantly advance the state of the art in learning
based verification. First, our method verifies w-regular properties which can ex-
press safety as well as liveness properties. This generalizes our previous work on
safety properties reported in [I7,[I6]. Second, our instantiation to regular model
checking is not confined to analyzing systems such as FIFO automata. We also
do not need the transition relation to be restricted to be length-preserving as has
been assumed in some other approaches such as [9]. Moreover, our general frame-
work can potentially be used to verify systems symbolically represented using
polyhedra or ellipsoids, not just regular languages, provided appropriate learning
algorithms can be plugged in. Third, our algorithm for checking containment
of the system’s trace language in the specification automata’s language, is not
based on discovering loops where final states of the automata are visited infinitely
often (as is the case in [9]). Thus, our algorithm will successfully identify faulty
systems, even when there is no ultimately periodic execution that witnesses the
violation. This is important because for general infinite state systems, it is often
the case that there is no such ultimately periodic execution witnessing the viola-
tion of a liveness property. Finally, since we use Angluin’s L* algorithm, we are
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guaranteed to not only learn the smallest automaton representing the fixpoint,
but are also guaranteed to only make polynomially many calls to the learning
algorithm.

The rest of the paper is organized as follows. We first outline results that
are closely related to this paper. In Section 2l we introduce basic concepts and
notation that are used in the paper. The general learning based verification
framework for w-regular languages is presented in Section Bl We first identify a
functional whose fixpoint helps us verify w-regular properties (Section B.1]) and
then show how a learning algorithm can be used to compute the fixpoint of this
functional (Section B2]). In Section [ we instantiate this general framework to
the specific context of regular model checking, where states are represented as
strings over a finite alphabet and the system’s transition relation is represented
as a transducer. We give detailed algorithms for the various operations that
are needed in the learning based algorithm. Finally, in Section [§] we discuss the
analysis of two examples using the implementation of this verification method
in a tool called LEVER and present our conclusions in Section

Related Work. We introduced the learning to verify approach in [I7], where we
used RPNI [I2] to learn the regular set from positive and negative examples
without active queries. In [I6], we improved our learning procedure for FIFO
automata by using a more powerful active learning framework and a better en-
coding for witnesses for membership queries. Concurrently and independently of
our work, Habermehl et al. [9] have also proposed a learning based approach
for verification of systems whose transition can be represented by a length-
preserving transducer. The algorithm presented there crucially depends on the
length-preserving nature of the transition relation for its completeness. An ear-
lier use of regular inference techniques for reachability in parameterized rings
of processes also appears in [§]. Verification of w-regular properties for infinite
state systems has also been addressed in [4] and [I3]. Abdulla et al. [1] present
a “two-dimensional” modal logic called LTL(MSO) for verification of liveness
properties. The above approaches rely on loop detection for checking liveness
and assume that the transition relation is length preserving. Recently, Bouaj-
jani et al. [5] have analyzed liveness properties of non-length preserving systems
using a notion of simulation between states.

2 Preliminaries

In this section, we present the learning framework that we will consider in this
paper and basic definitions of Kripke structures and Biichi automata.

2.1 Learning with Membership and Equivalence Queries

A learning algorithm is usually set in a framework which describes the types
of input data and queries available to the learner. In the framework of active
learning [2]), the learning algorithm is given access to a knowledgeable teacher,
often called a minimally adequate teacher. The knowledgeable teacher can be
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thought of as a pair of oracles: a membership oracle and an equivalence oracle.
The membership oracle provides answers to queries about whether an example
belongs to the concept being learnt or not. The equivalence oracle is a more
powerful oracle which answers question about whether a hypothesis proposed by
the learning algorithm is indeed equivalent to the concept being learnt. If at some
point the learning algorithm’s hypothesis is deemed correct by the equivalence
oracle then the learning process stops. If on the other hand, the learner submits a
hypothesis which is not equivalent to the target concept, the equivalence oracle
not only says no, but also provides a counter-example to demonstrate when
the hypothesis is wrong. The counter-example is either an example belonging
to the hypothesis but not to the target concept, or it is an example belonging
to the target concept but not to the submitted hypothesis. The active learning
framework can be contrasted with the passive learning framework where the
learner is simply provided a set of examples labeled as either belonging to the
target concept or not; there is no knowledgeable teacher involved. The active
learning algorithm is a powerful framework that in many cases admits efficient
learning of concepts which otherwise cannot be learnt passively.

Our learning based verification approach uses a learning algorithm in the
active learning framework. In particular, when we instantiate our learning based
approach to verify a class of infinite state systems, we use a classical algorithm
due to Angluin [2] which learns the smallest automaton recognizing the regular
language, when it is allowed to interact with a knowledgeable teacher. Angluin’s
L* algorithm is also highly efficient; it can be shown that the number of queries
made to the membership and equivalence oracles by the learning algorithm is
bounded by a polynomial in the size of the smallest DFA recognizing the regular
language. The main idea behind Angluin’s L* algorithm is to systematically
explore strings in the alphabet for membership and create a DFA with minimum
number of states to make a conjecture for the target set. If the conjecture is
incorrect, the string returned by the teacher is used to make corrections, possibly
after more membership queries. The algorithm maintains a prefix closed set
S representing different possible states of the target DFA, a set SA for the
transition function consisting of strings from S extended with one letter of the
alphabet, and a suffix closed set E denoting experiments to distinguish between
states. An observation table with rows from (S U SA) and columns from E stores
results of the membership queries for strings in (S U SA).E and is used to create
the DFA for a conjecture.

2.2  Kripke Structures and Biichi Automaton

We use Kripke structure to model the system being verified and Biichi automaton
for the specification. We now formally define these.

Kripke Structure. A Kripke structure K is a quintuple (S*, X, R¥ S¥ L) where
S* is the set of (possibly infinite) states, X is a finite alphabet, R¥ C S* x S*
is the (total) transition relation, S§ C S* is the set of initial states and £ :
Sk — 3 is the labeling function. We restrict ourselves to Kripke structures that
are finitely branching, i.e., for any state s, the set {s’ | R*(s,s')} is finite. We



Using Language Inference to Verify Omega-Regular Properties 49

say s — &' iff (s,s’) € RF. A path starting from state s is an infinite sequence
50,81, 82 ... such that s = s and for every i, (s;,8;41) € RF. A path of a Kripke
structure K is just a path starting from some initial state s € S§. The set of all
paths of K will be denoted by P(K). For a path m = s, $1, S2, . .., KTrace(m) is
the sequence of labels £y, ¢1, {3, ... such that for every i, L£(s;) = ¢;. For a set of
paths IT, KTrace(II) is taken to be { KTrace(n) | = € IT}.

Biichi Automaton. A Biichi automaton [14] M is a quintuple (S™, X, S§*, 8, F™)
where S™ is a finite set of states, S§® C S™ is the set of initial states, ¢ :
5™ x X — 25" is the transition function, F™ C S™ is a set of accepting states.
For an infinite word v = vg, v1,vs,... € X, the run of M on v is a sequence of
states p = sg, 81, 82, . . ., such that s;41 € 6(s;,v;) for every 4. An infinite word v
is accepted by M if there is some run p of M on v such that some state s € F™
appears infinitely often in p. The language accepted by M, which we denote by
S(M), is the set of all words v accepted by M. A set of infinite words L is said
to be w-regular if there is some Biichi automaton such that L = S(M).

CTL* Various modal and temporal logics such as CTL* are often used for spec-
ifying the acceptable behaviors of a system. For a comprehensive introduction
to this subject, the reader is referred to [7]. In this paper we will be concerned
with only one specific CTL* property, namely EGFp. A state s in a Kripke
structure K satisfies EGF'p if and only if there exists a path m = s, s1, s9,. ..
starting from s such that for all 4, £(s;) = p for some j > 4; in other words, the
path encounters states labelled p infinitely often. When s satisfies EGFp, we
will say s, K = EGFp; when K is clear from the context we will simply write
this as s F EGFp. We will denote by [EGFp]x the set of all states s, such that
s, K = EGFp.

Satisfying Specifications. Similar to the traditional approach used in model check-
ing using automata theory, we assume that the system specification is given
in terms of the bad behaviors that the implementation must not exhibit. The
bad behaviors are specified using a Biichi automaton. For a Kripke structure
K and a Biichi automaton M, K is said to be correct with respect to M iff
KTrace(P(K)) N S(M) = (). Since Biichi automata are closed under comple-
mentation even if we are given the specification as an automaton M, specifying
the good behaviors, we can complement M, to get M which specifies the bad
behaviors.

We will reduce the problem of checking if the system satisfies the specification
to the problem of checking if the CTL* formula EGF'p is satisfied. In order to
do this, we first define the Kripke structure obtained by taking the cross product
of a Kripke structure and a Biichi automaton.

Definition 1. The cross-product of a Biichi automaton M = (S™, X, S§*, 8, F™)
and a Kripke structure K = (S*, X, R* Sk, L) is the Kripke structure M x K =
(8™ x S* {f, f}, R, S5 x Sk, L'). Here, ((s7*,s%), (s3,s5)) € R’ if and only if
(st,sh) € R* and s5' € 6(sT", L(s})). A state (s™,s*) in M x K s labelled by f
if s™ € F™ and by f otherwise.
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Lemma 1. There is a pathm = (s, s5)(s7, s%) (s, s5) ... in the product Kripke
structure M x K if and only if sg*sT*s5" ... is a run in the Bichi automaton M
on KTrace(sksksk...) where sksksk ... is a path in K.

Proposition 1. For an automaton M, KTrace(P(K))NS(M) =0 if and only
if [EGE flarxx 0 (ST x SE) = 0 (In other words, no initial state of M x K
satisfies EGFf ).

Proof. Suppose K Trace(P(K))NS(M) # 0. Then there is a path 7 € P(K) such
that KTrace(P(K)) is accepted by M. Let s{*sis5"... be the accepting run in
M. By Lemmal[ll there is a path m = (s, s&)(s7, s¥)(s5*, s5) ... in M x K. But
since an accepting run of a Biichi automata visits a accepting state infinitely
often, then by the product construction, the path w = (s7*, s&)(s7", s¥) (s, s5) ...
in M x K visits states labelled f infinitely often. Thus, M x K satisfies EGF f.

If M x K satisfies EGF f then there is a path m = (s, sf)(s7?, s¥) (s, s5) . ..
which infinitely often visits states labeled f. By Lemma [I there is a run
smsTsi ... in M on KTrace(sksksk...). This is an accepting run because the
product construction labels a state (s™,s*) € M x K as f only if s™ is an ac-
cepting state. But then M accepts KTrace(skshsk...). Hence, KTrace(P(K)) N
S(M) # 0.

3 Learning to Verify w-Regular Properties

In this section, we present a general framework to verify a system described as
a Kripke structure K. We assume that we are given a Bluichi automaton M that
describes the set of behaviors that the system K must not exhibit. Recall, that
in Section [Z.2] we observed that the problem of checking if KTrace(P(K)) N
S(M) = () can be reduced to the problem of checking if an initial state of M x K
satisfies EGF f. We first characterize [EGF f] using fixpoints of a functional
that we define in Section B.Il Next, we show that the fixpoint is unique and has
certain key properties that we need for our problem. Finally, we will show how
a learning algorithm can be used to learn the fixpoint, and therefore help verify
if K satisfies M.

3.1 Fixpoint Characterization of EGF f

From now on, we assume that we are interested in checking if some initial state
of a Kripke structure K = (S, {f, f}, R, So, L) satisfies EGF f. Traditionally, the
fixpoint characterization of EGF f is given by vZ1.EX (uZs.Z1 A (f V EX Z5))
(see [6]). Notice that this formula involves nesting of the fixpoint operators which
we wish to avoid in our learning-based technique for technical reasons. Therefore,
we develop a novel characterization of EGF f that does not use nesting. Further,
we also obtain a unique fixpoint which make it possible to answer equivalence
queries exactly. As far as we know, this is a new characterization and may be of
independent interest. We now proceed to describe this fixpoint.

Let X be a set of triples (s, 4, j) such that s € S and i, j € N, where N denotes
the set of natural numbers. We define the functional I" : 25XNxXN _, 9SxXNxXN gyycpy
that I'(X) = I(X) U In(X) U IT'3(X), where
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FI(X) = {(8’07]) |
Iy(X) = {(5,7.7) |
I3(X) =A{(s,4,7) |
The intuition behind the definition of I" is as follows. Consider a property

i

nfj such that a state s satisfies n;’j if there is a path of length j such that we

(s)=fandjeN}
(s)=fand 3s'.s — ¢ Fj' < j. (¢,i,5) € X}
s

L
L
L(s)=fand Is'.s — ¢ Fj' < j. (¢,i—1,5) € X}

encounter (at least) i+ 1 states that are labeled f. Formally, s = n;’j iff there is a
finite path sq, 51, 52, ..., s; from state s such that there are indices k1, ka2, . .. kit1
such that L(sy,) = f for every 1 < ¢ < i+ 1. Now the intuition behind I" is that
if X is a fixpoint of I" and (s, i, j) € X then s |= 7}’

Clearly, I' is monotonic and hence has fixpoints. In addition, we can show
that I" has a unique fixpoint. This is the objective of the next few observations.

Lemma 2. Let X be a fixpoint of I'. The following two facts hold about elements
of X.

1. If L(s) = f then Vi > 0.Y). (s,i,7) € X if and only if Is'. s — &' Fj' <
(s, 7)€ X

2. If L(s) = [ then Vi > 1.¥j. (s,i,5) € X if and only if 3. s — & Fj' <
j(shi-1j)eX

Proof. The results follow from the definition of the fixpoint under I". We illus-
trate this for one direction of 1; the proof for other cases is similar. Suppose
L(s) = f and suppose (s,i,7) € X. If Is’. s — ¢’ Fj' < j. (¢',4,5) € X does not
hold then (s,i,7) ¢ I'(X) which contradicts the fact that X is a fixpoint.

Proposition 2. If X is a fizpoint of I' and Xs is also a fixpoint of I' then
X, C Xs5. Hence there is a unique fixpoint of I'.

Proof. Let (s,1,7) € X;. We show that then (s, 4, j) € Xs. The proof will proceed
by induction on ¢ and j.

Consider the base case when ¢ = 0. We will prove the claim by induction on
j. Clearly (s,0,0) € Xy iff L(s) = f iff (s5,0,0) € X5. Suppose the claim holds
for (s,0,j") for all 3/ < j. Consider (s,0,j) € X1. If £(s) = f then (s,0,j) € Xo
for every j by the definition of I'y. Now if L(s) = f then by Lemma [ it must
be the case that there is s’ and j’ such that s — s/, j/ < j and (¢/,0,5") € X;.
By the induction hypothesis, we know that (s',0, ;) € X5. Again, by Lemma[2]
this means that (s,0,7) € Xo.

Assume that for every ¢/ < i and for every j', if (s,4’,j') € X; then (s,7,7') €
Xo. The induction step for (s, i, j) is proved by induction on j. For the base case
when j = 0, we observe that (s,4,0) is not a member of any fixpoint of I’
(Lemma [2). The proof of the induction step is similar to the case of i = 0, and
is skipped in the interests of space.

By symmetry, Xo C X7, hence X; = X giving the uniqueness of the fixpoint
for I'.

Henceforth, we use X to denote the unique fixpoint of I'. We are now ready
to state the proposition that formally proves our intuition behind defining I.
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Proposition 3. Suppose X is the fixpoint of I'. Then, (s,i,7) € X if and only
if s =0y

Proof. (=) We prove this by induction on ¢ and j. For the base case consider
i = 0. We now induct on j. When j =0, (s,0,0) € X iff £(s) = f, which means
that there is a path of length 0 starting from s where we encounter one state
labeled f. Now suppose j > 0. If L(s) = f then it trivially follows that there
is a path of length j > 0 starting from s where we encounter at least one state
labeled f. Suppose £(s) = f. Then by Lemma[J there is s’ and j' < j such that
s — s and (s',0,5') € X. Then by induction hypothesis, s’ = 77?’]/ which then
implies that s |= n?’j.

Consider 7 > 0. Once again we induct on j. Observe that since by Lemma 2]
(s,4,0) is not in any fixpoint when ¢ > 0, the claim holds vacuously. The induc-
tion step goes through in manner similar to the case of ¢ = 0 and the proof is
therefore skipped.

(«<=) We prove the converse direction also by induction. Consider ¢ = 0.
If j =0and s E 77?/0 then it must be the case that £(s) = f. This means

that (s,0,0) € X. Suppose 7 > 0 and s | n?’j. If £L(s) = f then once again
(s,0,7) € X. If L(s) = f then it must be the case that there is some s’ such
that s — ¢’ and ' = 772’]71. Thus by induction hypothesis (s',0,5 —1) € X and
therefore by Lemma 2 (s,0,7) € X.

Consider i > 0 and s |= ny’. If L(s) = f then it is definitely the case

that there is s’ such that s — s’ and s’ |= njfl’jfl. By induction hypothesis,
(s'yi—1,j—1) € X, and that implies (by Lemma [2]) that (s,4,j) € X. On the
other hand, if £(s) = f then we can conclude that there is s’ such that s — s’
and s = n;’j_l. By induction hypothesis this means that (s',4,5 — 1) € X, and
by this we can conclude that (s,4,j) € X because of Lemma 2

We are now ready to characterize [EFGF f] in terms of the fixpoint X of I'.
This is the formal content of Proposition @l But before presenting that proposi-
tion, we need a technical definition.

Definition 2. o(X) = {s | Vidj.(s,1,75) € X}.

Proposition 4. Suppose X is the fizpoint of I'. Then s € o(X) if and only if
s E EGFf.

Proof. (<) Suppose s = EGF f. Then there is a path m = sq, $1, $2, . . . starting
from s, such that for infinitely many k, L£(sg) = f. Define j; to be the least
k such that L(sx) = f and there are i + 1 states before s, on 7 that are also
labeled f. It is clear that s = n}’* and therefore by Proposition 3} (s, i, ;) € X.
Hence s € o(X).

(=) Suppose s € 0(X). By definition, for every i, there is some j such that
(s,i,j) € X. Hence, by Proposition 3 s | n}’j. Construct a tree with root s,

containing edges appearing in all shortest paths that witness s satisfying n}’j A
few observations about this tree are in order. First, the tree is finite branching; an
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immediate consequence of the Kripke structure being finite branching. Second,
all leaves are labeled f since the tree is constructed using the shortest witnesses.
Third, if s’ is an internal node in the tree then every path from s’ in the tree will
reach a state labeled f. Finally, this tree has infinitely many vertices. By Konig’s
Lemma, there must be an infinite path in the tree. Let us call this infinite path
m. We claim that this infinite path witnesses EGF f. Consider any state s’ on
path 7. Since s’ is an internal node in the tree, it must be the case that on every
path from s’ in the tree we encounter a state labeled f. In particular on the path
m, we encounter a state labeled f beyond s’. Thus 7 has infinitely many states
labeled f.

3.2 Learning Fixpoints

We are now ready to present our general framework for verifying w-regular prop-
erties using learning. We make the following assumptions about the system K
being verified.

1. The system K can be simulated from any state.

2. There is a convenient symbolic representation R for sets consisting of triples
(s,4,7), where s is a state and ¢, j are natural numbers. This means that the
representation is closed under complementation and decision procedures are
available for membership in a set, containment of one set in another, and
emptiness of a set.

3. Given the representation of a set Y of triples (s,i,7) and a state s it is
possible to check if s € o(Y)

4. Given a representation of a set Y of triples (s, 1, j) it is possible to compute
the representation of I'(Y)

5. There is an active learning algorithm for concepts encoded in the symbolic
representation.

Based on these assumptions, we show how learning can be used to verify w-
regular properties. The central idea is to use the learning algorithm to learn the
fixpoint X of I'. After we learn the fixpoint, based on Propositions [l and @, we
can reliably answer whether or not the system satisfies the specification. Thus to
verify w-regular properties using learning, we need to implement the membership
and equivalence oracles that the learning algorithm needs.

Proposition Blsuggests a method to answer membership queries about whether
(s,14,7) belongs to the fixpoint X of I'. To check if (s,1,j) belongs to X, we will
simulate the system for j steps starting from state s and check if on some path,
we encounter i + 1 states labeled f. Further, given a representation for a set Y,
we can also answer whether Y is in fact equal to X. Since I" has a unique fix-
point, all we need to do is check if I'(Y) =Y. If I'(Y) # Y then the equivalence
query must provide a counterexample. In other words, we need to produce an
element in the symmetric difference of Y and X. This can be done as follows for
the different possible cases.

— I'(Y)\Y # 0. Let | = (s,1, ) be some element in this set. If [ = (s,0,0) then
I € X, because the only way we can have any (s,0,0) in I'(Y) is if L(s) = f.
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Fig. 1. Verification procedure
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In this case, [ is in X and hence in X @Y. If | = (s,0,5) and L(s) = f then
once again | € X and hence in X @Y. If [ = (s,4, ) for some j # 0, we can
check if I € X using the membership query. If yes, then [ is also in X @Y
and we are done. Otherwise, [ € I'(Y') because of the existence of some triple
(s',7',5') € Y which satisfies the conditions I'» or I's. (s',4, ) cannot be in
X otherwise (s,14,7) would have to be in X. Hence (s',4,5') € X @Y.

— I'(Y) C Y. From standard fixpoint theory, since X happens to also be the
least fixpoint under I, it must be the intersection of all prefixpoints of I" (a
set Z is a prefixpoint if it shrinks under the functional I', i.e. I'(Z) C Z).
Now, Y is clearly a prefixpoint. Applying I" to both sides of the equation
I'(Y) € Y and using monotonicity of I, we get I'(I'(Y))) € I'(Y). Thus,
I'(Y) is also a prefixpoint. Let [ be some string in the set Y\ I'(Y"). Since !
is outside the intersection of two prefixpoints, it is not in the least fixpoint
X. Hence, [ isin X @Y.

Once we have learned the fixpoint X, we can verify if the initial states of
the Kripke structure satisfy EGF f using Proposition dl By Proposition [ this
provides an answer to the verification problem. The overall procedure is summa-
rized in Figure[Il This procedure yields a complete verification method when the
fixpoint X of I' can be symbolically represented in the chosen representation.
This is the content of the following theorem.

Theorem 1. If the fixpoint X of I' can be represented using the chosen sym-
bolic data structure and a learning algorithm using membership and equivalence
queries is available for this data structure, the verification procedure is guaranteed
to terminate and correctly infer whether the system satisfies the specification.

The theorem follows from observations made in this section.

4 Infinite State Systems Using Regular Languages

In Section 3.2l we presented a general set of conditions under which we can use a
learning based approach to verify systems with respect to w-regular properties.
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In this section, we demonstrate this can be achieved within the context of using
regular languages to represent sets of states.

Regular sets are a popular symbolic representation for sets of states of for
infinite state systems. Regular model checking [4] has been applied to modeling
parameterized systems, FIFO automata, systems with integer variables and push
down stacks. Based on the practical success that has been enjoyed by regular
model checking and the efficient learning algorithms available for regular lan-
guages, we apply our learning technique on regular sets. As mentioned before,
we use Angluin’s L* [2] algorithm.

We assume that the states of the system can be encoded as strings over some
finite alphabet p*. The transition relation is given as a transducer 7% which takes
an input string corresponding to some state s and outputs a string for the state
related to s. The transition relation is assumed to be total. The set of initial
states is given by a regular set S’(’f and the set of states with a label a is given
as regular sets S¥. Let K be the Kripke structure defined by the above sets.

4.1 Construction of the Product Kripke Structure

Let M be the Biichi automaton specifying the bad behaviors that must not
be exhibited by the system. Since w-regular languages are powerful enough to
express fairness constraints, we assume that such constraints, if any, are already
embodied in the Biichi automaton. We now show how to construct the product
Kripke structure M x K. We extend the alphabet p* to p™*X with new symbols
bsm , one for each state s™ in M. A state (s™, s*) in M x K is encoded as a string
with the first letter as bgm and the remaining part of the string as the original
string encoding s*. Initial states in Séw *K are given by concatenating a letter
bs, for so € S* and a string in S¥. The set of states S (resp. Sy) labelled with

f (vesp. f) is given by a DFA which looks at the first letter of the input string
and accepts if this is bgm for some s™ ¢ F™ (resp. s"™ € F™). The transducer
MK representing the transition relation for M x K is a bit more tedious but
can be constructed using standard automata operations.

Henceforth, we restrict our attention to the Kripke structure M x K. For
ease of notation, we drop the superscript M x K in 7, Sy, p and so on.

4.2  Symbolic Representation for the Fixpoint X

As discussed in Section B.2] we now need to learn the fixpoint X of the functional
I'. In general, X is a subset of p* x NxN. To encode X as a regular set we use the
alphabet pX given by (pU{L}) x {0, L} x {0, L}. This is the alphabet that will
be used by Angluin’s L* learning algorithm. Here 0 is a unary symbol for natural
numbers and L is a new “filler” symbol. An element (s, 4, j) is encoded as string
over pX such that projecting the symbols on the first component gives us s (the
L symbols are ignored); and projecting on the second and third components
gives ¢ and j respectively in unary notation.
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4.3 Membership and Equivalence Queries

As discussed before, membership queries for X can be answered using Proposi-
tion Bl For answering equivalence queries, we need a symbolic way to calculate
I'(X). Apart from the standard operations on regular set we define the following.

Definition 3. Given Y a set of strings in the alphabet of pX, define

Inc(Y) = {(s,3,5) | (s,i—1,j) € Y}
Inc’(Y) = {(Sai’j) | (S’ivj - 1) € Y}

Given a DFA My for Y, the DFA for Inc'(Y) can be constructed as follows.
Inc'(Y) keeps two copies of My, with initial states in the first copy and final
states in the second copy. Any transition ¢ with the L symbol for the ¢ component
in the first copy is changed to a transition to the state corresponding to the target
of ¢t in the second copy and the i component symbol is changed to 0. We also
add a transition from a state in the first copy which used to be final in My
to the corresponding state in the second copy with symbol (1,0, L). A similar
construction can be used for Inc (Y).

Checking Hypothesis for Upward Closure in j. A property that we will find
useful in answering equivalence queries is that by definition of I', its fixpoint X
is upward closed in the j component, i.e., if (s,4,7) in X then for all j/ > j,
(s,i,7") is also in X. A set Y is upward closed in the j component if and only
if Inc?(Y) C Y. If Y is not upward closed then let (s,i,7) be the string in
Inc(Y) \ Y. Clearly, (s,i,j) ¢ Y. Now we use membership query to check if
(s,i,7) € X.If (s,4,7) is indeed in X then (s,4,7) is in the symmetric difference
X @Y. Otherwise (s,i,j — 1) is also not in X (since X has the upward closed
property). In this case (s,i,j —1) e X @Y.

Symbolic Computation of I';. A finite automaton for I (Y) is obtained by taking
the DFA for f and taking its cross product with a DFA that accepts 0 for the 4
component and another DFA which accepts any j.

Symbolic Computation of I'5. If we always first check for upward closure in j, we
can assume that we would need to compute I5 only for sets which are upward
closed. Let 771(Y) be the inverse of 7 lifted to the triples (s,i,;) so that it
simply copies the second and the third components. It can be seen that if Y is
upward closed then I3(Y) =S¢ N Ind (171(Y)).

Symbolic Computation of I's. For I's, 7-1(Y) gives the set of states which have
a successor in Y. It is easy to see that I3(Y) = Sy N Inc' (Ind (r71(Y))).

Using the Fixpoint Check. From the previous paragraphs, we have a symbolic
method to compute I'(Y) = I (Y)UI2(Y)UI3(Y). Now, the equivalence oracle
simply needs to check if Y = I'(Y). We also need a method of extracting strings
in the symmetric difference of Y and the fixpoint in case Y is not the fixpoint.
It can be seen that the approach outlined in Section can be applied to
regular sets.
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4.4  Checking for sg € o(X).

Proposition 5. ¢(X) = Proj,(Proj, 5(X)). Here, Proj, is the projection to the
first component and Proj, 5 the projection to the first and second components.

Proof (Sketch). Recall that o(X) = {s|Vidj.(s,i,7) € X}. Equivalently, o(X) =
{s | =(Fi—=(3j.(s,i,7) € X))}. The claim follows from the fact that 3 can be
eliminated using projection and the — operator corresponds to taking the com-
plement.

Given a regular representation of X we can calculate o(X) using standard
regular set operations. Then the system is correct if and only if Sp N o (X) = 0.
The verification algorithm is summarized in Figure 2

algorithm Equivalence Check
Input: Hypothesis Y

Output: For fixpoint X, is Y = X7
If not, then some string in Y & X
begin

If Inc’(Y)\'Y # 0 {upward closure check}
algorithm /earner

let (s,4,7) € Incd (Y)\Y

begin o _ if isMember((s, 1, 7))
Angluin’s L* algorithm return (no, (s,4,5))
end

algorithm isMember
Input: (s,,7)
Output: is (s,4,5) € X?
begin
From s simulate system for j steps
Does any path in above encounter
at least 7 + 1 states labelled f7?
If yes return true
else return false
end

else
return (no, (s,4,j — 1))
else if I'(Y) \ 'Y # 0 {fixpoint check}
let (s,4,5) e '(Y)\Y
Find (s',4',7’) which causes (s,1,75) to be
in '(Y)
if isMember((s,1,7))
return (no, (s,%,7))
else
return (no, (s',4,j')
elseif N(Y)CY
return (no, L € (Y \ I'(Y)))
else {found fixpoint}
if So N Proj,(Proj; o(X)) #0
print “System incorrect”
else
print “System correct”
end

Fig. 2. Verifying w-regular properties for regular set based systems

4.5 Complexity Analysis

Let m be the length of the longest string returned by the teacher in a negative
answer to an equivalence query, n be the number of states of the minimal au-
tomaton representing the fixpoint X, k be the size of the alphabet of the learned
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language and t be the number of states of the automaton representing the trans-
ducer for the transition relation. As shown in [2], Angluin’s algorithm makes
O(kmn?) membership queries and O(n) equivalence queries. The worst case for
the equivalence query for a hypothesis Y occurs when we look for a string in
the difference of ¥ and I'(Y). The size of DFA representing Y is bounded by
n. Looking at I', it can be seen that the DFA representing the difference of Y
and I'(Y) would be O(nt). Thus the length of the longest string returned by an
equivalence query is m = O(nt).

The cost of answering membership queries dominates the total runtime cost of
the algorithm. Using m = O(nt), the number of membership queries is O(ktn?).
For efficiency, given a query for (s,i,j), we build a DFA D; for I'V*1(()) where
I'7*+1 denotes the composition of I" j + 1 times with itself. Once D; has been
built, all queries with the same value of j can be answered by checking if the
queried element is accepted by D;. Thus the cost of the membership queries is
equal to the number of membership queries and the cost of building the DFAs.
The cost for D; is (O(t))? which leads to the total cost of membership queries
of O(t°™) + ktn?) (using maximum value of j to be m = O(nt)).

5 Examples

We have extended our learning based verification tool suite called LEVER [I1]
with the algorithm presented in this paper and have successfully analyzed live-
ness properties for two examples of infinite state systems. The Biichi automaton
forms the specification and also describes the fairness constraints on the system.
The states of the system considered are encoded as strings over an alphabet as
described in [4]. We now briefly discuss the examples analyzed.

Token passing. We consider a parameterized system of processes in which each
process can send a token to the process to its right. There is a single token in
the system and initially it rests with the leftmost process. The liveness property
that is encoded with the Biichi automaton is, “every process eventually receives
a token”. The fixpoint for I" is found to be regular and the system shown to be
correct using our verification procedure.

Producer consumer. This consists of a FIFO automata with a single channel,
in which one part of the system constantly produces messages while another part
consumes them. We verify the property, “a message produced by the producer
is eventually consumed”. Again, the fixpoint for I" is found to be regular and
the system verified to be correct.

Both the examples take just a few seconds to analyze on a 1.5 GHz computer.
We continue to optimize the implementation in LEVER, and in future plan on
analyzing more examples of infinite state systems and comparing our running
time with other tools that are available.
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6 Conclusion

In this paper we presented a general learning based verification framework to
verify w-regular properties of infinite state systems. We instantiated the frame-
work in the context of regular model checking giving detailed algorithms for the
various primitive operations that are needed in order to perform the learning
based verification procedure. The algorithm is a significant improvement in the
current state of the art in learning based verification, as it verifies general w-
regular properties, while not making restrictive assumptions about the way the
transition relation of the system is represented as a transducer. Furthermore, the
algorithm can detect buggy implementations, even when the implementations do
not have an ultimately periodic counter-example for the property.
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Abstract. Searching the state space of a system using enumerative
and on-the-fly depth-first traversal is an established technique for model
checking finite-state systems. In this paper, we propose algorithms for
on-the-fly exploration of recursive state machines, or equivalently push-
down systems, which are suited for modeling the behavior of procedural
programs. We present algorithms for reachability (is a bad state reach-
able?) as well as for fair cycle detection (is there a reachable cycle with
progress?). We also report on an implementation of these algorithms to
check safety and liveness properties of recursive boolean programs, and
its performance on existing benchmarks.

1 Introduction

Recursive state machines (RSM) can model control flow in typical sequential im-
perative programming languages with recursive procedure calls, and are equiva-
lent to pushdown systems [I]. Even though the state-space of an RSM is infinite
due to recursion, model checking problems for RSMs are decidable [6][7,1512]
15]. Extended RSMs (ERSM) augment RSMs with global and local variables
that can be tested and updated along the edges of the control structure. Con-
temporary tools for software verification employ abstraction to automatically
extract ERSMs from code written in languages such as C, and then use ERSM
model checking algorithms to check temporal requirements [4,[I7]. The complex-
ity of the key analysis problems for ERSMs, such as reachability, is polynomial
in the number of states [I2][1], where a state needs to encode the control location
and the values of all the global and in-scope local variables. To cope with the
state-space explosion due to the variables, existing implementations of ERSM
model checkers such as BEBOP [3] and MOPED [12] use symbolic encoding using
automata and binary decision diagrams. In this paper, we propose on-the-fly
explicit-state search algorithms as a viable alternative.

An on-the-fly algorithm explores the reachable states starting from initial
states by computing the successors of a state only when needed, typically using
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depth-first traversal, and terminates as soon as it finds a counterexample to the
property being verified. While the effectiveness of this technique is limited by
the number of states that can be stored and processed, it has its own advan-
tages over the symbolic approach. The guards and updates on an edge can be
complex, and can even include calls to library functions. It does not require an
a priori encoding of the states, and hence, can support complex and unbounded
data types and dynamic creation of data. Early termination allows discovery
of shallow bugs rapidly. Finally, the performance is more predictable as more
states are guaranteed to be searched with an increase in the available memory
and time. Consequently, tools such as SPIN [I8] and MURre [I0] that rely on
on-the-fly explicit-state search algorithms have been very effective for classical
model checking problems. More recent tools like ZING [2] and BANDERA [§] are
also explicit-state, support complex data types, concurrency, and recursion, but
do not offer any termination guarantees.

We first consider the reachability problem for ERSMs: starting from an initial
state, can control reach one of the target locations along some execution of the
ERSM? Our algorithm combines on-the-fly traversal of extended state machines
with early termination used in explicit-state model checkers and a summarization
algorithm used in interprocedural data-flow analysis [20].

We build on our reachability algorithm to arrive at a novel solution to the
fair cycle detection problem for ERSMs: starting from an initial state, is there
an execution of the ERSM that visits one of the target locations infinitely often?
This fair cycle detection problem is central to the algorithmic verification of live-
ness requirements. The known solution to this problem is most naturally viewed
in two phases [I]. In the first phase, all the summary edges are computed, and
the second phase reduces to fair cycle detection in an ordinary graph containing
these summary edges. Since we desire an on-the-fly solution with the possibility
of early termination, we do not want to compute all the summary edges first,
and wish to interleave the two phases. We can view this problem as fair cycle
detection in a graph (second phase) in which the edges, namely, the summary
edges discovered by the first phase, are inserted dynamically. For on-the-fly fair
cycle detection in ordinary graphs, tools such as SPIN employ the so-called nested
depth-first-search algorithm [9], but this algorithm relies on the ordering of states
in a depth-first traversal, which fails if we allow dynamic insertion of (summary)
edges. In the proposed solution, we use a path-based algorithm for computing
the strongly-connected-components (SCC) of a graph [I6]. Every time the first
phase discovers a summary transition, the SCC discovery algorithm processes
the newly reachable states. As a new SCC is discovered, early termination is
possible if it contains a state with the target location or a summary transition
representing a path through such a state, and if not, all vertices in the SCC can
be collapsed to a single vertex for efficiency. Cycle detection (but not fair cycle
detection) is interesting in program analysis in the context of points-to analysis
and cycle detection in dynamic graphs has been studied [19}[14].

For analysis of worst-case time bounds, let us assume that the ERSM has k
components, has no variables and has total size n (control locations plus tran-
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sitions). Then, the time bounds for non-on-the-fly explicit-state algorithms for
reachability and fair cycle detection are O(n) [I], while the symbolic algorithms
for reachability and fair cycle detection are O(n?) [13]. The newly proposed reach-
ability algorithm is O(n) and the new fair cycle detection algorithm is O(kn).

To test the performance of the proposed algorithms, we implemented them
in the tool VERA. The ERSM model is described in an input language that ex-
tends the boolean programs of BEBOP [3] with additional types such as bounded
integers. The specifications can be written as monitors, and the tool performs
on-the-fly reachability and fair cycle detection on the product of the model and
the monitor. The regression test suite of SLAM contains boolean programs ob-
tained from abstractions of real-world C code [], and while VERA performs
well on examples that contain a bug, it performs poorly compared to symbolic
checkers such as MOPED [12] when forced to search the entire space. On exam-
ples such as Quicksort from MOPED’s benchmarks that need manipulation of
integer variables, VERA performs significantly better than MOPED. Finally, we
manually abstracted a Linux driver code in which METAL had found a double
locking error using static analysis [11]. VERA performs well on this example, and
can also prove the liveness requirement that “every lock should eventually be
released.”

2 Extended Recursive State Machines

In this section, we introduce the formalism of extended recursive state machines
(ERSMs). We start with the language we use to specify guarded commands.

Expressions and Assignments. Let us have a set T' of types and a domain
D, associated with each type ¢t € T'. In particular, we allow a boolean type with
the domain {7, F'}. Let V be a finite set of variables where each variable is
associated with a type, and let Exzpr(V') be a set of typed expressions. We refer
to the set of expressions of boolean type as BoolEzp(V).

An interpretation of V is a map o : v € V +— d € D,, where v is of type
t. Every interpretation can be extended to a unique semantic map o : expr €
Expr — d € Dy, where expr is of type t.

An assignment over V has the form [z1, 29, ..., 2] := [exp1, exps,. .., exp],
where z; € V are distinct variables, and for all j, exzp; € Eapr(V) is an ex-
pression of the same type as x;. We refer to the set of assignments over V' as
Assgn(V). The semantics of assignments are defined over pairs (o1, 02) of inter-
pretations of V. Given an assignment « of the above form, we say o2 = a(01)
if (1) o2(x;) = o1(exp;) for all z;, and (2) o1(y) = o2(y) for all variables
Yy € V\{xl,mg,...,xl}.

Syntax of ERSMs. An eztended recursive state machine (ERSM) A is a tu-
ple (G, Yin,p, (A1, Aa, ..., A)), where G is a finite set of global variables, ~;,
is an initial interpretation of G, p € {1,...,k} is the index of the initial com-
ponent, and each component state machine A; = (L;, I;,O;, A, , N;, en;, ex;, 6;)
consists of

Bin
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— a finite set L; of local variables, a set I; C L; of input variables, and a set
O; C L; of output variables. The sets I; and O; are totally ordered, the j-th
variables in these orders being given by I;(j) and O;(j) respectively. Also,
we require that I, = 0;

— an initial interpretation \;,, of L;;

— a finite set IV; of nodes;

— two special nodes en;,ex; € N;, known respectively as the entry node and
the exit node;

— A set §; of edges, where an edge can be one of two forms:

e Internal edge: A tuple (u,v,g,a). Here u and v are nodes in N;, g €
BoolEzp(G U L;) is a guard on the edge, and o € Assgn(G U L;) is an
assignment. Intuitively, such an edge will be taken only if the guard g
is true, and if it is taken, the assignments will be applied to the current
variables. The set of internal edges in component i is denoted by (5{ .

e Call edge: A tuple (u,v,g,m,in, out). Here v and v are nodes in N,
g € BoolEzp(G U L;) is an edge guard, m € {1,2,...,k} is the index
of the called component, and in € LT and out € L}, for r = |I,,| and
q = |On|, are two lists of local variables. Intuitively, in is the list of
parameters passed to the call, and out is the list of variables where the
outputs of the call are stored on return from the call. We require that
all variables in out are distinct.

The set of call edges in component i is denoted by 6. The function
Y; : 52»0 — {1,2,...,k} maps call edges to indices of the components
they call, so that, for a call edge e such as above, Y;(e) = m.
We assume that entry nodes en; do not have incoming edges and exit nodes
ex; do not have outgoing edges. ad

We designate the component A, as the initial component. This component,
where runs of A begin, models the “main” procedure in procedural programs.

Example: Figure [l shows a sample ERSM with one global variable a, and com-
ponents A; and A;. Component A; has an input variable i, and an output
variable x. Component As, also the initial component, has no inputs and one
local/output variable y. All variables are of boolean type, and initially, we have
a=F,z=T,andy="1T.

In the diagram, an internal edge (u,v, g, ) is drawn as a solid arrow from
node u to node v annotated by (¢ = «) (we will omit the guard g and the
assignment « if, respectively, g is always true and the assignment « is empty). A
call edge (u,v,g,m, in, out) is a dashed arrow annotated by (g = out := m(in))
(we omit out if it is empty, and leave out the guard g if it is trivially true).

! The usual definition of RSMs [I] allows components to have multiple entry and exit
nodes. In this paper, we model entries and exits by input and output variables, so
it suffices to let each component have one entry and one exit node.
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Fig.1. A sample ERSM

Semantics of ERSMs. ERSMs model procedural programs written in C-like
imperative languages and resemble the latter in operational semantics. Compo-
nents, nodes, internal edges, and call edges in ERSMs respectively model proce-
dures, control locations, intraprocedural control flow, and procedure invocations
in procedural programs, and configurations and runs of ERSMs are the equiv-
alents of program states and program executions. A configuration of an ERSM
consists of a call stack, a current node, and a current interpretation of the global
and in-scope local variables. The transition relation on configurations has three
kinds of transitions: internal steps, calls, and returns. At an internal step, control
follows an internal edge, reaches a new node, and applies the assignments on the
edge to the variables in scope, the stack remaining unaffected. During a call, a
call edge and the current interpretation of the local variables in scope are pushed
onto the call stack, control reaches the entry node of the called component, and
a new set of local variables are initialized. At a return, we pop a calling context
off the stack, reinstate the popped local variables (after adjusting for possible
output values), and proceed to the node to which the popped call edge leads.

We now formally define the configuration space @) of an ERSM A. A configu-
ration of A is a tuple 9 = (v, stack,u, \), where ~ is an interpretation of G, and
stack is either of the form ((e1, A1), (€2, A2), ..., (er, Ay)) or the empty list. Here,
e1,€2,...,6e, are call edges of A, A\; is an interpretation of L,, e; is a call edge
in Ap, and, for every i > 1, A; is an interpretation of L. and e; is a call edge in
A;, where ¢ = Y (e;—1). Finally, u is a node in N; and A is an interpretation of
L;, where j equals p if stack is empty, and Y (e,) otherwise.

In a configuration of the above form, we define the node u to be the current
node in 1. We refer to this node as Currnode ().

We need some more notation before we can define the transition relation on
these configurations. Let o1 and o2 be interpretations of disjoint sets of variables
V1 and V5. Then o7 U o9 is the interpretation of (V3 U V3) that agrees with oy
and o9 on variables from V; and V5 respectively.

Now let I; € U} and Iy € UJ be two lists of variables such that U; N Uy = ()
and members of Iy are all distinct. Let us also have interpretations oy and oy of
U, and U, respectively. Then 7 = borrowValues(oa, s, 01,11) is an interpretation
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of Uy obtained by (1) setting 7(l2(2)) = o1(l1(¢)) for all 4, and (2) for all other
v, setting 7(v) = o9(v). Intuitively, borrowValues replaces the values of those
variables in o5 that occur in Iy, the i-th variable in Iy getting the value that
interpretation oy gives to the i-th variable in /5.

The global transition relation A of an ERSM is then defined as follows. Let
¥ = (v, stack,u, \) be a configuration with v € N;. Then (¢,¢’) € A iff one of
the following sets of conditions holds:

1. Internal step
(a) (u,u',g,a) € (5{- for a node v’ of A;,
(b) U A satisfies g, and
(c) ¥ = (v, stack,u', \'), where v/ U)X = a(yU ).
2. Call
(a) e= (u,u, g, m,inm,outy,) € 5 for a node u’ of Aj,
(b) v U X satisfies g, and
(¢) ¥ = (y,(stack, (e, \)), enm,\), where X' = borrowValues(Am,,, Im,
A, M)
3. Return
(a) u is the exit node ex; of Aj;,
(b) stack is of the form (stack’, (e,, A\,))
(c) er = (v,u,g,7,in;,out;) for some v,u’, g, in;, and out;, and
(d) ¥ = (v, stack’,u', \')), where X' = borrowValues(\, out;, X, O;).

Note that the configurations @ and the transition relation A define an or-
dinary (and in general infinite) transition system T4. A run of A is a (finite or
infinite) sequence p = Yo% ..., where o = (Vin, L, enp, Ap,,) (L being the
empty stack sequence), and for all 4, 1; € Q and (¥;,1¢;+1) € A. The semantics
of A are defined by its set of runs.

Given an ERSM A, we are interested in two central algorithmic questions:

1. Reachability: Given an ERSM A and a set of target nodes T of A, does A
have a run p = o192 ... such that Currnode(v;) € T for some j?

2. Fair cycle detection: Given an ERSM A and a set R of repeating nodes of A,
does A have a run p = ¢g1¢s ... such that Currnode(v;) € R for infinitely
many j € N?

In this paper, we present two algorithms that search the set of local states
enumeratively to solve these problems. These algorithms differ from previous
work in two important respects:

1. On-the-fly search: We generate states “on demand”, as we explore the state
space, and only store the visited states.

2. Early termination: Our algorithms terminate as soon as a reachability wit-
ness or a cycle containing a repeating state occurs in the visited state space.
Consequently, our algorithms do not necessarily have to generate the entire
state space in order to terminate.
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3 Reachability

We now describe an on-the-fly, early-terminating algorithm to check if a given
set T of target nodes is reachable in an ERSM A.

A state of an ERSM A is a tuple of the form s = (v,7,), where v is a
node, and v and \ are interpretations of global and local variables. Note that a
state is different from a configuration in that it does not include the stack. An
entry state for component A; is a state s = (v,v,A) where v = en;. Likewise,
s = {v,7y,\) is an exit state if v = ex;. A summary is a pair (Sen, Sex ), Where Sep
is an entry state and s., is an exit state in the same component.

Let us now define a state graph S corresponding to A. The vertices of S are
the states of A and the set of transitions of S is the smallest set F of transitions
satisfying the following conditions:

- Internal Transitions. Let s = (u,7, A) be a state. If A; has an internal edge
(u,v,g,a) and the interpretation v U A satisfies g, then E has a internal
transition (s, s’), where s’ = (v,~/, \'), where v/ U X = a(y U A).

- Call and Summary Transitions. Let s = (u,v,A) be a state. Assume A;
has a call edge (u, v, g, m, in,, out,,) and the interpretation L \ satisfies g.
Let Sen = (eNm, Y, Aen), Where e, = borrowValues(Am,, , Im, A, iy, ). Then
(8, Sen) is a call transition in E.

If Sez = (e@m, Y, Aex) I8 sSOme exit state in A,, and s, is reachable from s,
using only internal and summary transitions, then (s, s’) is a summary tran-
sition in FE where s’ = (v,7/, ') and X = borrowValues(\, outy,, Aez, Om)-

For a set of repeating nodes R, let us also define Si, which is defined exactly
as S is defined above except that summary transitions can be of two kinds,
fair or not fair. When a summary transition is added, it is set to be fair if the
run from S, to se¢; goes through a state involving R or uses a fair summary
transition.

The key to checking reachability and cycles in an ERSM is given by the
following lemmas:

Lemma 1 ([I]). Let A be an ERSM and let S be its associated state-graph. For
a given set of target nodes T, T is reachable in A iff there is a node of the form
(u, v, A) with w € T reachable in S. Similarly, given a set of repeating nodes R,
there is run of A that visits R infinitely often iff there is a path in Sg that visits
the set {(u,v,\)|u € R} infinitely often or uses fair summary edges infinitely
often.

Note that if local and global variables are finite-domain, then S is finite
as well, and the above lemma shows checking reachability and fair cycles are
decidable. We refer to the subgraph of S induced by the nodes belonging to
A;, i.e. nodes of the form (u,~,\) where u € N;, as S;; the graphs S; contain
only internal and summary transitions. Our reachability algorithm explores S
on-the-fly looking for a state of the form (u,7,)), where u € T. It can be in
fact viewed as an interleaving of k separate depth-first searches, the i-th search
taking place in the transition system .5;.
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REACHABILITY(S, Sen)
1 Visited — Visited U {(s, Sen)}
2 if Currnode(s) € T
3 then print (“Target reached”) ; break
4 if sis an exit state in component 4
5 then VisitedEzits[i, Sen| < VisitedEzits[i, Sen| U {s}
6 for (s',s.,) € VisitedCalls[i, Sen]
7 do syet = GETRETURNSTATE(S, s)
8 if (Sret, Sen) ¢ Visited

9 then REACHABILITY (Sret, Soy)
10 else for e € Edges;(s)
11 do if s satisfies guard of e
12 then s’ «— APPLY(e, s)
13 if (s, sen) ¢ Visited
14 then REACHABILITY(S', Sen)
15 for e € Edges(s)
16 do if s satisfies guard of e
17 then m < Y(e); s’ — GETENTRYSTATE(e, s)
18 VisitedCalls[m, s'] < VisitedCallsm, s'] U {(s, Sen)}
19 if (8, sen) ¢ Visited
20 then REACHABILITY(S', Scn)
21 else for s., € VisitedEmits[Y (e), s']
22 do sret = GETRETURNSTATE(S, Sez )
23 if (Sret, Sen)) & Visited
24 then REACHABILITY (Sret, Sen)

Fig. 2. On-the-fly reachability in ERSMs

Our search begins from the initial state (eny, Yin, Ap,,.), in the initial compo-
nent A,. The search proceeds depth-first following edges in A,. If, during this
search, we are at a state s; in S, and find a call edge calling component A,
we would need to search along a summary transition in S,. To discover this
transition, however, we would need to know the reachability relation between
the corresponding entry and exit states in 4,4, and to compute this relation, we
must search S,.

The crux of the algorithm is to view S, as an incompletely specified transition
system and suspend the search in S, when such a situation occurs. Given s; and
the call edge in question, we can compute the entry state s in S, reached follow-
ing the corresponding call transition. If sy has not been visited so far, we search
S, starting from ss; if a search from s, has previously been started, we simply
suspend searching and wait for future “updates”. As we learn more about reach-
ability between entry and exit states in Sy, we may add corresponding summary
transitions in S, and resume the search in S,. If all local searches terminate,
then we have explored all of the reachable part of S, and can terminate.

Figure [2] describes the algorithm more formally. Given a state s = (v,7, A),
we refer to the set of internal and call edges going out of v as Edges;(s) and
Edges~(s) respectively. If the variables in s satisfy the guard g on an internal
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edge e, the function Apply(e, s) returns the state s’ to which the corresponding
internal transition leads. If s satisfies the guard g on a call edge e, the function
GetEntryState(e, s) returns the entry state s’ that is the target of the corre-
sponding call transition. Finally, suppose s is an exit state in component A,,
and s’ is a state with a call transition to component A,,; also suppose there ex-
ists a summary transition (s, s”) corresponding to ', e and s. Then the function
GetReturnState(s', s) returns the state s”.

The function Reachability has two inputs: a state s in component A; and
an entry state se,. The pair of states (s, sep,) forms a context if s is reachable
from $e,,. The set VisitedCalls[i, sen,] stores the set of “calling contexts”: contexts
(s',s.,,) where control switched to component A; and entry state s,. Then, if
an exit state s.; in A; is reachable from state s.,, a summary transition between
states s and s” = GetReturnState(s', se;;) has been discovered.

To solve the reachability problem, we call Reachability(sinit, Sinit), where
Sinit = {(€Np, Yin, Ap,, ) Termination of this algorithm is guaranteed if the set
of states reachable from the initial states is finite; one such special case is when
all types are finite-domain. We omit the detailed proof of correctness.

Theorem 1. Let A be an ERSM, T be a set of target nodes, and Sijni =
(eNnp, Yins Aps, ). Then if the algorithm Reachability(Sinit, Sinit) halts, it prints
“Target reached” iff there is a run of A that reaches a configuration ¥ with
Currnode(v) € T. Moreover, if the set of states reachable from Sen in S is fi-
nite, then Reachability(sinit, Sinit) 18 guaranteed to halt. O

This algorithm has some of the nicer, “on-the-fly” properties of DFS. We
start with an initial state, only store the “visited” state space, make a switch to
a different component only when a call edge requires it, and, even when such a
switch is made, “discover” entry states only when necessary. Moreover, we can
terminate as soon as we encounter a target state.

If s/, is an entry state of S; reachable in & and s’ is reachable from s,
using edges in S; only, then when calling Reachability(S;nit, Sinit), the recursive
procedure Reachability(s’, s.,,) will be called at most once. This observation leads
to the following complexity of the reachability algorithm in terms of the number
of discovered states and transitions in S:

Theorem 2. Let Reachability terminate on a given EFRSM A. Let n and m be
the number of states and edges in the explored part of S. Let 8 be a bound on
the mazimum number of reachable entry or exit states in any component S;.
Then Reachability(Sinit, Sinit) takes O(mpB + nB?) time to terminate and space
O(np). O

4  Fair Cycle Detection

Let us fix an ERSM A and a set of repeating nodes R of A. Let Si be the
associated state-graph of A and R as defined in the previous section. In this
section, we present an on-the-fly fair cycle detection algorithm for ERSMs that
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searches the transition system Sg for a cycle containing a repeating state or a fair
summary edge. If the domains of the types are finite, Lemma [I] guarantees that
A has a run visiting infinitely many repeating states if and only if such a cycle
exists. Our core idea is to view Si as an incomplete transition system to which
edges are added dynamically, and to use an online cycle detection algorithm for
dynamically presented graphs to find such a cycle.

The following are a few ways in which this can be implemented:

— The most naive algorithm would be to search the state-space of A using
REACHABILITY, postponing cycle detection until we know all states and
transitions in Sg. At that point, we may detect cycles in Sg using an al-
gorithm (such as nested DFS [9]) for cycle detection in finite graphs. This
algorithm, however, is inherently a two-phase algorithm and does not have
the early termination property.

— Another possibility is to adapt the nested DFS algorithm [9] to a setting

where summary transitions are dynamically presented and early termination
is required. This turns out to be difficult. The problem is that in the nested
DFS algorithm, the secondary search follows the DF'S order computed by the
primary search: if s and s’ are two states such that s is an ancestor of s’ in
the primary DFS tree, the secondary search from s’ must terminate before
the secondary search from s may start. However, in our context, we may
discover a summary transition from s’ (that can possibly introduce cycles)
while searching a different branch of the primary DFS tree rooted at s.
A conceivable way of adapting this algorithm to our setting would be to start
a new instance of REACHABILITY each time we reach a repeating state s,.,
to check if s, is reachable from itself. However, the time complexity of such
an algorithm would be Np times the size of Sg, where Np is the number
of repeating states; note that due to data interpretations, Np can be very
large.

— A third option, which is what we follow, is to maintain strongly connected
components (SCCs) in Sg dynamically using an incremental algorithm. We
terminate, reporting a cycle, as soon as the explored part of Sg starts con-
taining a non-trivial SCC with a repeating state or a fair summary transition
in it. However, linear time incremental algorithms for maintaining SCCs are
not known. While we could use heuristically tuned online algorithms such as
in [19], we have chosen instead to use an adaptation of Gabow’s algorithm
as it uses simpler data-structures.

Our algorithm FAIR-CYCLE-DETECT consists of two subroutines: one ex-
plores the state space of the ERSM and discovers new transitions in S (includ-
ing summary transitions), while the other updates the SCCs in the discovered
graph. The former algorithm is essentially the algorithm REACHABILITY of the
previous section while the latter is an adaptation of a path-based DFS algorithm
by Gabow [I6] that finds SCCs in a graph.

Gabow’s algorithm finds SCCs in a graph via a DFS on it. As soon as a
back edge is identified, it contracts the cycle formed by it into an SCC, and,
finally, outputs the SCCs in a topological order. This algorithm has an early
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termination property, because if an SCC introduced by a back edge contains a
repeating state or a fair summary transition, we can terminate immediately.
Let us now describe an optimization that changes the structure of our algo-
rithm. Since Gabow’s algorithm essentially explores its graph using a depth-first
search and the state-space exploration of the ERSM done by REACHABILITY is
also essentially a DFS, these two can be combined easily. However, in REACH-
ABILITY, when a new summary is discovered, the control shifts to the returns
corresponding to this summary, which can be in an entirely different part of the
graph. Since such a ‘jump’ requires us to restart our SCC algorithm, we prefer
to process the summary transitions later, after the current DFS is over.
Consequently, our search-space exploration algorithm is the same as REACH-
ABILITY, except that when a summary is discovered, the returns corresponding
to it are not pursued and instead the new summary transitions are recorded in a
set Summ. The dynamic SCC algorithm processes these transitions and updates
the SCCs. When the exploration stops (or the current search phase ends), we
add the summary transitions in Summ and run the dynamic SCC algorithm once
more to effect the changes. Then we call the exploration algorithm again and
ask it to proceed from the return states corresponding to the newly discovered
summary transitions in Summ. We terminate, concluding that there is no fair
cycle, if no new summary is found at the end of a search phase. Figure [3] and
Figure [ give the pseudocode of the entire algorithm FAIR-CYCLE-DETECT.
SCC-SEARCH explores the transition system Sg recursively, feeding every
new transition to the procedure UPDATE-SCCS, which uses two stacks [16] to
update the data structures it uses to remember the SCCs, and halts if the new
transition introduces a fair cycle. To perform this update, it may have to do a
DFS on the graph of discovered SCCs; however, since the edges fed to it in a
phase are in DFS order, it only needs one cache of “visited” SCCs per phase.
While backtracking from the search, the procedure CREATE-COMPONENT,
which marks an SCC to be used in the next phase, is called. Finally, the procedure
COLLAPSE-SCCs takes in a set of summary edges found in the previous search
phase (fair summaries are kept track of using a special bit b) and updates the
current graph G of SCCs with them, terminating if it finds a fair cycle.
The correctness of this algorithm is guaranteed by the following theorem:

Theorem 3. Given an ERSM A, a set R of repeating nodes, and the entry
state Sinit = (€Np, Yin, Api, ), if the algorithm FAIR-CYCLE-DETECT halts, then
it prints “Fair cycle found” iff there is a run of A that has infinitely many
configurations ' with Currnode(y)’) € R. Furthermore, if the state-graph Sg
corresponding to A is finite, then FAIR-CYCLE-DETECT always halts. ad

Recall that in every search phase, we need to perform a search on the graph
of SCCs. The total number of search phases in FAIR-CYCLE-DETECT is bounded
by the number of possible summaries in Sg. Let N be the maximum, over all
component graphs S;, of the number of pairs (Sep, Sez), Where s, is an exit state
in S; and is reachable from entry state s, of S;. Then Si can have at most £V
search phases, where k is the number of components in A. Hence, we have:
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FAIR-CYCLE-DETECT()

1 graph G «— ({sin},0); Visited — 0; Sin = {(Sin, Sin, (Sin € R))}
2 repeat

3 Summ «— 0; INITIALIZE-SCC-UPDATE()

4 for (s, Sen,b) € Sin

5 do SCC-SEARCH (s, Sen, b)

6 COLLAPSE-SCCs (Summ)

7 if CoLLAPSE-SCCs finds a fair nontrivial SCC

8 then print (“Fair cycle found”) ; break

9 Sin — {(8ret, 8, b) : 35.(Stn, (8, Sret), b) € Summ}
0 until Summ = 0

1 print (“No fair cycle”)

Fig. 3. Fair cycle detection algorithm

SCC-SEARCH(S, Sen, b)
1 Visited — Visited U {(s, Sen, )}
2 if sis an exit state in component ¢
3 then VisitedEzits[i, Sen] «— VisitedExits[i, sen] U {(s,b)}
4 for (s',s.,,b") € VisitedCalls[i, Sen)
5 do spet = GETRETURNSTATE(S', s); bret =0V Y V (Sret € R)
6 if (Sret, Sen, bret) & Visited
7 then Summ «— Summ U {((s, Sret), Sem, bret) }
8 else for e € Edges;(s)

9 do if s satisfies guard of e
10 then s’ «— APPLY(e,s); b’ =bV (s’ € R); UPDATE-SCCs(s, s’,b');
11 if UPDATE-SCCs finds a fair nontrivial SCC
12 then print (“Fair cycle found”) ; break
13 if (8, Sen, ') & Visited
14 then SCC-SEARCH(S', sen,d’)
15 for e € Edges(s)
16 do if s satisfies guard of e
17 then m «— Y (e); s’ «— GETENTRYSTATE(e, s);
18 b = (s’ € R); UrPpATE-SCCs(s,s’,b")
19 VisitedCalls[m, s'] « VisitedCalls[m, s’ U {(s, Sen,b)}
20 if (s', sen,b') ¢ Visited
21 then SCC-SEARCH(S', sen,b’)
22 else for (Scz,bec) € VisitedEzits[Y (e), s']
23 do sret = GETRETURNSTATE(S, Sez)
24 bret = beac V b/ \Y (Sret S R)
25 if (Sret, Sen,bret) ¢ Visited
26 then SCC-SEARCH(Sret, Sen, bret)

27 CREATE-COMPONENT ()

Fig. 4. Procedure SCC-Search

Theorem 4. Let A be an ERSM, R be a set of repeating nodes and Sg be the
associated state graph. Let n and m be the number of states and edges, [ be
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a bound on the maximum number of reachable entry states and reachable exit
states in any S;, in the reachable part of Sg. Then FAIR-CYCLE-DETECT takes
O(kEN(mpB + nB3?)) time to terminate and uses space O(nB3* +m). O

Note that N is bounded by 3?. While FAIR-CYCLE-DETECT does not run
in time linear in the size of Sg, it has the early-termination property and some
“on-the-fly” properties.

5 VERA

VERA is a Java implementation of the algorithms for reachability and fair cycle
detection presented in this paper. In this section, we highlight its main features
and compare it with MoPED [I3], a popular BDD-based LTL model checker for
pushdown systems.

Input Language. Boolean programs, introduced in [3] and used in the SLAM
verification process [4], are abstractions of imperative programs that retain most
of the control structures available in a C-like language but only allow variables
and expressions of boolean type. These abstractions permit procedure calls with
call-by-value parameter passing and recursion; procedures can return vectors
of expressions. Global and local declarations of variables are permitted. Allowed
statements include parallel assignment (where a list of variables may be assigned
in parallel, either by a list of expressions or by a vector returned by a proce-
dure), “goto” jumps, “if-else” branches, and “while” loops. Non-determinism is
permitted both in branches and loops.

VERA accepts boolean programs as inputs; it also admits a bounded-integer
data type and arithmetic expressions on variables declared as such. These ab-
stractions are translated into ERSMs internally before the algorithms for reach-
ability and fair cycle detection are applied.

Specifying Properties. One way to specify target (or repeating) nodes in
VERA is to list a set of target (or repeating) labels along with the input. Any
control location marked by such a label translates into a target or repeating
node. The target (repeating) set may also be specified by a monitor.

A monitor, in our context, is a finite automaton M with edges labeled by
guards on global and local variables in A, and a set of states identified as target
states. The definition of the product P of M and A is standard: a configuration
of P consists of a configuration of A and the current state of M, and progress
along a monitor is allowed only if the current variables satisfy the guard on
it. A target (or repeating) node in P is one where the current state of M is a
target. Given a monitor and the ERSM underlying an input program, VERA can
perform reachability (cycle) analysis for the product ERSM P.

5.1 Experiments

StAM Regression Testing Examples. We ran VERA on the regression test
suite for SLAM: a collection of 64 C programs which, after abstraction in SLAM,
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Example |Lines|Globals|Locals|Reachable|Visited| VERA time(s)|MOPED time (s)
n-mutex1 439 3 13 Yes 274 0.06 0.04
p-mutex33 | 460 6 21 Yes 702 0.21 0.14
n-i2o-simple | 347 2 3 Yes 94 0.08 0.01
n-list-22 305 0 15 Yes 316 0.07 0.02
p-mutex34 | 466 6 21 No 14144 6.17 0.08
p-farray 306 0 8 No 1304 0.18 0.01
p-nbebop-test| 239 0 16 No 75524 151.85 0.04
p-srdriver |1454| 10 36 No - - 0.29
Fig. 5. Experiments on the SLAM regression test suite
N |VERA runtime(s)|VERA visited states| MOPED runtime(s) MOPED BDD nodes
4 0.08 95 0.16 40880
6 0.08 95 4.01 1.91 x10°
8 0.08 95 260.35 2.12 x10°
10 0.10 95 - -
32 0.15 95 - -

Fig. 6. Buggy quicksort

give boolean programs whose lengths range between 80 and 1450 lines. In each
case, the query was: is the control location labeled as SLIC_.ERROR reachable?
The experiments were run on a machine with 2GB of RAM and two 1.4 GHz
CPUs. Measurements on a few representative examples are tabulated in Figure[El
The first three columns show the number of lines of code, the number of global
variables, and the maximum number of local variables in a procedure (recall that
the number of ERSM states is exponential in the last two parameters). The next
column gives the answer to the query. The next two columns give the number
of visited states at termination, and total runtime in seconds. The final column
shows the runtime of the MOPED model checker on the same example.

In the first four examples, where the target set is reachable, VERA seems to
find a reachability witness easily. In the next four cases, where it has to gen-
erate the entire reachable state space, it performs much worse than MOPED.
Particularly, in the last case, where there there may be as many as 10 unini-
tialized globals and 36 uninitialized locals in any procedure, the state space is
too large for our procedure to terminate. On the other hand, in examples such
as p-mutex34 where VERA works better, there are complex conditions on edges
but the number of uninitialized variables is not very high.

Quicksort. Among the examples that come with MOPED is an abstraction of
a buggy quicksort routine (quicksort_error.pds). The routine has two non-
deterministically chosen integer inputs and can run into an infinite loop for some
input values. While there exists ashort witness to thiserror, it is by nomeans trivial.

We use MOPED and VERA to find this witness. To do this in VERA, we write
a simple monitor and run the fair cycle detection module. We find that VERA’s
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early termination capability lets it identify a cycle very fast, even when inputs
have large ranges and, consequently, the set of reachable states is very large.
The symbolic algorithm for MOPED, however, becomes prohibitively expensive
as the number of bits in an integer (IV) is increases, and does not terminate for
N =10 or above (see Figure [A).

We also compared VERA and MOPED on a trivial reachability property:
whether the program has some terminating run. VERA identifies a witness im-
mediately, whereas in MOPED, an effect similar to Figure [0l is observed.

Abstraction of a Linux Driver. Finally, we ran VERA’s reachability and
cycle detection algorithms on a manual abstraction of the Perle Specialix RIO
driver for Linux. This driver, 1100 lines long and previously identified as buggy
by the Stanford metacompilation project [11], contains a double locking error.
We abstract it manually into a 220-line VERA input file, keeping the basic con-
trol structure intact, modeling locks and process id-s by VERA variables, and
replacing many of the control-flow conditions by nondeterminism. We write sim-
ple monitors to answer the following questions:

(1) Is there an execution where the same lock is acquired twice in a row?
(2) Is every lock that is acquired also released?

In the former case, there exists a reachability witness to an error state. For 4-bit
integers, VERA detects the error in 0.18s after visiting 15 states (this figure stays
more or less the same even as the size of the integer type is made larger). In the
second case, our abstraction satisfies the property, and VERA has to generate
the entire state space before it terminates. Because of a few uninitialized integer
variables, this space is quite large. For N = 2, it takes 50.92s. For higher values
of N, VERA does not terminate.

6 Conclusions

We have presented algorithms for on-the-fly reachability and fair cycle detection for
extended recursive state machines. Algorithmically, on-the-fly detection of cycles
deserves further exploration. It is closely related to the problem of dynamic data
structures for graphs where insertions are allowed, and queries check existence
of cycles containing repeating nodes. It is open whether the worst-case quadratic
bound of our cycle-detection algorithms can be improved. It would be interesting
to know whether online SCC algorithms are essential to detect fair cycles in ERSMs
on-the-fly, i.e. whether faster algorithms for on-the-fly traversal of ERSMs would
necessarily imply faster online algorithms for cycledetection. Ourimplementationin
VERA and experimentation support the hypothesis that on-the-fly model checking
is a viable, and sometimes more effective, alternative to symbolic checkers for
verifying ERSMs. Future work will focus on optimizations, alternative strategies
for cycle detection, and applications to program analysis problems.

Acknowledgements. We thank Mihalis Yannakakis for useful discussions, Sri-
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anonymous referee for several relevant references in program analysis.
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Abstract. Well-structured transition systems (WSTS) are a broad and
well-studied class of infinite-state systems, for which the problem of verifying
the reachability of an upward-closed set of error states is decidable (subject
to some technicalities). Recently, Bingham proposed a new algorithm for this
problem, but applicable only to the special cases of broadcast protocols and
petri nets. The algorithm exploits finite-state symbolic model checking and was
shown to outperform the classical WSTS verification algorithm on a contrived
example family of petri nets.

In this work, we generalize the earlier results to handle a larger class of
WSTS, which we dub nicely sliceable, that includes broadcast protocols, petri
nets, context-free grammars, and lossy channel systems. We also add an opti-
mization to the algorithm that accelerates convergence. In addition, we introduce
a new reduction that soundly converts the verification of parameterized systems
with unbounded conjunctive guards into a verification problem on nicely sliceable
WSTS. The reduction is complete if a certain decidable side condition holds. This
allows us to access industrially relevant challenge problems from parameterized
memory system verification. Our empirical results show that, although our new
method performs worse than the classical approach on small petri net examples, it
performs substantially better on the larger examples based on real, parameterized
protocols (e.g., German’s cache coherence protocol, with data paths).

1 Introduction

The widespread practical success of finite-state model checking [9,129] has stimulated
interest in the algorithmic verification of infinite-state systems. The goal is to verify
systems that are naturally modelled as infinite state as well as systems that might be
finite-state in practice, but that are too large to be verified via finite-state methods in the
foreseeable future (e.g., pushdown automata to model a program’s call stack, parame-
terized memory system protocols to model a realistically-sized memory system).

Well-structured transition systems (WSTS) [19,12,20] are a broad class of infinite-
state systems, for which an extensive and elegant body of research has developed. In
particular, the verification problem of determining the reachability of an upward-closed
set of error states is decidable (provided some side conditions are satisfied) via an algo-
rithmic framework we call the classical approach [2,/204[18].
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Recently, Bingham proposed a new algorithm for this problem [4]. Unlike the clas-
sical approach, the new algorithm works by computing fix-points over a series of finite-
state systems of increasing size, allowing the leveraging of sophisticated techniques
from finite-state model checking. However, the theory was developed only for a special
case of WSTS, namely, broadcast protocols (which subsume petri nets). Using finite-
state symbolic model checking [7l], Bingham demonstrated a contrived family of petri
nets for which the new algorithm substantially outperformed the classical approach.

This paper generalizes and extends the earlier work in several ways. We introduce
a new subclass of WSTS and generalize the earlier theory and algorithms to apply to
the subclass. We show how the new subclass subsumes petri nets, broadcast protocols,
lossy channel systems, and context-free grammars. We introduce an optimization to the
algorithm that accelerates convergence. We also provide a new reduction that allows
soundly applying our verification method to certain protocols with unbounded conjunc-
tive guards, which are not WSTS, as commonly occurs in memory system protocols.
Finally, we give experimental evidence on a variety of infinite-state systems, includ-
ing German’s parameterized cache coherence protocol [23], a widely cited verification
challenge problem.

Because of space constraints, all proofs have relegated to the appendix of the elec-
tronic version of this paper [3].

2  Preliminaries

Let N denote the natural numbers. We use various notations for orderings: < will denote
an arbitrary reflexive and transitive relation (which may satisfy stronger requirements
depending on context), and we write x < y to mean x < yAy A x. The symbol < will de-
note the usual ordering on the reals and subsets thereof, and for any positive dimension
m, we extend < to be the usual point-wise vector ordering over N defined by v < u iff
v;i <u; for all 1 <i < m. We also employ < as the covering relation between petri net
markings.

The systems we consider are a certain type of well-structured transition system, and
the “bad” states will be characterized by an upward-closed set. These and other relevant
notions are now defined, mostly following the terminology of [20].

Definition 1 (upward-closure,basis,upward-closed set). Let =< be a reflexive and
transitive relation over a set X. For Y C X, the upward-closure of Y is the set 1Y =
{x|3Jye€Y:y=x} When U =1Y we say that Y is a basis for U. A set U is said to be
<-upward-closed (or simply upward-closed if =< is clear from context) if U =1U.

Definition 2 (well-quasi-ordering). A well-quasi-ordering (wqo) is a reflexive and
transitive relation =< over a set X such that for any infinite sequence xo,x1,x,... over
X, there exists i, j € N such that i < j and x; = x;.

Lemma 1. [25] If < is a wqo, then any <-upward-closed set has a unique finite basis
B such that for all x,y € Bwe have x AyAy A x.

Given upward-closed U, we let basis(U) denote the unique finite basis of U, the exis-
tence of which is guaranteed by Lemmal[il



Empirically Efficient Verification for a Class of Infinite-State Systems 79

previous_reach,reach . finite subset of S
previous_reach := 0
reach := gen(U)
whi | e Treach € previous_reach do
if INTreach#0 then
exit with verification failure
previous_reach := reach
reach := reach U Pred(Treach)
exit with verification success

Fig. 1. The classical algorithm

Definition 3 (well-structured transition system). A well-structured transition sys-
tem (WSTS) is a triple (S,—, =) such that

S is a (possibly infinite) state space

—C S % S is called the transition relation

= is a wqgo over S

Forall x,x',y € S such that x — x' and x = y, there exists y' € S such that y — y'[]

AL~

The covering relation < between petri net markings is a wqo. Given a finite set of
markings M, the set TM includes all markings that cover at least one m € M. Petri nets
are WSTS (with respect to <) [20].

The decision problem regarding WSTS we aim to solve is as follows.

Definition 4 (WSTS Safety Problem). Given a WSTS S = (S,—, <), an <-upward-
closed set U C S, and a set of initial states I C S, does there exists a sequence xy —

-+ — x¢ such that xo € I and x; € U ? We write Safe(S,1,U) (resp., —Safe(S,1,U)) if
the answer is “no” (resp. “yes”).

We have intentionally omitted any restrictions on the initial state set / to avoid need-
lessly complicating this paper. In general / can be infinite, hence a symbolic repre-
sentation is necessary; for example, [24] require that I be a so-called parametric set.
Decidability of the WSTS Safety Problem depends (in part) on the form of 1.

The classical approach to this problem is given in Fig.[I] [2,[18L20]. On the surface,
this algorithm resembles the well-known finite-state backward reachability analysis,
i.e. least fix-point computation, the difference being that the involved sets are upward-
closed (and hence infinite), so a symbolic representation (i.e. finite basis) is necessary.
For the approach to work, the following conditions are necessary:

— Given finite reach C S, we must be able to compute another finite set X such that
1X = {x| 3y €Treach : x — y}. We denote X by Pred({reach).

— I must be represented in a form that permits the intersection checks of the i f con-
ditional.

! This requirement is called monotonicity in [2l] and strong compatibility in [|20]. The latter paper
gives a slightly weaker definition of WSTS, requiring that y’ only satisfy y —* y'.
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Necessary for practical implementation of the classical algorithm is an efficient repre-
sentation of reach, since this set can become very large. Delzanno et al. propose using
a data structure called covering sharing trees (CST) for this purpose [12]. One draw-
back of this technique is that checking for convergence is co-NP hard in the size of the
involved CSTs.

3 Nicely Sliceable WSTS

Our algorithm works on a subclass of WSTS we call nicely sliceable WSTS (NSW).
To be deemed a NSW, a WSTS must satisfy three properties. We first describe each
intuitively and provide some motivation for why they are required, and then we present
the formal definitions.

— Discrete: The wqo must be discrete, meaning that for any element x, there is a
bound on the length of any strictly decreasing sequence starting with x. We call the
length of the longest such sequence x’s weight. Furthermore, discreteness requires
that the number of elements of a given weight be finite. Discreteness allows for
finite-state model checking to be applied to the subsystem formed by bounding the
weight of states.

— Weight-Respecting: When a transition changes the weight, the same change in
weight can be effected by the transition relation for elements greater than the start-
ing state of the transition. Weight-respectfulness is a technical requirement needed
for the proof of the Convergence Theorem, which gives a termination condition for
our algorithm.

— Deflatable: Whenever we have a transition from outside an upward-closed set U to
a state in U, deflatability asserts the existence of a similar transition involving states
of bounded weight. Deflatability is similar to downward compatibility [20], though
the two are incomparable. Deflatability, like weight-respectfulness, is essential in
the proof of our Convergence Theorem.

Definition 5 (dwqo, weight function, base weight). A wqo is a discrete wqo (dwgqo)
over X if for all x € X there exists k € N such for any sequence xo < x; < -+ <Xy =xwe
have { < k. Associated with a dwqo = is the weight function w : X — N that maps each
x to the minimum such k. We also require that {x € X | w(x) = i} be finite for each i € N.
For <-upward-closed U, the base weight of U is bw(U) = max({w(x) | x € basis(U)}).

Example 1. For m > 1, the point-wise vector ordering < over N is a dwqo, and for
each v € N we have w(v) = X7 | v;. The set {0,1/2,2/3,3/4,...} U{1} along with <
is an example of a wqo that is not a dwqo, since taking x = 1 violates Def.

Definition 6 (discrete WSTS). A discrete WSTS (DWSTS) is a WSTS (S,—, =) where
= is a dwqo.

In a DWSTS, the weight function slices the state space into a countable number of finite
partitions So, S1,S2,..., where S; = {x € § | w(x) = i}.

Example 2. Petri nets along with the marking dominance relation < are an example of
DWSTSs; the induced weight function simply counts the number of tokens.
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: (o, weight > w(z) + 6

’ \
y — y \* weight <w(z) + &

Fig. 2. A diagrammatic presentation of Def.[8l A DWSTS (S, —, <) is said to be 8-deflatable (for
8 € N) if for all x,x,z € S that satisfy the depicted relations, there exists y,y’ € S that satisfy the
depicted relations, and also both w(y) and w(y’) are not greater than w(z) + &

Definition 7 (weight respecting DWSTS). A DWSTS is said to be weight respecting if
we may strengthen condition 4 of Def.[3lto require that w(x') —w(x) = w(y') —w(y).

Example 3. Petri nets are weight respecting DWSTSs. Suppose x — x’ by firing transi-
tion ¢, and x < y. Since firing # always changes the total number of tokens by the same
amount, we can obtain the appropriate y’ by firing ¢ from y.

Definition 8 (3-deflatable DWSTS). A DWSTS (S,—, =) is said to be &-deflatable for
8 € N if whenever x — x' and z < X', there exists y and y' such that all of the following
hold: 1)y =x,2)y—y,3) 2=y, 4) w(y) <w(z) +8, and 5) w(y') < w(z) + 8. (See
Fig.[2)

Example 4. Petri nets are -deflatable, where & is the maximum over all in-degrees and
out-degrees of the petri net transitions. A suitable y — y' can be constructed by taking
only the tokens involved in the firing that takes x — x’ and adding them to z.

Definition 9 (NSW). A -NSW is a DWSTS that is weight-respecting and 8-deflatable.
A NSW is a 8-NSW for some .

We now give three examples of systems that are NSW.

Example 5. Broadcast protocols (BP), which model the composition of identical finite-
state processes, are 2-NSW. Here we roughly follow the definition of [[18,/17]. ABPis a
triple (L, X, R), where L is the set of local states, X is the set of labels,and RC L x ¥ x L.
¥ is required to be of the form X, UX, x {!,?2} UZ, x {!!,??}, where X;, Z,, and %, are
disjoint sets of actions, respectively called local, rendez-vous, and broadcast actions.
Labels of the form (a,d) are written simply as ad, i.e. (a,??) is written a??. Intuitively,
labels of the form a! and a!!, are outputs, while those of the form a? and a?? are inputs.
We make the following restriction on R: for any a!! € X and any s € L, there exists s’ € L
such that (s,a??,s") € R.

The semantics of a BP (L, X, R) is the transition system (S, —) where the state space
S is the set of all nonempty finite words over L, and s — s’ iff s = ¢, .../, and s’ =
¢} ..., and one of the following hold.



82 J. Bingham and A.J. Hu

— local transition: there exists 1 <i < n and an action a € X; such that (éi,a,ﬁé) €R,
and 0, = (; forall j € {1,...,n}\{i}.

— rendez-vous transition: there exists distinct i,k € {1,...,n} and an action a € Z,
such that ((;,a!,¢;) € Rand (¢, a?,4;) € R,and ¢, = ¢; forall j € {1,...,n}\ {i,k}.

— broadcast transition: there exists 1 < i < n and an action a € X, such that
(¢i,all,€;) € R and, foreach j € {1,...,n}\ {i}, (¢;,a??,0) € R.

The weight of a BP state is simply its length (i.e. the number of processes involved).
Weight respectfulness of a BP follows from the fact that s — s’ implies that s and s’ are
of the same weight. BPs are 2-deflatable; here 2 arises from the fact that a rendez-vous
transition is guarded by 2 processes.

Example 6. Lossy Channel Systems (LCS) [[1] are 1-NSW. The state of a lossy LCS is
a pair (s,0), where s an element in a finite state space, and ¢ € X* is a string over the
channel alphabet X. The usual wqo defined by (sl,cé% = (52,02) if sy =sp and 61 is a
(not necessarily contiguous) substring of 65 is a dwqal. The associated weight function
is w((s,0)) = length(c). A transition of a LCS can manipulate the channel string by
appending a symbol to the tail, removing a symbol from the head, or nondeterministi-
cally deleting a symbol from anywhere in the string. The reader may verify that these
systems are 1-deflatable and weight-respecting.

Example 7. Context-free grammars (CFG) are NSW. A CFG is a triple G = (N, T,R)
where N and T are disjoint, finite sets of nonterminal symbols and terminal symbols,
respectively, and R C N x X* is a finite set of production rules, where X =NUT. A
CFG corresponds to the NSW (X* — <), where x — y iff there exist xj,x, € *
and (o,B) € R such that x = xjo; and y = x;Bxp. The dwqo <C X* x X* is
such that x < y iff x can be obtained by deleting zero or more symbols from?
y. The weight function is w(x) = length(x). The system is d-deflatable, where
& = max({length(x) | Iy € N : (y,x) € R}). Weight respectfulness comes from the fact
that each production rule induces a fixed weight change.

4  Our Algorithm

This section develops our algorithm, which is shown in Fig.[3l The inputs are a 8-NSW
(S,—,=), a set of initial states /, and an <-upward-closed set of target states U. For
each i =ig,ip+ 1,ip+2,..., (Where ip = bw(U)) the algorithm computes the backward
reachable set br(U, i), which is the set of states from which U is reachable along a path
that never exceeds weight i. Formally, we have the following definition.

Definition 10 (br). Given a WSTS (S,—, =), an upward closed set U C S, and i € N
we let br(U,i) denote the set of all x € S such that there exists a sequence xo — x| —

-« — xq such that xo = x, x; € U, and for all 0 < j < ¢ we have w(x;) < i. We also
define br(U) = Ui br(U,i).

2 For simplicity we include only a single channel, the usual definition allows for an arbitrary
(but finite) number of channels.
3 That this relation is a wqo is known as Higman’s Lemma[23].
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Since br(U, i) is necessarily finite for all i > 0, this set can be computed using clas-
sical finite-state symbolic model checking [7] based on BDDs [6]. The algorithm ter-
minates upon either of the following events:

— Convergence occurs. By convergence, we mean that we have reached an n such
that 7br(U,n) = br(U). How this is done is articulated in our Theorem [ below.
The existence of such an n is guaranteed by Theorem 2

— Intersection with the initial states is detected. Since we have left the requirements
of the initial states undefined, we have necessarily left this check undefined in our
algorithm. In general, for this check to be computable, we must be able to decide if
INbr(U) =0, given br(U,n), where n is as in the previous item.

We now present two theorems. Theorem [T] gives us a necessary and sufficient con-

dition for convergence, while Theorem [2] guarantees that our algorithm will always
terminate.

Theorem 1 (Convergence). For a 8-NSW, an upward-closed set U, and n > bw(U),
br(U,n+3) CTbr(U,n) (1)

if and only if
br(U) =1br(U,n) @)

Theorem 2. For any DWSTS and upward-closed set U, there exists an n satisfying (2).

In order to use Theorem[Ilin our algorithm, we must have a means to decide (). Our
approach requires the use of a computable lifting operator, which intuitively “lifts” a set
br(U,i) to a truncated version of its upward-closure. The truncation omits everything
with weight strictly greater than some given d € N; hence finiteness is preserved.

Definition 11 (lifting operator). Given a dwqo =< over a set X, the associated lifting
operator is the function Lift : X x N — 2% defined by

Lift(x,d) = {y |x ZyAw(y) < d}
We extend Lift to act on sets by decreeing Lift(Y,d) = U,y Lift(y,d).

The following theorem explains how the lifting operator is relevant to deciding contain-
ments along the lines of (I). For a finite set X, let maxw(X) = max({w(x) | x € X})

Theorem 3. Let < be a dwqo over a set X, and let X;_| and X; be finite subsets of
X such that maxw(X;—1) <i—1 and maxw(X;) <i. Then X; C1X;_1 if and only if
X; C Lift(X,'_l,i>.
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1 i:=bw(U)

2 n:=i

3 F,;l =0

4 while (n>i—298) do

5 conpute T :=br(U,i)

6 if intersection(I;,/) then

7 exit with verification failure
8 if (1“,- Z Lift(l"i_],i)) t hen

9
0
1

n:=i
1 i=i+1
1 exit with verification success

Fig. 3. Our algorithm, which, given a 3-NSW §, an upward-closed set U, and a set of initial states
I, decides Safe(S,I,U) using finite-state model checking. The variable i represents the maximum
weight of the states computed in each iteration of the while-loop. i is initially the base weight
of U and is incremented each iteration. The variable n tracks the last value of i for which “new”
states were found in br(U,i) (see Def. [I0), i.e. states x that weren’t already “covered” by the
existence of y € br(U,i— 1) such that y < x. The condition of the while loop (line 4) will only fail
when () holds, which by Theorem [{lindicates convergence. Each iteration of the loop involves
computing br(U, i), which is done in a nested backward reachability loop (implicit in line 5). Line
6 tests to see if the initial states have been reached, and line 7 terminates if so. Line 8 determines
if something “new” was found this iteration, if so n is updated to be i. If the condition of line 8
fails d times consecutively, by Theorem[Bwe have I’ ,§ C T, ;51 C --- C I, and thus (I) holds
and verification is successful. Theorem 2] guarantees that this will eventually happen

4.1 An Optimization

In this section we propose an optimization to the algorithm of Fig.[3l Note that in Fig[3]
the computation of br(U, i) involves an iterative fix-point computation, starting with set
U<i = {x € U | w(x) <i}. In some sense, much of the work of this computation was
already performed when computing br(U,i — 1); since this is a subset of br(U,i), it is
redundant to “rediscover” these states. Also note that

Usi C Lift(br(U,i—1),i) C br(U)

It follows that we can eliminate the unnecessary overhead by starting the fix-point com-
putation from Lift(br(U,i— 1),i), a set which we need to compute anyway for the con-
tainment check of line 8. Our optimization involves replacing lines 3 and 5 of Fig.
with the following, respectively:

3" T_j:=basis(U)

5 conpute T :=br(Lift(Ti_1,i),i) 3)

This optimization has the potential to greatly reduce the number of iterations performed
in the fix-point computations. As an extreme example, in an iteration of the outer loop
for which br(U, i) C Lift(br(U,i — 1),i) holds, the computation of I'; will involve only
a single backward image computation.

Theorem 4. The optimization (3) preserves correctness of our algorithm.
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5 Implementation Using Symbolic Model Checking

Given an NSW (S, —, <), our algorithm manipulates finite subsets of S, so, in theory,
we can directly apply standard finite-state symbolic model checking. In practice, we
must provide a state encoding for the the finite-state subsets and a way to compute the
tasks needed by our algorithm:

the fix-point computation of line 5 or 5’
the intersection check of line 6

the lifting operation of line 8

— the containment check of line 8

This section sketches how we implemented the algorithm for various types of NSW.
Our current implementation uses a very straightforward BDD-based approach, but our
algorithm should be able to harness the many advances in symbolic model checking.

5.1 Parameterized Protocols

For petri nets and extensions such as broadcast protocols, there is a natural notion of
local state, i.e., the (finite) state of each process in the broadcast protocol, or the place
(out of a finite number) occupied by each token in a petri net. Our encoding follows [4]]
and uses concrete global states, i.e. tuples over local states. The weight is simply the
number of processes, so we can represent subsets of S; by sets over L!, where L is the
local state space. It is straightforward to construct a BDD for the transition relation
in this framework, and hence the fix-point computation. The lifting operation is called
existential lifting and can be computed using standard BDD operations. Finally, [4]
shows that when I is a so-called parametric set, the intersection check of line 6 can also
be performed using standard operations.

5.2 Lossy Channel Systems

As explained in Example [6] the infinite state space of a LCS is § = C x ¥, where
C is the finite state space of the control, and X is the channel alphabet. Let S<; =
{(¢,0) € § | length(c) < i}. Similarly to our encoding for parameterized protocols, we
represent a subset of S<; by a collection of tuples of the form (s,cy,cz,...,c;), where
s€Sandeachc; € XU {empty}. Here ¢y, ...,c; stores the contents of the channel, and
the new symbol empty indicates that the channel “slot” does not contain a message. The
lifting operator simply inserts an element of X U {empty} nondeterministically into the
channel, hence (possibly) increasing the number of non-empty slots by 1. The intersec-
tion and containment checks are also straightforward in this representation.

5.3  Comparison to Standard Approach

Comparing our approach to the classical approach (i.e., CSTs) provides intuition about
when each approach is likely to perform better.

Convergence. Given two CSTs C| and C;, the problem of checking if C| subsumes C,
(i.e. if the upward-closed set represented by C; is a superset of that of C,) is co-NP
hard in the size of the involved CSTs [12]. Unfortunately, checking subsumption is an
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integral part of the classical algorithm (cf. the whi | e condition in Fig. [I). To combat
this problem, Delzanno et al. develop a sophisticated heuristic solution in which certain
CST simulation relations facilitate pruning of an (exponential time) exact subsumption
check [[13]. In contrast, subsumption between two BDDs can be decided in time propor-
tional to the product of their sizes [6]. In fact, we can correctly replace the containment
of line 8 of Fig. Bl with an equality test: T'; # Lift(T;_1,i). This test can be done in
constant time using a reasonable BDD library, such as CUDD [30].

Data Structure Size. The main efficiency difference is likely to derive from the sizes of
the underlying data structures. Predicting the dynamics of the sizes is a complex prob-
lem. Though BDDs compactly represent many practical boolean functions, the worst
case size is exponential in their height (i.e. the number of boolean variables). Simi-
larly, although bounds on the size of CST have not been derived in the literature (to our
knowledge), any such bound is at least exponential in the height of the structure. Here,
we consider data structure height as a coarse measure of worst-case size.

The CST-based approach is applicable to both petri nets and broadcast protocols. Let
L be the set of local states (i.e. petri net places). Then we call |L| the dimensionality of a
parameterized protocol. The height of the CSTs is fixed and equal to the dimensionality,
while the height of the BDDs is at most (ns + ) [log, |L|], where ny is the final value
of n in our algorithm. This suggests that our approach might be superior when (ns +
) [log, |L|] is much less than the dimensionality, since under such circumstances the
CSTs are more likely to blow-up.

For other NSW, such as LCS and CFG, we expect our ability to encode large control
states spaces and/or large alphabets compactly using BDDs to provide our approach
with an advantage for systems with these characteristics.

6 Conjunctive Guard Reduction

Though WSTS (and indeed NSW) encompass a broad and important class of infinite
state systems, there are common system attributes that preclude well-structuredness. An
example of such an attribute is the so-called conjunctive guard (CG). CG are used in
parameterized systems of processes when a transition is to be enabled only if the local
states of all processes satisfy some predicate. This contrasts with petri net or broadcast
protocols, in which only a fixed, finite number of processes may guard a transition.
Unfortunately, endowing petri nets or broadcast protocols with CG renders even safety
property verification undecidable [[15]. In this section we develop a sound reduction that
reduces a BP with conjunctive guards with to a BP.

Emerson and Kahlon have proposed a sound and complete verification technique for
a class of protocols with CG [16], however it is unclear if the approach will scale beyond
systems with small local state. For example, their subsequent treatment of German’s
protocol requires a nontrivial amount of manual reasoning [14].

BPs were defined formally in Example 3 here we extend that definition to define
conjunctively guarded broadcast protocols (CGBP). A CGBP is a tuple (L,%,R,g),
where (L,Z,R) is a BP, and g : £; — 2L. For each action a € ¥;, g(a) is called the
conjunctive guard. The semantics are changed so that a local transition a may occur
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only if all other processes are in states that satisfy the conjunctive guard of 4. For-
mally, we conjoin the following condition to the local transition semantics presented in
Example[3} ¢; € g(a) forall j € {1,...,n}\ {i}.

Local action a is said to be conjunctively guarded if g(a) # L. Hence a BP is a
CGBP in which no action is conjunctively guarded, since in this case the additional
requirement on each local transition is tautological.

Our reduction transforms a CGBP B = (L,X,R,g) into a BP B’ = (L', R’). In-
tuitively B’ replaces conjunctively guarded local actions with broadcasts. These new
broadcasts allow all processes to check if they would have permitted the transition in B,
i.e. if their local state satisfies the CG. Whenever a process detects a violation of a CG
in this manner, it refuses to participate in any future actions by “resigning”; resigned
processes are stuck in that state forever.

Formally, we define B’ as follows. We denote by X, the set of conjunctively guarded
actions in B, i.e. Xoe = {a|a € Zy A g(a) # L}.

— L' = LU{resigned}, where resigned is a new local state not in L. A process will
enter resigned if it notices (through a broadcast) that a conjunctive guard was vio-
lated.

- Y is defined by X} = %, \ X, X, = X, and X)) = X, U X, i.e. all conjunctively
guarded local actions are replaced with broadcasts.

— R’ contains exactly the following transitions

e foreach (¢,0,¢') € R such that o € {a!,a?,a!!,a??} UX) we have ({,a,¢') e R'.
Hence all rendez-vous, broadcast, and non-conjunctively guarded local actions
are unchanged.

e foreach (¢,a,!') € R such that a € 3., we have (£,a!!,¢') € R'. Hence conjunc-
tively guarded local actions become broadcasts.

e for each a € 3¢ (¢,a??,0') € R', where ¢/ = ( if { € g(a) otherwise ¢ =
resigned. Hence, upon receiving a broadcast corresponding to a CG transition,
a process is unaffected if it satisfied the conjunctive guard, otherwise it enters
resigned.

e for each a € Z) we have (resigned,a??, resigned) € R'. These transitions serve
only to satisfy the restriction that broadcasts must always be received.

The following theorem states that B’ is a sound reduction of B, and can be proved by
observing that any reachable state of B corresponds to a reachable state of B’ in which
no process is in local state resigned.

Theorem 5. For CGBP ‘B, Safe(B',1,U) implies Safe(‘B,1,U).

This reduction is “complete” if a certain decidable side condition holds. For each con-
junctively guarded local transition a of B, let g(a) C L be the set of local states ¢ such
that there exists a sequence of zero or more non-conjunctively guarded local transitions
taking ¢ to a state ¢’ € g(a); note that g(a) C g(a). We construct a broadcast protocol

4 Our definition of CGBP allows only local actions to have conjunctive guards. The definition
and the reduction can be generalized to support conjunctively guarded rendez-vous and broad-
casts.
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B" that modifies B’ as follows. A new local state error is added, and when a process in
local state ¢ receives broadcast a (corresponding to a conjunctively guarded local action
in B), its next state is £, defined by

error  if £ ¢ g(a)
V' = { resigned if { € gla) Nl & g(a)
1 if ¢ € g(a)

Let Error be the set of all broadcast protocol states such that at least one process is in
local state error. We note that Error is upward-closed. The following theorem states
that if Error is unreachable in B”, then the conjunctive guard reduction is both sound
and complete.

Theorem 6. For CGBP ‘B, suppose Safe(B”,I,Error). Then Safe(B,1,U) if and only
if Safe(B',1,U).

7 Experiments

In this section, we present experimental results for several petri nets, a MESI cache pro-
tocol, a lossy channel system, and a more elaborate caching protocol. All experiments
were run on a machine with an Intel Pentium 4 at 2.6GHz and 4GB total memory. The
implementation of the classical approach we compare against is based on an extension
of CSTs called interval sharing trees [21]].

71 Petri Nets

In [[13]], Delzanno et al. run their CST-based implementation of the classical approach
against several petri nets. These nets have small dimensionality, so, as discussed in
Sect.[5.3] we do not expect our approach to perform well. Indeed, Table[I]shows that the
CST-based implementation outperforms our approach by several orders of magnitude.
Recall from Sect. [5.3] that we anticipated that our approach would have an advantage
when the height of our BDDs is dwarfed by the height of the CSTs, which is not the
case here. In fact, for all three petri nets, the CSTs enjoy a shorter height than the BDDs.

7.2 MESI Protocol

MESI is a common variety of cache coherence protocol. In a MESI protocol, each
client has a cache block in one of four states: modified (M), exclusive (E), shared (S), or

Table 1. Experiments involving selected petri nets from [13]. For Mesh(2 x 2), our tool spaced
out

|Petri net |Our runtime|CST runtime‘Max BDD height|CST height (dimensionality)|
Multipool 3010 2.09 50 18
CSM 95 0.06 36 14
Mesh(2 x 2) >1300 1.30 >40 32
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Table 2. Results for the MESI protocol with conjunctive guards over multiple blocks. Run times
are in seconds. The column dimension indicates the height of the CST data structures in the CST
approach, and also the width of the real vectors processed by Hytech in Delzanno’s polyhedral
approach

[[# of blocks|Our runtime[CST runtime[Hytech runtime[Max BDD height|dimension||

1 0.0 0.0 0.0 9 5
2 0.1 0.2 380.0 18 25
3 0.7 131.9 >7989.0 27 125
4 4.6 36 625

invalid (I). Although many MESI protocols are conceivable, here we use the standard
version used by computer architects (e.g., [10]), which has a conjunctive guard, so we
use our reduction from Sect.

We wanted a “knob” that would give us some control over the size of the local state
space. Since cache protocols are typically used to orchestrate the sharing of multiple
blocks, we instantiated the MESI protocol over m blocksd, for m € {1,2,3,4}.

Results are given in Table[2l Our CG reduction allowed the verification to succeed,
so there was no need to verify the side condition. We compare our result against both
the CST-based classical approach and another variant of the classical approach based on
the polyhedral model checker hytech [11,124]. The results clearly indicate the superior
scalability of our approach as the local state grows. The Hytech-based approach aborts
even for m = 3, reporting “Out of memory”. The parser of the CST tool cannot handle
the size of the description of MESI with 4 blocks, which is 5.9 MBs. This large size
arises because the broadcast matrices used by the classical approach grow quadratically
in the dimension of the problem. This contrasts with the mere 30 KB of SMV that
constitutes our tool’s input.

7.3  Alternating Bit Protocol

As an experiment with lossy channel systems, we selected the alternating bit protocol
(ABP). ABP involves two unbounded, lossy channels, one that carries data and se-
quence bits from the sender to the receiver, and another that carries acknowledgements
from the receiver to the sender. Our ABP model is based on the presentation in [27],
and we verify that whenever the sender receives an acknowledgement, the previously
sent data (a copy of which is saved by the sender) matches the receiver’s data buffer.
As a complexity knob, we vary the number data_count, which specifies the number of
different data values that may be sent. Results are shown in Table[3l

5 In this case, since the “sub-protocols” controlling each block are independent, correctness for
m = 1 entails correctness for all m > 1. In practice, however, such a simplification is often not
possible, because real protocols can exhibit nontrivial interactions between different blocks.
This experiment measures how our approach handles the explosive growth in local state re-
sulting from analyzing multiple blocks.
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Table 3. Alternating Bit Protocol Results. As a rough comparison, we ran preliminary experi-
ments with TReX, a state-of-the-art verification tool for lossy channel systems [3]. We do not
intend a direct comparison, because of our inexperience with TReX (e.g., an internal data struc-
ture overflowed when we tried data_count = 6). However, the pattern is clear: TReX is faster
when the alphabet (analogous to dimensionality in broadcast protocols) is small, but the run time
is growing exponentially; our tool scales more gracefully

| |data_count | our runtime | |

3 0.2 |data_count| TReX runtimel|
7 0.6 | 0.01
15 1.9 2 0.02
31 5.7 3 0.05
63 23.1 4 0.08
127 90.0 5 0.15
255 340.7

74 German’s Protocol

German’s protocol [23]] is a challenge problem for parameterized verification that has
been previously tackled in several papers [28L126,18]]. As in [8], we include a one bit data
path. The original description [23] is a Murd model, and is almost a CGBP: the Mur¢
description involves a variable of type client ID. We’ve encoded this variable by simply
giving each process an extra bit, which is true iff the original variable would point to
the process. This system is a CGBP, and our CG reduction is applied.

As mentioned in Sect.[Z2] even describing a BP in a format suitable for the classical
approach is problematic when the dimension is large. Due to its various channels and
the presence of data variables, our model of German’s protocol has a dimensionality of
6144. For this reason, we were unable even to run the CST-tool against this example.
The results for our tool are given in Table [l

Table 4. Results for German’s Protocol. To convert the protocol to a CGBP, we needed to re-
encode the curPtr variable. Although this encoding was straightforward, we verified the encoding
as a sanity check. The main verification task was “data coherence”, which verified that the value
of each read is the most recently written data value. Since the CG reduction is sound and the veri-
fication succeeded, we actually did not need to run the “conjunctive guard reduction” verification
task. We have provided the run time simply to illustrate that the side condition is verifiable in
practice

||Pr0perty (all passed) |Runtime (sec)”
Encoding of curPtr 3
Conjunctive guard reduction 214
Data coherence 63
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8 Conclusions and Future Work

We have introduced the concept of NSW and provided a new algorithm for verification
of these transition systems. The algorithm harnesses the power of finite-state symbolic
model checking. We have also introduced a new reduction for systems with unbounded
conjunctive guards. As predicted by our theory, experimental results show that our new
verification algorithm greatly outperforms existing approaches for systems that involve
large local state spaces, control state spaces, channel alphabets, etc. We attribute this to
the ability of BDDs to encode such sets succinctly.

Our current implementation is fairly naive. We believe more sophisticated symbolic
model checking techniques can produce still better results. Other avenues for future
work include computing bounds on BDD sizes, finding additional NSW applications,
and finding ways to apply our method semi-algorithmically to systems that are not NSW.

Very recently, Geeraerts etal. [22] have proposed acompelling approach to verification
of WSTS based on forward reachability. This is the first sound and complete algorithm
that performs forward analysis of WSTS. Similar to our approach, theirs is based on a
framework in which a sequence of finite-state subsystems of increasing size are examined
until either a counterexample is found, or a certain convergence condition is reached.
Convergence occurs when an abstraction, which becomes more and more precise, is tight
enough to verify non-reachability. Obvious directions for future work include comparing
our approach with that of Geeraerts et al., and investigating the possibility of employing
BDDs as we do for backward reachability in their forward framework.
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Abstract. The interaction among concurrently executing threads of a
program results in insidious programming errors that are difficult to
reproduce and fix. Unfortunately, the problem of verifying a concurrent
boolean program is undecidable [24]. In this paper, we prove that the
problem is decidable, even in the presence of unbounded parallelism, if
the analysis is restricted to executions in which the number of context
switches is bounded by an arbitrary constant. Restricting the analysis
to executions with a bounded number of context switches is unsound.
However, the analysis can still discover intricate bugs and is sound up
to the bound since within each context, a thread is fully explored for
unbounded stack depth. We present an analysis of a real concurrent
system by the zING model checker which demonstrates that the ability
to model check with arbitrary but fixed context bound in the presence
of unbounded parallelism is valuable in practice. Implementing context-
bounded model checking in ZING is left for future work.

1 Introduction

The design of concurrent programs is difficult due to interaction between con-
currently executing threads, leading to programming errors that are difficult to
reproduce and fix. Therefore, analysis techniques that can automatically detect
errors in concurrent programs can be invaluable. In this paper, we present a
novel interprocedural static analysis based on model checking [8/23] for finding
subtle safety errors in concurrent programs with unbounded parallelism.

Algorithms exist for checking assertions in a single-threaded boolean program
with procedures (and consequently an unbounded stack) [28,25] and form the
basis of a number of efficient static analysis tools [4,[10] for sequential programs.
But the same problem is undecidable for multi-threaded programs [24]. As a
result, most previous analyses for concurrent programs have suffered from two
limitations. Some restrict the synchronization model, which makes the analysis
inapplicable to most common concurrent software applications. Other analyses
are imprecise either because they are flow-insensitive or because they use de-
cidable but coarse abstractions. This limitation makes it extremely difficult to
report errors accurately to programmers. As a result, these analyses have seen
limited use in checking tools for concurrent software. We present a more detailed
discussion of related work in Section

N. Halbwachs and L. Zuck (Eds.): TACAS 2005, LNCS 3440, pp. 93-I07] 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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In this paper, we take a different approach and focus on the following decision
problem:

Given a multithreaded boolean program P and a positive integer k, does
P go wrong by failing an assertion via an execution with at most k
contexts?

A context is an uninterrupted sequence of actions by a single thread. Thus, in an
execution with k contexts execution switches from one thread to another k£ — 1
times. We prove that this problem is decidable and present an algorithm that is
polynomial in the size of P and exponential in the parameter k.

Our technique, although unsound in general, is both sound and precise for
context-bounded executions of concurrent programs. We believe that it can catch
nontrivial safety errors caused by concurrency. First, even though our analysis
bounds the number of contexts in an execution, it fully explores a thread within
each context. Due to recursion within a thread, the number of stack configura-
tions explored within a context is potentially unbounded. Our analysis considers
each such reachable configuration as a potential point for a context switch and
schedules all other threads from it. Second, our experience analyzing low-level
systems code with the KISS checker [22] indicates that a variety of subtle bugs
caused by concurrency are manifested by executions with few contexts.

Our work is inspired by the KISS project but significantly extends its scope by
employing entirely different techniques. The KISS checker simulates executions of
a concurrent program P with the executions of a sequential program P’ derived
from P. The various threads in P are scheduled using the single stack of P’. The
use of a single stack fundamentally limits the number of context switches that
can be explored. KISS is unable to explore more than two context switches for a
concurrent program with two threads and cannot handle an unbounded number
of threads. This paper presents a general algorithm for exploring an arbitrary
number of context switches, even in the presence of unbounded parallelism, in a
way that is sound and precise up to the bound.

The main difficulty with context-bounded model checking is that in each
thread context, an unbounded number of stack configurations could be reach-
able due to recursion. Since a context switch may happen at any time, a precise
analysis must schedule other threads from each of these configurations. To guar-
antee termination, a systematic state exploration algorithm must use a finite
representation of an unbounded set of stack configurations. Our previous algo-
rithm based on transactions and procedure summaries [20] is not guaranteed to
terminate for context-bounded model checking because it keeps an explicit rep-
resentation of the stack of each thread. Summarization [20] may still be useful
as an optimization technique that is complementary to the techniques presented
in this paper.

We achieve a finite representation of an unbounded set of stack configura-
tions by appealing to the result that the reachable configurations (sometimes
called the pushdown store language) of a pushdown system is regular [312]27]
and consequently representable by a finite automaton. We use this fact to design
an algorithm for context-bounded model checking for a concurrent boolean pro-



Context-Bounded Model Checking of Concurrent Software 95

gram with a finite but arbitrary number of threads. We then consider the main
problem of this paper, context-bounded model checking of dynamic concurrent
boolean programs. A dynamic concurrent boolean program is allowed to use two
new operators. The fork operator creates a new thread and returns an integer
identifying the new thread. The join operator blocks until the thread identified
by an argument to the operation has terminated. We assume that fork, join,
and copy from one variable to another are the only operations on thread iden-
tifiers. We show that for any context bound k and for any dynamic concurrent
boolean program P, we can construct a concurrent boolean program ) with k+1
threads such that it suffices to check @) rather than P. Since concurrent software
invariably uses dynamic thread creation, this result significantly increases the
applicability of context-bounded model checking.
Proofs of the theorems in this paper can be found in our report [21].

2 Example

In this section, we present an example of a real concurrency error that requires
four context switches to manifest itself. The error was found by model checking a
large transaction management system written in C# with a bounded number of
threads, using the model checker ZING [2] after compiling 10,000 lines of C# code
into ZING. Since the error cannot manifest itself with fewer than four context
switches, it could not be discovered by the techniques of KISS [22] which are
inherently limited to two context switches.

The code shown in Figure [0l contains excerpts from two methods of a
hashtable class that is part of the transaction manager implementing the two-

void Remove( LtmInternalTransaction tx ) bool ProcessList()
{ {
if( 'tx.inTimerList ) LtmInternalTransaction tx;
{ long expirationTime = DateTime.UtcNow.Ticks;
// This transaction is not in the list.
return; do
} {
POINT 1: tx = null;
lock( this ) // lock bucket of hash table lock( this ) // lock bucket of hash table
{ {
if ( tx.nextLink !'= null ) ... // remove transaction from timeout list
{ ... // tx is made non-null here
POINT 3: ¥
tx.nextLink.prevLink = tx.prevLink; if ( tx != null )
} {
if ( tx.prevLink !'= null ) tx.prevlink = null;
{ POINT 2:
// ERROR: null pointer dereference tx.nextLink = null;
tx.prevLink.nextLink = tx.nextLink; POINT 4:
} .
.. }
X } while( tx !'= null );
}

Fig. 1. Example
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phase commit protocol. The methods Remove and ProcessList are found within
a class that implements a bucket of the hashtable. When a client thread is reg-
istered with the transaction manager, a reference to the thread is stored in the
hashtable. The error arises when a thread T, has comitted a transaction tx and
executes in the Remove method in order to remove the finished transaction from
the appropriate bucket of the hashtable. At the same time, a timer thread T} is
executing in the ProcessList method to determine if any of the transactions
referenced in the bucket of the hashtable has timed out. Thread T, gets inter-
rupted at POINT 1 in the Remove method, just after it has tested that tx has
not already been removed by the timer and just before it tries to acquire a lock
on the bucket in order to remove the transaction. Thread T; acquires the lock
on the same bucket inside ProcessList, and it decides that transaction tx has
timed out. It goes on to remove tx by setting the bucket links in tx to null (the
bucket is a doubly-linked list). Just before setting tx.nextLink to null, another
context switch occurs, at POINT 2. Thread T, resumes execution at POINT 1 and
learns that tx.nextLink is non-null. It gets interrupted by thread T} at POINT
3 which resumes execution at POINT 2 and sets tx.nextLink to null. It gets
interrupted by thread T, at POINT 4. Thread T, resumes execution at POINT
3 and dereferences the null pointer tx.nextLink. The error can be fixed by
extending the scope of the lock statement in the ProcessList method down to
POINT 4.

We have been able to discover several other bugs in the system of the same
nature. However, we have not been able to check the system under scenarios
in which asynchronous calls and dynamically created timers may create new
threads, because ZING may not terminate on programs with unbounded paral-
lelism. The results of this paper show that we can achieve a finite abstraction
by bounding the number of contexts to an arbitrary constant, even in the pres-
ence of dynamic thread creation. It is an important problem for future work to
integrate our algorithm in zZING, thereby enabling us to find deep errors such as
the one shown above, even in the presence of unbounded parallelism.

3 Pushdown Systems

Domains
I 1
yelr Stack alphabet
w e I Stack
gedqd Global state
AC(GxT)x(GxTI™) Transition relation
ceGxTI™ Configuration

a4 C (G xI") x (G xI") Pds transition

Let G and I be arbitrary fixed finite sets. We refer to G as the set of global
states, and we refer to I" as the stack alphabet. We let g range over elements of
G, and we let v range over elements of I'. A stack w is an element of '™, the
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set of finite strings over I', including the empty string €. A configuration c is an
element of G x I'*; we write configurations as ¢ = (g, w) with g € G and w € I'*.

A transition relation A over G and I is a finite subset of (G x I") x (G x I'*).
A pushdown system P = (G, I', A, gin, w;yn) is given by G, I', a transition relation
A over G and I, and an initial configuration (g, w;,). The transition relation
A determines a transition system on configurations, denoted — A, as follows:
(g,vw")y — A (¢, ww') for all w' € ', if and only if ((g,7), (¢, w)) € A. We
write —7%, to denote the reflexive, transitive closure of — 4. Notice that, by
the signature of A, there are no transitions — A from a configuration whose
stack is empty. Hence, a pushdown system as defined here halts when the stack
becomes empty.

A configuration ¢ of a pushdown system is called reachable if and only if
Cin — ¢, where ¢;;, is the initial configuration of the pushdown system. In
general, there are inifinitely many reachable configurations of a pushdown sys-
tem, because the stack is unbounded.

The reachability problem for pushdown systems is decidable because the
set of reachable configurations (sometimes called the pushdown store language)
of a pushdown system is regular [BL[12]. A regular pushdown store automaton
A= (Q,I,6,I,F) is a finite automaton with states @, alphabet I, transition
relation 6 C @ x I' x @, initial states I and final states F. The automaton may
contain e-transitions. The sets @) and [ satisfy G C @ and I C G. Such an
automaton defines a language of pushdown configurations by the rule [27]:

- A accepts a pushdown configuration (g, w), if and only if A accepts the word
w when started in the state g.

A subset S C G x I'* of pushdown configurations is called regular, if and only if
there exists a regular pushdown store automaton A such that S = L(A).

For a pushdown system P = (G, I, A, gin, w;,) and a set of configurations
S C G x I'*, let Post’y(S) be the set of configurations reachable from S, i.e.,
Post’h(S) = {c| 3¢ € S. ¢ —% c¢}. The following theorem [27] shows that
the set of reachable configurations from a regular set of configurations is again
regular. For details on the construction leading to this result we refer the reader

to [27].

Theorem 1 ([27]). Let P = (G, I, A, gin,win) be a pushdown system, and
let A be a regular pushdown store automaton. There exists a regular pushdown
store automaton A’ such that Post’y(L(A)) = L(A’). The automaton A’ can be
constructed from P and A in time polynomial in the size of P and A.

4 Concurrent Pushdown Systems

A concurrent pushdown system is a tuple P = (G, I', Ay, ..., AN, in, Wipn) With
transition relations Ag,..., Ay over G and ', N > 0, an initial state g;, and
an initial stack w;,. A configuration of a concurrent pushdown system is a tuple
¢ ={g,wp,...,wy) with g € G and w; € I'*, that is, a global state g followed by
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Input: Concurrent pushdown system (G, I, Ag, ..., AN, gin, Win) and bound k

0. let A, = (Q7F7 6, {9171}7 F) such that L(Am) = {<gm7wm>}§

1. WL := {({(g, Ain,- .., Ain),0)}; // There are N copies of A;,

2. Reach := {(g, Ain, .., Ain)};

3. while (WL not empty)

4. let ({g,Ao,...,AN),i) = REMOVE(WL) in

5. if (i < k)

6. forall (j =0...N)

7 let A} = Post*Aj (Aj) in

8 forall (¢’ € G(A;)) {

9 let = = (g’, RENAME(Ag, g'), . . ., ANONYMIZE(AS, ¢'), .. .,

RENAME(A N, g')) in
10. ADD(WL, (z,i+ 1));
11. Reach := Reach U {x};

Output : Reach

Fig. 2. Algorithm

a sequence of stacks w;, one for each constituent transition relation. The initial
configuration of P is (gin, Win, - - ., Wi ) where all N + 1 stacks are initialized to
Win. The transition system of P, denoted — p, rewrites configurations of P by
rewriting the global state together with any one of the stacks, according to the
transition relations of the constituent pushdown systems. Formally, we define
(9, wo, ..oy wiy ... wN) — (¢ wo, ..., wl,...wy) if and only if (g, w;) — A,
(¢',w}). We define the transition relation — p on configurations of P by the
union of the —;, i.e., —p = Uij\io —.

4.1 Bounded Reachability

A configuration c is called reachable, if and only if ¢;, —% ¢, where ¢;;, is the
initial configuration. The reachability problem for concurrent pushdown systems
is undecidable [24]. However, as we will show below, bounding the number of
context switches allowed in a transition leads to a decidable restriction of the
reachability problem.

For a positive natural number k, we define the k-bounded transition relation

£ on configurations ¢ inductively, as follows:

1. o
¢ — ¢ iff there exists ¢ such that ¢ —7 ¢
k+1

¢ L ¢/ iff there exist ¢ and i such that ¢ — ¢’ and ¢’ —r
Thus, a k-bounded transition contains at most k—1 “context switches” in which
a new relation —; can be chosen. Notice that the full transitive closure of each
transition relation —; is applied within each context. We say that a config-
uration c¢ is k-reachable if ¢;y, ", ¢. The k-bounded reachability problem for a
concurrent pushdown system P is: Given configurations ¢y and ¢y, is it the case

that cq LI c?
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For fixed k, the lengths and state spaces of k-bounded transition sequences
may be unbounded, since each constituent transition relation — may generate
infinitely many transitions containing infinitely many distinct configurations.
Therefore, decidability of k-bounded reachability requires an argument. In order
to formulate this argument, we will define a transition relation over aggregate
configurations of the form ((g, Ry, ..., Ry)), where R; are regular subsets of I'*.

For a global state g € G and a regular subset R C I'*, we let (g, R)) denote
the set of configurations {(g,w) | w € R}. Notice that ((g,0)) = 0. For G =
{91,.-.,9m}, any regular set of configurations S C G x I'* can evidently be
written as a disjoint union: (x) S = .-, (g, R;)) for some regular sets of stacks
R; C I'*,i=1...m (if there is no configuration with global state g; in S, then we
take R; = (.) By Theorem[I] the set Post’(S) for regular S can also be written
in the form (*), since it is a regular set. We abuse set membership notation to
denote that {(¢’, R')) is a component of the set Post’,(S) as represented in the
form (x), writing ((¢', R")) € Posty(S) if and only if Post’s(S) = W, (g, Ri)
with (¢', R")) = ((g], i) for some j € {1,...,m}.

Given a concurrent pushdown system P = (G,I,Aq,...,AN,gin,Win),
we define relations =—>; on aggregate configurations, for ¢+ = 0...N, by
{9, Roy..-,Ri,...,RN) =i (¢, Ro,...,R},...,Ry)) if and only if (¢', R})) €
Post’y (((g, Rs))). Finally, define the transition relation == on aggregate config-
urations by the union of the =;, i.e., = = ( i]\LO —;). For aggregate con-

figurations a; and ag, we write a; LN as, if and only if there exists a transition
sequence using = starting at a; and ending at as with at most k transitions.
Notice that each relation =>; contains the full transitive closure computed by
the Post’,, operator.

The following theorem reduces k-bounded reachability in a concurrent push-
down system to repeated applications of the sequential Post™ operator.

Theorem 2. Let P = (G, I, Ay, ..., AN, gin,Win) be a concurrent pushdown
system. Then, for any k, we have (g,wo, ..., WN) LN (g, why ..., wh) if and

only if {g,{wo},...,{wn}) £ (¢, Ry, ..., RN)) for some Ry, ..., Ry such
that w} € R} for alli € {0,...,N}.

4.2 Algorithm

Theorem 1 and Theorem 2 together give rise to an algorithm for solving the
context-bounded reachabilitylbroblem for concurrent pushdown systems. The
algorithm is shown in Figure 2.

The algorithm processes a worklist WL containing a set of items of the
form ((g, Ao,...,An),1), where g € G is a global state, the A; are push-
down store automata, and 4 is an index in the range {0,...,k — 1}. The op-
eration REMOVE( WL) removes an item from the worklist and returns the item;
ADD( WL, item) adds the item to the worklist. The initial pushdown store au-

a
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tomaton A;, = (Q,I,8,{gin}, F) hbk initial state g;, and accepts exactly the
initial configuration (g, w;,). In the line numbered 7 of the algorithm in Fig-
ure 2, the pushdown store automaton A} = Post}, (A4;) is understood to be
constructed according to Theorem 1 so that L(A}) = Posty (L(4;)). In line
8, G(AY) = {g' | Fw.(¢',w) € L(A})}. All pushdown store automata A; con-
structed by the algorithm have at most one start state g € G. When applied
to such an automaton RENAME(A, ¢') returns the result of renaming the start
state if any of A to ¢’. The operation ANONYMIZE(A, ¢') is obtained from A by
renaming all states of A except ¢’ to fresh states that are not in G.

The algbrithm in Figure 2 works by repeatedly applying the Post* operatof b
regular pushdown store automata that represent components in aggregate con-
figurations. The operations RENAME and ANONYMIZE are hidcessary for applying
Theorem 1 repeatedly, since the construction of pushdown store automata [27)
uses elements of G as statéd in these automata. In order to avoid confusion be-
tween such states across iterated applications of Theorem 1, renaming on states
from G is necessary, and hence successive pushdown store automata constructed
by the algorithm in Figure 2 may grow for increasing values of the bound k. This
factunderlies the undecidability of the unbourged reachability problem.

Theorem 3. Let P = (G,I,Ay,...,AN,gin,Win) be a concurrent pushdown
system. For any k, the algorithm in Figure 2 terminates on input P and k,
and {(Gin, {Win}, -, {win}) LN {¢', Ry, .-, RN) if and only if the algorithm
outputs Heach with (g', Ay, ..., A\Ne Reach such that L(A}) = (g, R} for all
ie{0,...,N}. O

Theorem 2 together with Theorem 3 imply that the algorithm in Figure 2 solves
the context-bounded model checking problem, since Theorem 2 shows that ag-

gregate configurations correctly represent reachability in the relation L

For a concurrent pushdown system P = (G, I, Ay, ..., AN, Gin, Win) We mea-
sure the size of P by |P| = max(|G|,|A¢l|,|A1l,...,]AnN]|,|]]). For a push-
down store automaton A = (Q,I,6,1, F) we measure the size of A by |A4| =
max(|Q). |8]. 7). H

Theorem 4. For a concurrent pushdown system P = (G, I, Ao,..., AN, Gin,
W) and a bound k, the algorithm in Figure 2 decides the k-bounded reachability
problem in time O(k3(N|G|)*|P|?).

5 Dynamic Concurrent Pushdown Systems

In this section, we define a dynamic concurrent pushdown system with operations
for forking and joining on a thread. To allow for dynamic fork-join parallelism,
we allow program variables in which thread identifiers can be stored. Thread
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identifiers are members of the set Tid = {0, 1,2,...}. The identifier of a forked

thread may be stored by the parent thread in such a variable. Later, the parent

thread may perform a join on the thread identifier contained in that variable.
Formally, a dynamic concurrent pushdown system is a tuple

(GBV,GTV,LBV , LTV A Ap, AJ, Gin,Yin)-
The various components of this tuple are described below.

— GBYV is the set of global variables containing boolean values and GT'V is the
set of global variables containing thread identifiers. Let G be the (infinite)
set of all valuations to the global variables.

— LBV is the set of local variables containing boolean values and LTV is the
set of local variables containing thread identifiers. Let I" be the (infinite) set
of all valuations to the local variables.

— AC (GxTI)x(GxI™")is the transition relation describing a single step of
any thread.

— Arp C Tid x (G x I') x (G x I'*) is the fork transition relation. If
(t,{g,7),(¢',w)) € Ap, then in the global store g a thread with v at the
top of its stack may fork a thread with identifier ¢ modifying the global store
to ¢’ and replacing v at the top of the stack with w.

— Ay C LTV x (G x I') x (G x I'") is the join transition relation. If
(z,(g9,7),{g’,w)) € Ay, then in the global store g a thread with 7 at the top
of its stack blocks until the thread with identifier () finishes execution. On
getting unblocked, this thread modifies the global store to ¢’ and replaces
at the top of the stack with w.

— gin 18 a fixed valuation to the set of global variables such that g;,(z) = 0 for
allz € GTV.

— 7in is a fixed valuation to the set of local variables such that v;,(x) = 0 for
all x € LTV.

Domains
I 1
ss € Stacks = Tid — (I'U{$})"
c € C =G x Tid x Stacks Configuration
|~ cCxC

Every dynamic concurrent pushdown system is equipped with a special sym-
bol $ ¢ I' to mark the bottom of the stack of each thread. A configuration of
the system is a triple (g, n, ss), where g is the global state, n is the identifier
of the last thread to be forked, and ss(t) is the stack for thread ¢ € Tid. The
execution of the dynamic concurrent pushdown system starts in the configura-
tion (gin, 0, ss0), where sso(t) = v, $ for all ¢ € Tid. The rules shown below
define the transitions that may be performed by thread ¢ from a configuration

(g, n, ss).
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Operational Semantics

I (SEQ) (SEQEND)
t<n ss(t)=~w ({(g,7),{d,w)) € A t<n ss(t)=3%
(g,n, ss) ~¢ (g, n, ss[t :== ww']) (g,m, 88) ~¢ (g, m, ss[t := €])
(FORK)

t S?’L ss(t) :’YU/ (n+17<g7’7>7<g/3w>) € AF
{g,m,s8) ~¢ (g ,m+ 1, s8]t := ww'])

(JoIN)
t<n ss(t)=~yw'" =z €LTV (2,(9,7),({q,w)) € A; ss(y(z))=¢
(g,m, 85) ~1 (g, n, ss[t == ww'])

All rules are guarded by the condition ¢ < n indicating that thread ¢t must
have already been forked. Thus, only thread 0 can make a move from the initial
configuration (g;n, 0, sso). The rule (SEQ) allows thread ¢ to perform a transition
according to the transition relation A. The rule (SEQEND) is enabled if the top
(and the only) symbol on the stack of thread ¢ is $. The transition pops the
$ symbol from the stack of thread ¢ without changing the global state so that
thread ¢ does not perform any more transitions. The rule (FORK) creates a new
thread with idenfier n + 1. The rule (JOIN) is enabled if thread ~(x), where v is
the symbol at the top of the stack of thread ¢, has terminated. The termination
of a thread is indicated by an empty stack.

5.1 Assumptions

In realistic concurrent programs with fork-join parallelism, the usage of thread
identifiers (and consequently variables containing thread identifiers) is restricted.
A thread identifier is created by a fork operation and stored in a variable. Then,
it may be copied from one variable to another. Finally, a join operation may look
at a thread identifier contained in such a variable. In a nutshell, no control flow
other than that implicit in a join operation depends on thread identifiers. We
exploit the restricted use of thread identifiers in concurrent systems to devise an
algorithm for solving the k-bounded reachability problem.

To formalize the assumptions about the restricted use of thread identifiers,
we need the notion of a renaming function. A renaming function is a partial
function from Tid to Tid. When a renaming function f is applied to a global
store g, it returns another store in which the value of each variable of type Tid is
transformed by an application of f. If f is undefined on the value of some global
variable in g, it is also undefined on g. Similarly, a renaming function can be
applied to a local store as well. A renaming function is extended to a sequence
of local stores by pointwise application to each element of the sequence.
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(g,7) —2—> (¢, w)

bk

(f(9), F()) =2 (g, fw)

Fig. 3. Pictorial view of assumption about A

Figure [] presents a pictorial view of assumption about A. This view shows
four arrows, two horizontal labeled with the transition relation A and two ver-
tical labeled with the renaming function f. The assumption on A expresses two
requirement on tuples (g, ) for which the left vertical arrow holds: (1) If the top
horizontal arrow holds in addition, then the remaining two arrows hold. (2) If
the bottom horizontal arrow holds in addition, then the remaining two arrows
hold. Assumptions about Ag and A; are similar in spirit to A. For lack of space,
we leave the formal statements of these assumptions in our technical report [21].

5.2 Reduction to Concurrent Pushdown Systems

In this section, we show how to reduce the problem of k-bounded reachability on
a dynamic concurrent pushdown system to a concurrent pushdown system with
k + 1 threads. Given a dynamic concurrent pushdown system P and a positive
integer k, our method produces a concurrent pushdown system Py containing
k+1 threads with identifiers in {0,1, ..., k} such that it suffices to verify the k-
bounded executions of Py. The latter problem can be solved using the algorithm
in Figure

The key insight behind our approach is that in a k-bounded execution, at
most k different threads may perform a transition. We would like to simulate
transitions of these k threads with transitions of threads in P with identifiers in
{0,...,k—1}. The last thread in P, with identifier k never performs a transition;
it exists only to simulate the presence of the remaining threads in P.

Let Tidy = {0,1,...,k} be the set of the thread identifiers bounded by k.
Let AbsGy and AbsI'j be the set of all valuations to global and local variables
respectively, where the variables containing thread identifiers only take values
from Tid;,. Note that both AbsG), and AbsI';. are finite sets.

Given a dynamic concurrent pushdown system

P=(GBV,GTV,LBV , LTV A Ap, AJ, Gin,Vin)
and a positive integer k, we define a concurrent pushdown system
Pk = (AbSGk X Tidk X P(Tldk), Abst U {$}, Ao, ey Ak, (g,m,o, @),’}/m$).

The concurrent pushdown system P, has k + 1 threads. A global state of Py is
3-tuple (g,n,a), where g is a valuation to the global variables, n is the largest
thread identifier whose corresponding thread is allowed to make a transition, and
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« is the set of thread identifiers whose corresponding threads have terminated.
The initial global state is (g, 0, (), which indicates that initially only thread 0
can perform a transition and no thread has finished execution. The rules below
define the transitions in the transition relation A; of thread ¢.

Definition of A,

(ABSSEQ) (ABSSEQEND)
t<n ({g,7): (g, w) €A t<n

(<(gvn,a)77> ) <(g/7n7 a)7w>) €A (<(gvn7a)7$> ) <(g7n7aU {t})7€>) € A

(ABSFORK) (ABSFORKNONDET)
t<n n+l1<k (n+1,(g,7). (g \w) €Ar t<n (k(g,7) (g w)) € Ar

(<(97n70¢)77> s <(g/7n+ 1,a),w)) € A (<(gﬂn7a)77> s <(g/7n7a)7w>) €A

(ABSJOIN)
t<n 2e€LTV (z,(9,7). (g, w)) €Ay ~(z) €a

(<(gvna O‘)v/7> ’ ((g/,n, a),w)) € At

Note that all rules above are guarded by the condition ¢ < n to indicate that
no transition in thread ¢ is enabled in ((g,n, «),~) if t > n. The rule (ABSSEQ)
adds transitions in A to A;. The rule (ABSSEQEND) adds thread ¢ to the set of
terminated threads. The rules (ABSFORK) and (ABSFORKNONDET) handle thread
creation in P and are the most crucial part of our transformation. The rule
(ABSFORK) handles the case when the new thread being forked participates in a
k-bounded execution. This rule increments the counter n allowing thread n+1 to
begin simulating the newly forked thread. The rule (ABSFORKNONDET) handles
the case when the new thread being forked does not pariticipate in a k-bounded
execution. This rule leaves the counter n unchanged thus conserving the precious
resource of thread identifiers in Pj,. Both these rules add the transitions of the
forking thread in Ag to A. The rule (ABsJOIN) handles the join operator by using
the fact that the identifiers of all previously terminated threads are present in
«. Again, this rule adds the transitions of the joining thread in A; to A.

We can now state the correctness theorems for our transformation. To sim-
plify the notation required to state these theorems, we write a configuration
((¢',n,a),wp, w1, ...,wg) of Py as {(¢',n,a),ss’), where ss’ is a map from
Tidy to (Absl'y, U $)*.

First, our transformation is sound which means that by verifying Pj, we do
not miss erroneous k-bounded executions of P.

Theorem 5 (Soundness). Let P be a dynamic concurrent pushdown system
and k be a positive integer. Let (g,n, ss) be a k-reachable configuration of P.
Then there is a total renaming function f : Tid — Tidy and a k-reachable
configuration {(g',n’,«), ss’) of the concurrent pushdown system Py such that

g' = f(g) and ss'(f(4)) = f(ss(4)) for all j € Tid.
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Second, our transformation is precise which means that every erroneous k-
bounded execution of Py corresponds to an erroneous execution of P.

Theorem 6 (Completeness). Let P be a dynamic concurrent pushdown sys-
tem and k be a positive integer. Let {(¢',n’, ), ss') be a k-reachable configuration
of the concurrent pushdown system Py. Then there is a total renaming func-
tion f : Tid — Tidy and a k-reachable configuration (g,n,ss) of P such that

g = f(g) and ss'(f(4)) = f(ss(4)) for all j € Tid.

Thus, with Theorems[E and [Gl we have successfully reduced the problem of k-
bounded reachability on a dynamic concurrent pushdown system to a concurrent
pushdown system with k -+ 1 threads.

6 Related Work

We are not aware of any previous work that develops a theory of context-bounded
analysis of concurrent software that is sound and complete up to the bound. Our
techniques exploit results from model checking of sequential pushdown systems,
in particular, Schwoon’s generalization [27] of regular representation of sequential
pushdown store languages [31[12]. We have discussed the relation to our previous
work on procedure summaries [20] and the KISS checker [22] in Section [

The notion of bounded-depth model checking, popular in hardware verifi-
cation, can also be used for software verification [7]. These techniques bound
the execution depth resulting in analysis of finite executions. In contrast, due
to unbounded exploration within a thread context, our work allows analysis of
unbounded execution sequences.

A number of model checkers have been developed for concurrent soft-
ware [17,[14129[01 261 [18[30]. All of these checkers keep explicit representation of
the thread stacks, which might result in non-termination. Our analysis maintains
a symbolic representation of the thread stacks and is guaranteed to terminate.

A variety of automated compositional techniques for verifying concurrent
software have been developed [6L16[13L[15]. These techniques verify each process
separately in an automatically constructed abstraction of the environment. The
constructed abstraction is typically stackless and imprecise. As a result, these
techniques are sound but not complete.

The idea of abstracting an unbounded number of processes into a single
process has been used in verification of cache-coherence protocols [19] and com-
positional verification of software [15].

For restricted models of synchronization, assertion checking is decidable even
with both concurrency and procedure calls. Esparza and Podelski present an
algorithm for this restricted class of programs [I1]. Alur and Grosu have studied
the interaction between concurrency and procedure calls in the context of refine-
ment between STATECHART programs [I]. At each step of the refinement process,
their system allows either the use of nesting (the equivalent of procedures) or
parallelism, but not both. Also, recursively nested modes are not allowed. In
contrast, we place no restrictions on how parallelism interacts with procedure
calls, and allow recursive procedures.
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Bouajjani, Esparza, and Touili present an analysis that constructs abstrac-
tions of context-free languages [0]. The abstractions are chosen so that the empti-
ness of the intersection of the abstractions is decidable. Their analysis is sound
but incomplete due to overapproximation in the abstractions.

7 Conclusion

In this paper we give for the first time a theory of context-bounded model check-
ing for concurrent software that is sound up to the bound in the sense that it
explores each context to full depth. Our algorithm finds any error that can pos-
sibly manifest itself in an error trace with a number of context switches within
the bound, even in the presence of unbounded parallelism. It is an important
research problem for future work to integrate our algorithm into explicit state
model checking frameworks such as zING [2].

References

1. R. Alur and R. Grosu. Modular refinement of hierarchic reactive machines. In
POPL 00: Principles of Programming Languages, pages 390-402. ACM, 2000.

2. T. Andrews, S. Qadeer, S. K. Rajamani, J. Rehof, and Y. Xie. Zing: Exploiting
program structure for model checking concurrent software. In CONCUR 2004: Fif-
teenth International Conference on Concurrency Theory, London, U.K., September
2004, LNCS. Springer-Verlag, 2004. Invited paper.

3. J-M. Autebert, J. Berstel, and L. Boasson. Context-free languages and pushdown
automata. In Handbook of Formal Languages, vol. 1 (Eds.: G. Rozenberg and A.
Salomaa), pages 111 — 174. Springer-Verlag, 1997.

4. T. Ball and S. K. Rajamani. The SLAM project: Debugging system software via
static analysis. In POPL 02: Principles of Programming Languages, pages 1-3.
ACM, January 2002.

5. A. Bouajjani, J. Esparza, and T. Touili. A generic approach to the static analysis
of concurrent programs with procedures. In POPL 03: Principles of Programming
Languages, pages 62-73. ACM, 2003.

6. S. Chaki, E. M. Clarke, A. Groce, S. Jha, and H. Veith. Modular verification of
software components in C. IEEE Transactions on Software Engineering, 30(6):388—
402, 2004.

7. E. M. Clarke, A. Biere, R. Raimi, and Y. Zhu. Bounded model checking using
satisfiability solving. Formal Methods in System Design, 19(1):7-34, 2001.

8. E. M. Clarke and E. A. Emerson. Synthesis of synchronization skeletons for branch-
ing time temporal logic. In Logic of Programs, LNCS 131, pages 52-71. Springer-
Verlag, 1981.

9. J. Corbett, M. Dwyer, John Hatcliff, Corina Pasareanu, Robby, S. Laubach, and
H. Zheng. Bandera : Extracting finite-state models from Java source code. In
ICSE 00: Software Engineering, 2000.

10. M. Das, S. Lerner, and M. Seigle. ESP: Path-sensitive program verification in
polynomial time. In PLDI 02: Programming Language Design and Implementation,
pages 57-69. ACM, 2002.



11

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

Context-Bounded Model Checking of Concurrent Software 107

J. Esparza and A. Podelski. Efficient algorithms for pre* and post* on interpro-
cedural parallel flow graphs. In POPL 00: Principles of Programming Languages,
pages 1-11. ACM, 2000.

A. Finkel, B. Willems, and P. Wolper. A direct symbolic approach to model
checking pushdown systems. FElectronic Notes in Theoretical Computer Science, 9,
1997.

D. Giannakopoulou, C. S. Pasareanu, and H. Barringer. Assumption generation
for software component verification. In ASE 02: Automated Software Engineering,
pages 3—12, 2002.

P. Godefroid. Model checking for programming languages using verisoft. In POPL
97: Principles of Programming Languages, pages 174-186, 1997.

T. A. Henzinger, R. Jhala, and R. Majumdar. Race checking by context inference.
In PLDI 04: Programming Language Design and Implementation, pages 1-13, 2004.
T. A. Henzinger, R. Jhala, R. Majumdar, and S. Qadeer. Thread-modular ab-
straction refinement. In CAV 03: Computer-Aided Verification, pages 262-274,
2003.

G. Holzmann. The model checker SPIN. [IEFEE Transactions on Software Engi-
neering, 23(5):279-295, May 1997.

M. Musuvathi, D. Park, A. Chou, D. Engler, and D. L. Dill. CMC: A pragmatic
approach to model checking real code. In OSDI 02: Operating Systems Design and
Implementation, 2002.

F. Pong and M. Dubois. Verification techniques for cache coherence protocols.
ACM Computing Surveys, 29(1):82-126, 1997.

S. Qadeer, S. K. Rajamani, and J. Rehof. Summarizing procedures in concurrent
programs. In POPL 04: ACM Principles of Programming Languages, pages 245—
255. ACM, 2004.

S. Qadeer and J. Rehof. Context-bounded model checking of concurrent software.
Technical Report MSR-TR~2004-70, Microsoft Research, 2004.

S. Qadeer and D. Wu. KISS: Keep it simple and seqeuential. In PLDI 04: Pro-
gramming Language Design and Implementation, pages 14-24. ACM, 2004.

J. Queille and J. Sifakis. Specification and verification of concurrent systems in
CESAR. In M. Dezani-Ciancaglini and U. Montanari, editors, Fifth International
Symposium on Programming, Lecture Notes in Computer Science 137, pages 337—
351. Springer-Verlag, 1981.

G. Ramalingam. Context sensitive synchronization sensitive analysis is undecid-
able. ACM Trans. on Programming Languages and Systems, 22:416-430, 2000.

T. Reps, S. Horwitz, and M. Sagiv. Precise interprocedural dataflow analysis via
graph reachability. In POPL 95: Principles of Programming Languages, pages
49-61. ACM, 1995.

Robby, M. Dwyer, and J. Hatcliff. Bogor: An extensible and highly-modular model
checking framework. In FSE 03: Foundations of Software Engineering, pages 267—
276. ACM, 2003.

S. Schwoon. Model-Checking Pushdown Systems. PhD thesis, Lehrstuhl fiir Infor-
matik VII der Technischen Universitdt Miinchen, 2000.

M. Sharir and A. Pnueli. Two approaches to interprocedural data flow analysis.
In Program Flow Analysis: Theory and Applications, pages 189—233. Prentice-Hall,
1981.

W. Visser, K. Havelund, G. Brat, and S. Park. Model checking programs. In ASE
00: Automated Software Engineering, pages 3—12, 2000.

E. Yahav. Verifying safety properties of concurrent Java programs using 3-valued
logic. In POPL 01: Principles of Programming Languages, pages 27-40, 2001.



A Generic Theorem Prover of
CSP Refinement’

Yoshinao Isobe! and Markus Roggenbach?

1 AIST, Japan
y-isobe@aist.go. jp
2 University of Wales Swansea, United Kingdom
M.Roggenbach@Swan.ac.uk

Abstract. We describe a new tool called Csp-Prover which is an inter-
active theorem prover dedicated to refinement proofs within the process
algebra Csp. It aims specifically at proofs for infinite state systems, which
may also involve infinite non-determinism. Semantically, Csp-Prover sup-
ports both the theory of complete metric spaces as well as the theory of
complete partial orders. Both these theories are implemented for infinite
product spaces. Technically, Csp-Prover is based on the theorem prover
Isabelle. It provides a deep encoding of Csp. The tool’s architecture fol-
lows a generic approach which makes it easy to adapt it for various Csp
models besides those studied here: the stable failures model F and the
traces model 7.

1 Introduction

Among the various frameworks for the description and modelling of reactive
systems, process algebra plays a prominent role. It has proved to be suitable
at the level of requirement specification, at the level of design specifications,
and also for formal refinement proofs [2]. In this context, the process algebra
Csp [T1L2T] has successfully been applied in various areas, ranging from train
control systems [5] over software for the international space station [3L/4] to the
verification of security protocols [23].

Concerning tool support for Csp, the model checker FDR [15] is without
doubt the standard proof tool for Csp. It allows for refinement proofs as well as
for deadlock and livelock analysis. However, in general FDR restricts CsP spec-
ifications to finite state systemsﬂ and allows only the use of concrete data types.
Furthermore, in practical applications it is often hard to deal with the state ex-
plosion problem. In this context, the use of theorem provers has been suggested
e.g. by [26,25,8,24] in order to complement the well-established technique of
model checking.

" Supported by Royal Society with Short Visit Grants.
! On the LHS of a refinement check, see [22] for a precise characterisation of the
possible infinite state processes on the RHS.

N. Halbwachs and L. Zuck (Eds.): TACAS 2005, LNCS 3440, pp. 108{I23] 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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In this paper we describe a new tool Csp-Prover. Its generic architecture
makes it suitable for various denotational Csp models. The implemented theories
of complete metric spaces and complete partial orders allow Csp-Prover to deal
with infinite state systems with unbounded non-determinism. Using the theorem
prover Isabelle [I6], CsP-Prover can also analyse specifications in Csp based on
abstract data types. We demonstrate the relevance of these properties by proofs
in the context of an industrial case study.

The paper is organised as follows: First, we describe the theorem prover
Isabelle and give a short overview on the process algebra Csp. Then, the generic
architecture of Csp-Prover is discussed in detail. Sect. Bl demonstrates how to
apply Csp-Prover in various settings. Finally, we relate CspP-Prover to similar
tools.

2 The Theorem Prover Isabelle

Isabelle [18] is an interactive theorem prover. Theorems to be proved are entered
as goals. A goal can be manipulated by proof-commands referring to a set of
predefined inference rules producing new goals. Such rules can be combined to
form proof tactics. A proof is completed, if by application of rules and tactics
the only open goal is the truth value True. Successfully proved theorems can be
stored and used later as new rules.

To extend an existing logic, Isabelle offers mechanisms to define new types,
functions, predicates etc. The keyword typedef defines a new type as a non-
empty subset of an existing type:

’ typedef SubType = {x::SuperType. P(x)} ‘

Here, P is a predicate over the existing type SuperType, and SubType is the
newly defined type by the subset. In addition, the keyword datatype is used
for recursive type definitions with type-constructors, for example,

’ datatype ’a list = Nil | Cons ’a "’a list" ‘

where Nil and Cons are type constructors, and ’a is a type variable. Type classes
can be defined by

axclass SubClass < SuperClass
name;: (a condition) name,: (a condition) ---

where SubClass is included in SuperClass and contains only types which sat-
isfy conditions named name; ;... Everything in SuperClass is inherited by
SubClass. Another possibility to use this inheritance is to declare that a type
forms an instance of SubClass by the keyword instance. Such a declaration
requires a proof that the type satisfies the conditions of SubClass and all its
super classes.

Theorems, together with definitions and proof-commands needed for their
proof, can be stored in theory-files. Isabelle organises such files in a rule-database,
to which other theory files may refer. Such a theory-file generally has the format
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theory T =By + --- + By:  declarations, definitions, and proofs end

where By, ---,B, are names of parent theories of theory T. Everything used in
parent theories is available in their children. This allows for a hierarchical or-
ganisation of theory-files.

3 The CSP Dialect Chosen for CSP-Prover

This section briefly summarises CspP syntax, CSP semantics and how to analyse
process equations in CsP, following closely [2]. It also gives a first overview on
what has been implemented in Csp-Prover.

STOP %% deadlock process
a->P %% action prefix
''v > P %% sending v over channel c (*)
?x: X ->Px %% receiving x€X on channel c (*)
' x : X -> P(x) %% non-deterministic sending x€X on channel ¢ (*)
1 ox -> P(x) %% non-deterministic sending x on channel ¢ (*)
x : X -> P(x) %% external prefix choice
: X -> P(x) %% internal prefix choice (x)
P %% external choice
P %% internal choice
: X .. P(x) %% replicated internal choice
H
|
P

P ::= SKIP %% successful terminating process
\
\

[e]

THEN P ELSE P %% conditional
11 P %% generalized parallel
%% interleaving ()
P %% synchronous parallel ()

- X %% hiding

[[r]] %% relational renaming

HE %% sequential composition

[>p %% (untimed) timeout (*)
c> %% process name

ADUYTYYYTYYOH=""'"Y =000

Fig. 1. Syntax of basic CsP processes in CsP-Prover

3.1 Syntax

The process algebra Csp [I1L21] is defined relative to a given set of commu-
nications. Its basic processes are built from primitive processes like SKIP and
STOP. CsP includes communication primitives like sending and receiving val-
ues over a communication channel, distinguishes between internal and external
choice between two processes, offers a variety of parallel operators, sequen-
tial composition of processes, and various other features like renaming and
hiding. Fig. [l shows that the CsP dialect implemented by Csp-Prover covers
all these featuredd. This syntax definition involves certain Isabelle notations:
given a type ’a as set of communications, a:’a is a single communication,
c: (’v=’a) denotes a channel name, v:’v is a passed value, b:bool stands

2 The syntactical differences to Csp-M, as e.g. in the sequential composition P ;;
P, avoid overloading of symbols also used by Isabelle.
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for a boolean value, X:’a set is a subset of ’a, and r:(’a * ’a) set de-
notes a binary relation over communications. Derived operators are marked
by (*) . In Csp, recursive processes are either defined by process equations
or by so-called p-recursion. Here, CspP-Prover currently offers only the former
mechanism. Each recursive process has the form LET df IN P, where the body
process P can contain process names whose behaviours are defined by fixed
points of the function df. The most convenient way to define this function is
to use Isabelle’s keyword primrec for defining recursive functions. For exam-
ple, a process Inc which iteratively sends an increasing natural number n to
a channel c is defined as follows:

primrec df (Loop n) = ¢ ! n -> <Loop (n+1)>
defs "Inc_def: Inc == LET df IN <Loop 0>"

Such parametrised process expressions can — on the semantical side of Csp —
give rise to infinite systems of equations.

3.2 Semantics

Csp is a language with many semantics, different in their style as well as in
their ability to distinguish between different reactive behaviour. There are op-
erational, denotational and algebraic approaches, ranging from the simple finite
traces model 7 to such complex semantics as the infinite traces model with
failures/divergences U. For a general theorem prover on Csp the denotational
semantics are of special interest. Even under the restriction to finitely nondeter-
ministic CSp the algebraic approach does not work quite cleanly for the three
main models: the traces model 7, the failure-divergence model N, and the stable
failures model F (see [21] for the details).

The current prototype of CspP-Prover concentrates on the denotational stable-
failures semantics F: This semantics allows for analysis of deadlock-freedom and
of liveness properties (for which the traces model 7 is too weak). Furthermore,
the semantic domain of F is a complete metric space (cms) as well as complete
partial order (cpo) even in the case of infinite alphabets?. For recursively defined
processes, both approaches, cms and cpo, allow to prove the existence of solutions
and to analyse these solutions by powerful induction principles.

Given a set of communications A, the domain of the stable failures model F
is a set of pairs (T, F) satisfying certain healthiness conditions, where 7' C A*Y
and F C A* x P(AY M. In such a pair (T, F), T is the sct of traces a process
can execute, while the elements (s, X) € F describe sets of communications X
which a process can fail to accept after executing the trace s. The healthiness
conditions state e.g. that the sets T need to be non-empty and prefix-closed,

3 The semantic domain of the failure-divergence model A is not a cpo on refinement
order for infinite alphabets; however it is a cms independent of the alphabet size.
Another problem is that in A the semantics clauses for hiding work only under
special conditions.

YA = AUV A =AU T (Y) | se AL
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that a trace occurring in F' needs to be a trace in T, that after termination a
process may refuse to engage in any events.
Typical examples of the semantic clauses of F are:

traces(STOP) = {()}
failures(STOP) = {({)
traces(a => P) = {{)} U
P) = {0

failures(a >

X)| XCA'}
{(a) " s | s € traces(P)}
) lag Xtu{((a) " s,X) | (s,X) € failures(P)}

’

, X

Our implementation uses the traces semantics and the stable-failures seman-
tics as they are defined in [21I]. As Isabelle allows only for consistent the-
ories, our encoding can also be seen as a proof for the well-formedness of
these semantic

3.3 Analysing CSP Recursion

Consider the recursive equations in CsP defined by the following functions:

primrec df1 (P) =a > <P> |”| b -> SKIP
primrec df2 Q) =a > <>

For such equations the natural questions are: (1) Do there exist solutions for P
and Q in, say, the Csp model F? (2) Are these solutions uniquely determined?
(3) How to prove properties on these solutions, e.g. that Q refines P? To deal
with these questions, Csp employs two different techniques: complete metric
spaces (cms) and complete partial orders (cpo) which are both implemented
in Csp-Prover. These two approaches follow a similar pattern: the first step
consists of proving that the domain of a given CSp model is a cms or a cpo,
respectively. As a particularity of CSP, metric spaces are introduced in terms
of so-called restriction spaces. The second step consists of proving that the
various CsP operators satisfy the pre-requisite properties, namely contractive-
ness for cms and continuity for cpo. Finally, a fixed point theorem is used to
deal with question (1). In the case of cms this is Banach’s theorem, while it
is Tarski’s theorem within the cpo approach. For question (2) Banach’s theo-
rem leads to a unique fixed point, while Tarski’s theorem does not guarantee
uniqueness. Here, the least fixed point is chosen in the Csp models 7 and F.
To answer question (3) both the cms and the cpo approach offer as a tech-
nique the so-called fixed point induction.

Up to now the described framework works only for one single equation.
But how about an infinite system of equations like the recursive process
Inc illustrated in Sect. 37 For such infinite systems, infinite products of
cms and cpo, respectively, are required. Furthermore, the pre-requisite prop-
erties of the fixed point theorems need to be proved only on the base of
component functions.

® In an earlier encoding of Csp in Isabelle [26] it was necessary to correct an
up-to-then established CspP semantics.
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{ Tho: Proof Infrastructure for F

Th7: Domain F Ths: CSP-Semactics for F
\

|
v \
(Thd: cms_rs, metric FP induction )
Ths: , Tarski th
(Thz: Trace) ¢ ©po, Tarski theorem The: CSP-Syntax
standard FP induction
( Tha: cms, Banach theorem ) / reusable part

instantiated part
for each model

'

(Tm: CSP-Prover Infrastructure )

N —

| Isabelle/HOL-Complex |

Fig. 2. The theory map of Csp-Prover instantiated with the stable-failures model F

4 A Generic Theorem Prover for CSP Refinement

Csp-Prover extends the Isabelle [I8] theory HOL-Complex (which is HOL [16]
extended with a definitional development of the real and complex numbers) by a
hierarchy of theory-files encoding CsP, see Fig. [2l The prototype discussed here
supports the stable-failures model F as well as the traces model 7. Csp-Prover
has a generic architecture divided into a large reusable part Th; ... ¢ independent
of specific CsP models and an instantiated part Thygg for each specific Csp
model.

The reusable part contains Banach’s fixed point theorem and the metric fixed
point induction rule based on complete metric spaces (cms) as well as Tarski’s
fixed point theorem and the standard fixed point induction rule based on com-
plete partial orders (cpo). Furthermore, it provides infinite product constructions
for these spaces. Thus, when Csp-Prover is instantiated with the domain of a
new CSP model, the fixed point theorems, the induction rules, as well as the
product constructions are available for free, provided the domain is a cms or a
cpo. Additionally, the reusable part provides guidelines in form of proof obli-
gations on how to show that a domain is a cms or a cpo. Here, especially the
theory on restriction spaces plays an important role for proofs concerning cms.

Another contribution of the reusable part is the definition of the CSP syn-
tax as a recursive type. Here, instantiating CsP-Prover with a new model re-
quires to provide its semantic clauses defined inductively over this type. This
means that the syntax is deeply encoded, thus structural induction on pro-
cesses is supported.

4.1 Reusable Part

The reusable part consists of a theory of traces (Th,), fixed point theories on
cms and cpo (Thsa5), the definitions of the CSP syntax (Thg), and fundamental
theorems on limits and least upper bounds (Th; ). In this Section, we concentrate
on how to encode cms and restriction spaces. Trace theory is similar to the data
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type of listd9. The discussion of the syntax definition is postponed to Sect. [£.3]
where it is considered in the context of semantic clauses. For modelling cpos in
Isabelle we refer to [26]25].

In the theory file Ths, first the class of metric spaces is defined as a type-
class ms which satisfies conditions of diagonal, symmetry, and triangle inequality.
Next, the class of complete metric spaces is defined as a type-subclass cms of
the class ms by adding the completeness condition complete_ms, which requires
every Cauchy sequence xs to converge to some point x:

axclass cms < ms
complete_ms: "Vxs. cauchy xs—(3x. xs convergeTo x)"

Then, Banach’s fixed point theorem is proved, i.e. that any contraction map
f over cms has a unique fixed point and the sequence obtained by iteratively
applying f to any value x0 converges to the fixed point.

theorem Banach_thm: "contraction (f::(’a::cms=-’a))
—> (f hasUFP A (An. (£f"n) x0) convergeTo (UFP £))"

A way for deriving a metric space from a restriction space is given in [21].
Thus, if a space is an instance of the class rs of restriction spaces then the space
is also an instance of ms_rs which is the multiple-inheritance from ms and rs.
An important result on ms_rs is that the completeness of ms_rs is preserved by
the constructors * (binary product) and fun (function space). For example, if
type T is an instance of cms_rs, then the function type I = T is also an instance
of cms_rs for an arbitrary type I. This theorem is expressed in Isabelle by

instance fun :: (type,cms_rs) cms_rs ‘

The function type I = T1 is used to deal with infinite product spaces whose index
set is I, which are required to deal with infinite state systems (see Sect.[3.3]). Take
for example the CsP model F. Here we need that F! is a cms for any infinite
index set I, which is intuitively the set of (infinitely many) process names. The
above property expresses: if F is an instance of cms_rs then F?! is also an
instance of cms_rs.

Finally, the following metric fixed point induction rule on cms_rs is proved
(see [21] on continuity and constructiveness for restriction spaces).

theorem cms_fixpoint_induction: "[| (R::’a::cms_rs=bool) x ;
continuous_rs R ; constructive_rs f ; inductivefun R f |]
— f hasUFP A R (UFP f)"

6 The event type of CSP consists of communications (Ev a) and the event v for
successful termination. The trace type is defined as the subset of event lists such
that v cannot occur except in the last place of a list.
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4.2 Instantiated Part

The instantiated part consists of instantiated domain theories (Th; in Fig. ),
semantic clauses (Thg), and a proof infrastructure (Thg). The proof infrastruc-
ture contains many CsSP laws such as step laws, distributive laws, fixed-point
induction rules, etc. Furthermore, it provides a powerful tactic csp_hnf_tac for
translating any expression to a head normal form. As these rules and tactics are
proved in Isabelle, they are guaranteed to be sound with respect to the chosen
CsP semantics.

In the current Csp-Prover, the domains of the stable-failures model F and the
traces model 7 are instantiated as types ’a domSF and ’a domT, respectively,
where ’a is the type of communications. Here, the type >a domT can be reused
for defining ’a domSF:

typedef ’a domT = "{T::(’a trace set). HC_T1(T)}"

types ’a failure = "’a trace * ’a event set"
typedef ’a domF = "{F::(’a failure set). HC_F2(F)}"
types ’a domTF = "’a domT * ’a domF"

typedef ’a domSF = "{SF::(’a domTF). HC_T2(SF) & HC_T3(SF)
& HC_F3(SF) & HC_F4(SF)}"

where HC_T1, ---, HC_F4 are predicates which exactly represent the healthiness
conditions T1, -- -, F4 given in [21].

In order to apply Banach’s theorem and the metric induction rule to the
model F, it is required to prove that the infinite product (’i,’a) domSF_prod
of ’a domSF is an instance of cms_rs, where (’1,’a) domSF_prod is a synonym
of (’i = ’a domSF) and the type ’i represents the indexing set of the product
space. This is proved as follows: (1) domT and domF are instances of cms_rs, (2)
domTF is also an instance of cms_rs, thus there exists a limit of each Cauchy
sequence in domSF (C domTF), (3) the limit is contained in domSF, thus domSF is
also an instance of cms_rs, and (4) domSF_prod is an instance of cms_rs. Here,
the proofs of (2) and (4) follow by preservation of cms_rs under the constructors
* and fun as mentioned in Sect. Il This example shows how the provided
infrastructure in terms of restriction spaces discharges certain proof obligations
when a new CSP model is integrated in Csp-Prover.

4.3 Deep Encoding

The Csp syntax is defined as a recursive type (’n,’a) proc by the command
datatype as shown in Fig. Bl where ’n and ’a are type variables for process-
names and communications, respectively. This syntax encoding style implies that
structural induction over processes is available by the Isabelle’s proof command
induct_tac. Recursive processes take the form LET:fp df IN P, their type is
(°n,’a) procRC. Here, the function df binds process names to processes, it has
the type (°n,’a) procDF. And fp is a variable instantiated by either Ufp or Lfp,
and specifies which fixed point of df is used for giving the meaning of process
names: i.e. the unique fixed point by Ufp and the least fixed point by Lfp. In
the current Csp-Prover, LET df IN P is an abbreviation of LET:Ufp df IN P.
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datatype ('n,’a) proc = STOP

| SKIP

} Act_prefix "’a" "(’n,’a) proc" ("_ > _")

| Proc_name "’n" ("<>")
type (°n,’a) procDF = "’n = (’n,’a) proc"

datatype fp_type = Ufp | Lfp

datatype
(’n,’a) procRC = Letin "fp_type" "(’n,’a) procDF" "(’n,’a) proc" ("LET:_ _ IN _")
Fig. 3. Syntax definition of processes
consts
evalT :: "’a proc = (’n,’a) domSF_prod = ’a domT" ("[_]")
evalF :: "’a proc = (’n,’a) domSF_prod = ’a domF" ("[_]&")
evalSF :: "’a proc = (’n,’a) domSF_prod = ’a domSF" ("[_]sr")
primrec
"[STOP] ¢ = (e. {0}
" [SKIP]r = (Xe. {0, [VIs}ed"
"la => Pt = (Ne. {t. t=[1y V (3s. t=[Ev aly @; s A s € [P]r e) })"
"[<C>]r = (M\e. fstSF (e C))" (* note: £stSF (T ,, F) =T %)
primrec
"[STOP]¢ Af. 3. £=([¢, X) }e)

= (Xe
"[SKIP[r = (Xe. {f. (3X. £=([Is, X) A X C Evset) V (IX. £=([v1s, X)) }s)
= (Xe. {f. (3X. £=([1:,X) AEva ¢ X) V

(3s X. £=([Ev aly @ s, X) A (s, X) €: [Pr e) }s)

"[<c>]e = (Je. snciSF (e C))" (* note: sndSF (T ,, F) = F %)

defs evalSF_def :
"[Plse == (Xe. ([P]r e ,, [P]r e))”

consts
evalDF :: "(’n=(’m,’a) proc)=>(’m,’a) domSF_prod = (’n,’a) domSF_prod" " [=Tor™
evalRC :: "(’n,’a) procRC=>’a domSF" "[-Jre™

defs evalDF_def :
"[df]pr == (Ne. (AC. ([df CJsr e)))"

recdef evalRC "measure (Ax. 0)"
"[LET:Ufp df IN Plgc = [Psr (UFP [df]pe)" (* based on cms x)
"[LET:Lfp df IN Plgc = [P]sr (LFP [df]pr)" (* based on cpo *)

Fig. 4. Semantics definition of processes

The Csp semantics is defined by translating process-expressions into elements
of the model F by a mapping ([P]sr e) as shown in Fig. @l where e is an
evaluation function for process names in P. The mapping ([P]sr e) is a pair
of mappings ([P]r e ,, [P]r e), where (T ,, F) requires T and F to satisfy
healthiness conditions T1 and F2, respectively, and the pair of them to satisfy
T2, T3, F3, and F4. The mappings ([P]r e) and ([P]r e) are defined by the
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same semantic clauses of the model F in [21], where subscripts t and f (e.g.
in [1; and €¢) are attached to operators on domT and domF, in order to avoid
conflicts with the operators on Isabelle’s built-in types such as list and set.
Furthermore, the meaning [df]pr of each defining function is defined such that
the meaning of each process name C is [df C]sp. Finally, the meaning [LET:fp
df IN PJgc of each recursive process is defined by [P]s, where the meaning of
each process name in P is given by a suitable fixed point of [df]p.

5 Applications

In this section we demonstrate how Csp-Prover can be used for the verification
of reactive systems. First, we discuss deadlock analysis and a refinement proof
in the context of an industrial case study. Then we study a mutual exclusion
problem arising in the classical example of the dining mathematicians.

5.1 Verification in the Context of an Industrial Case Study

The EP2 systenﬂ is a new industrial standard of electronic payment systems. It
consists of seven autonomous entities centred around the EP2 Terminal: Card-
holder (i.e., customer), Point of Service (i.e., cash register), Attendant, POS
Management System, Acquirer, Service Center, and Card, see Fig. Bl These en-

Pointof | __ N
Service | Attendant >
Cardholder -~ _ Bookkeeping
/
N / I
d I
car POS Mgmt |
stem ;
/
/ /
/
Merchant s
s
7
~ Acquirer -
~. " ----"7 Finance
Sard T~ ______ Insitute
[ ep2 component — Part of EP2 spec (detailed)
I:l Other Component :7:: mgfaf?ég;cxmaface)

EP2 Interface name

Fig. 5. Overview of the EP2 System

tities communicate with the Terminal and, to a certain extent, with one another
via XML-messages in a fixed format.

" EP2 is a joint project established by a number of (mainly Swiss) financial institutes
and companies in order to define infrastructure for credit, debit, and electronic purse
terminals in Switzerland (www.eftpos2000.ch).
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1 (x data part *)

2 typedecl init_d typedecl request_d

3 typedecl response_d typedecl exit_d

4 datatype Data = Init init_d | Exit exit_d | Request request_d | Response response_d
5 datatype Event = c Data

6

7 (x process part *)

8 datatype ACName = Acquirer | AcConfM | Terminal | TerminalConfM

9 consts ACDef :: "(ACName, Event) procDF"

10 primrec

11 "ACDef (Terminal) = c !! init:(range Init) -> <TerminalConfM>"

12 "ACDef (TerminalConfM) =

13 ¢ ? x -> IF (x:range Request)

14 THEN ¢ !! response: (range Response) -> <TerminalConfM>
15 ELSE IF (x:range Exit) THEN SKIP ELSE STOP"

16 "ACDef (Acquirer) = c ? x:(range Init) -> <AcConfM>"

17 "ACDef (AcConfM) =

18 c !! exit:(range Exit) -> SKIP |~|

19 c !! request:(range Request) -> ¢ 7 response:(range Response) -> <AcConfM>"
20

21 constdefs AC :: "(ACName, Event) procRC"

22 "AC == LET ACDef IN (<Acquirer> |[range c]| <Terminal>)"

Fig. 6. EP2 Specification at the Abstract Component Description Level

In [9], major parts of the EP2 system have been formalised in CsP-CASL
[20]. Following the structure of the original EP2 documents, the specifications
presented in [9] can be classified to be e.g. on the Architectural Level, on the
Abstract Component Description Level, or on the Concrete Component Descrip-
tion Level. In this context, tool support is needed to prove deadlock freedom for
the interaction between the various EP2 components.

Translating the data part of the specifications given in [9] into adequate Is-
abelle code, we obtain specifications in the input format of Csp-Prover. Fig.
shows the nucleusd of the initialisation procedure of the EP2 Terminal at the
Abstract Component Description Level. The Terminal starts the initialisation
(line 11) and waits then for data sent by the Acquirer. If this data is of type
Request, the Terminal answers with a value of type Response (line 14). An-
other possibility is that the Acquirer wants to exit the initialisation (line 15).
Any other type of communication sent by the Acquirer will lead to a deadlock
represented by the process STOP (line 15). On the other end of the communica-
tion, after receiving an initialisation request (line 16) the Acquirer internally
decides if it wants to exit the process (line 18) or interact with the Terminal by
sending a request followed by a response of the Terminal (line 19). The system
AC to be analysed here consists of the parallel composition of the Terminal and
the Acquirer synchronised on the channel c (line 22).

It is the defining characteristic of the Abstract Component Description Level
that the data involved is loosely specified. No specific values are defined (lines
2-5). Semantically this means that — depending on the interpretation of e.g. the
type init_d — the described systems might involve infinite non-determinism,

8 For the purpose of this paper, the specification text has been simplified. The complete
formalisation and proof can be found in [12].
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1 datatype AbsName = Abstract | Loop

2 consts AbsDef :: "(AbsName, Event) procDF"

3 primrec

4 "AbsDef (Abstract) = c !! init:(range Init) -> <Loop>"

5 "AbsDef (Loop) =

6 c !! exit:(range Exit) -> SKIP |~|

7 c !! request:(range Request) -> c !! response:(range Response) -> <Loop>"
8

9 constdefs Abs :: "(AbsName, Event) procRC"

0

—_

"Abs == LET AbsDef IN <Abstract>"

Fig. 7. An abstraction of the process shown in Fig.

e.g. if the type init_d has infinitely many values, the Terminal process of
Fig. [@ chooses internally between sending any of these values (line 11). Thus,
Csp-Prover has simultaneously to deal with a class of specifications: it has to
prove that a certain property holds for any possible interpretation of the types
involved.

Using Csp-Prover, we can show the above described process AC to be stable-
failure equivalent to the process Abs of Fig. [l Note that Abs is a sequential, i.e.
by syntactic characterisation deadlock-free process. As stable failure equivalence
preserves deadlocks, establishing this equivalence proves that the interaction of
Terminal and Acquirer on the Abstract Component Description Level is dead-
lock fredd. Fig. B shows the complete script to prove the stable-failure equivalence
Abs =F AC (line 14) in Csp-Prover. First, a mapping is defined from the process-
names of Abs to process expressions in AC (line 3-5)@. Next, it is shown that
the involved recursive processes are guarded and do not use the hiding opera-
tor. This is fully automated routine (lines 8-11). After these preparations, Abs
=F AC is given as a goal (line 14). Using the above mapping, now the recursive
processes are unfolded to a base case and step cases by fixed point induction
(line 16). Since a step case is produced for each of the process names of Abs,
the step cases are instantiated by induction on AbsName (line 17). Finally, the
theorem is proven by Isabelle’s tactic auto, CspP-Prover’s tactic csp_hnf_tac,
which transforms any expression into a head normal form, and csp_decompo,
which decomposes Csp-operators (line 18).

5.2 The Dining Mathematicians

The dining mathematicians [7] are a classical mutual exclusion problem: There
are two mathematicians living at the same place, whose life is focused on two
activities, namely thinking (THO and TH1, respectively) and eating (EATO and
EAT1, respectively). As they have a strong dislike for each other, they want
never to eat at the same time. To ensure this, they agreed to the following
protocol. They both have access to a common variable (VAR n) storing integer

% In this example, abstraction is convenient to establish deadlock-freedom; in general,
Csp-Prover is capable to support e.g. the various deadlock rules stated in [21].

10 Tt is hard to automatically derive such correspondences. However, Csp-Prover can
assist users to derive them.
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1 (% exzpected correspondence of process—-names in Abs to AC *)

2 consts Abs_to_AC :: "AbsName = (ACName, Event) proc"

3 primrec

4 "Abs_to_AC (Abstract) = (<Acquirer> |[range c]| <Terminal>)"

5 "Abs_to_AC (Loop) = (<AcConfM> |[range c]| <TerminalConfM>)"
6

7 (% guarded and no hiding operator *)

8 lemma guard_nohide[simp]:

9 "11 C. guard (ACDef C) & nohide (ACDef C)"

10 "1! C. guard (AbsDef C) & nohide (AbsDef C)"

11 by (induct_tac C, simp_all, induct_tac C, simp_all)

12

13 (x the main theorem *)

14 theorem ep2: "Abs =F AC"

15 apply (unfold Abs_def AC_def)

16 apply (rule csp_fp_induct_cms[of _ _ _ "Abs_to_AC"], simp_all)
17 apply (induct_tac C)

18 by (auto simp add: image_iff | tactic {* csp_hnf_tac 1 *} | rule csp_decompo)+

Fig. 8. The complete proof script for AC =F Abs

datatype Event = EatO | BackO | End0 | RDO int | WRO int
| Eatl | Backl | Endl | RD1 int | WR1 int | NUM int

syntax "_CHO" :: "Event set" ("CHO") "_CH1" :: "Event set" ("CH1")
translations "CHO" == "(range RDO) U (range WRO)" "CH1" == "(range RD1) U (range WR1)"
datatype SysName = VAR int | THO | EATO int | TH1 | EAT1 int

consts SysDef :: "(SysName, Event) procDF"

primrec

"SysDef (THO) = RDO 7 n -> IF (EVEN n) THEN EatO -> <EATO n> ELSE BackO -> <THO>"
"SysDef (TH1) = RD1 ? n -> IF (ODD n) THEN Eatl -> <EAT1 n> ELSE Backl -> <TH1>"
"SysDef (EATO n) = End0 -> WRO ! (n div 2) -> <THO>

"SysDef (EAT1 n) = Endl -> WR1 ! (3 * n + 1) -> <TH1>

"SysDef (VAR n) = WRO 7 n -> <VAR n> [+] WR1 ? n -> <VAR n>
[+] RDO ! n -> <VAR n> [+] RD1 ! n -> <VAR n>"
constdefs Sys :: "int = (SysName, Event) procRC"

"Sys == (An. LET SysDef IN (<THO> |[CHO]| <VAR n> |[CH1]| <TH1>) -- (CHO U CH1))"

Fig. 9. The dining mathematicians: CsP-Prover description of the concrete system

values. If the stored integer (n) is even, the first mathematician is allowed to start
eating. When finished, the first mathematician sets the stored value to (n/2).
A similar procedure holds for the second mathematician, where the check is if
the value of the stored variable is odd, and the value written back after eating is
(3n+1)[. Fig. [ shows this system described in Csp-Prover. Here, each of the
process definitions (EATO n), (EAT1 n), and (VAR n) describes infinitely many
equations. The question is: does this now precisely described system exclude the
situation where both mathematicians eat together? Or, on a more formal level:
has this system a trace where Eat1 appears between consecutive communications
Eat0 and EndO (or vice versa)?

The classical argument in analysing this system is to provide an abstraction of
the dining mathematicians which clearly has the desired exclusion property. This

11 The function involved here is the so-called Collatz function which is studied in the
context of the 3z + 1 problem, see [I3] for a survey.
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abstraction Spc consists only of three states, which stand for the situations ‘both
mathematicians think’ THO_TH1 and ‘one mathematician eats while the other is
thinking’ (EATO_TH1 and THO_EAT1, respectively). With Csp-Prover we can show
that (Sys n) is a stable-failures refinement of Spc for any integer n, thus “ALL
n. Spc <=F Sys n”. The respective proof script is substantially longer than the
proof of Abs =F AC shown in Sec. 5.1l But it follows the same strategy: First,
the goal is unfolded by fixed point induction. In a second step the resulting proof
obligations are translated to head normal forms and automatically discharged.
The details are omitted here, the full script as well as the abstraction Spc are
available at [I2]. As Spc is again a sequential process, this refinement result also
establishes deadlock-freedom of (Sys n).

6 Related Work

Based on general purpose theorem provers like Isabelle [I§], HOL [10] or PVS
[I7], various tools for theorem proving over process algebras have been presented.

Closest to our approach are the CSP encodings of Tej/Wolff [26L25] and
Schneider /Dutertre [8.24]. Tej/Wolff suggest a shallow encoding of CsP in Is-
abelle/HOL based on the cpo approach. Their encoding HOL-CSP is focused
on the failure-divergence model of Csp. To deal with recursion it introduces a
new process order that implies the standard refinement order. HOL-CSP lacks
the possibility of proofs on the syntactic process structure. Thus, powerful tac-
tics as csp_hnf_tac in CsP-Prover for transforming process expressions to head
normal form are not available. Schneider/Dutertre’s encoding of the CSP traces
model 7 in PVS is tailored to the verification of security protocols. Semantically
it uses the cpo approach. It does not consider process termination. Due to its
clear focus, refinement proofs of the nature shown in the previous section are out
of its scope. Compared to these two encodings, a major advantage of Csp-Prover
is its genericity. It is easy to adapt CspP-Prover to any other denotational Csp
model. Furthermore, in offering both, the cms and the cpo approach, it allows
to use the more convenient and the more promising setting for any proof step.

Alternative to encoding a denotational semantics, [6L[19,[1] base their encod-
ings on an axiomatic semantics of the process algebra. As discussed in Sect. [3.2]
such an approach is not an option in the context of Csp.

7 Conclusion and Future Work

We have shown a new tool CspP-Prover which supports refinement proofs over
various CsP models. Thanks to its powerful semi-automatic and automatic tac-
tics, CsP-Prover has successfully been applied in an industrial case study as well
as for a complex example tailored to be a benchmark for refinement proofs.

In the future, we intend to include the failure-divergence model A in CsP-
Prover. Furthermore, we will integrate Csp-Prover with the model checker FDR.
In this context the theory of data independence, see e.g. [14], will play an impor-
tant role. Continuing the work on EP2 and applying Csp-Prover to other case
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studies, e.g. of the area of train control systems, will help to develop more proof
infrastructure to further automate refinement proofs.
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Abstract. Fair discrete systems (FDSs) are a computational model of concurrent
programs where fairness assumptions are specified in terms of sets of states. The
analysis of fair discrete systems involves a non-trivial interplay between fairness
and well-foundedness (ranking functions). This interplay has been an obstacle for
automation. The contribution of this paper is a new analysis of temporal properties
of FDSs. The analysis uses a domain of binary relations over states labeled by sets
of indices of fairness requirements. The use of labeled relations separates the
reasoning on well-foundedness and fairness.

1 Introduction

Fair discrete systems provide a computational model of concurrent programs where
fairness assumptions are specified in terms of sets of states [8]. The analysis of fair
discrete systems involves a non-trivial interplay between fairness and well-foundedness
(ranking functions). Its automation is a difficult task. One particular difficulty is the
design of an abstract domain that accounts for well-foundedness and fairness.

We propose an analysis that avoids such an interplay by separating the reasoning
on well-foundedness and fairness. The analysis is based on binary relations over states
that are labeled by sets of indices of fairness requirements. We design an operator Frps
on a (concrete) domain Dpps of such labeled relations. We use least fixed points of
Frps to establish the validity of temporal FDS properties. Furthermore, we design an
abstract domain DfDS on which approximations of least fixed points of Frps are effec-
tively computable. The formalization of our analysis follows the framework of abstract
interpretation [3]].

The starting point for the design of our analysis is a domain D that consists of binary
relations over states, together with an operator F' that composes relations with the transi-
tion relation of the system. This domain allows us to reason about well-foundedness [[18]],
but it does not account for justice and compassion requirements of FDSs. We extend the
domain D to account for fairness by labeling its elements with sets of indices of fair-
ness requirements. We extend the composition operator F' by taking the labeling into
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account, and obtain the operator Frps, whose least fixed points allow us to reason about
well-foundedness and fairness. Given a set of labeled relations L that constitute the least
fixed point of Frps, we account for well-foundedness by considering the relations that
appear in the elements of L. We reason about fairness by considering the sets of labels.

We provide an abstract domain D#Ds on which approximations of least fixed points
of Fgps can be computed. We abstract the part of labeled relations that may cause the
iterative fixed point computation to diverge. This means that the abstract domain D#DS
consists of abstractions of binary relations over states labeled by sets of indices of fairness
requirements. We assume that the correspondence between the domain of relations and
their abstractions is given by a Galois connection, which is left as a parameter of our
analysis.

Our analysis accounts for general temporal properties by applying the automata-
theoretic framework for the verification of concurrent programs [23]]. We encode the
temporal property into a specification automaton. We translate the acceptance condition
of the product of the automata-theoretic construction into additional fairness require-
ments, which we handle in the same way as the fairness requirements of the FDS. Then,
we apply our analysis on the product FDS.

For proving the soundness and partial completeness [2] of our analysis we develop
a corresponding proof rule whose auxiliary assertions are labeled relations.

We have implemented the analysis in a prototype tool, and applied it on interest-
ing examples of concurrent programs. We proved an eventual reachability property
for a concurrent program that evolves the inter-process communication via an asyn-
chronous, lossy, and corrupting channel. The property relies on the eventual reliability
of the channel, which we model by a compassion requirement. We also considered the
mutual exclusion protocols BAKERY and TICKET. For each protocol, we proved the
non-starvation property, i.e. the accessibility of the critical section, for the first process.
Justice requirements are needed to deal with the process idling in all examples.

Our main contribution is the analysis of temporal properties of fair discrete systems,
and the proof of its soundness and partial completeness. The analysis is based on sepa-
rating the reasoning on well-foundedness and fairness, which facilitates its automation.
We achieve the separation by building the analysis on the domain of binary relations
labeled by sets of indices of fairness requirements.

Related Work. The framework of abstract interpretation provides a basis for the sys-
tematic design of a program analysis [3]]. It is difficult to integrate fairness into the
definition of abstract domains.

There exist verification methods for finite-state systems with state-based fairness
requirements that account for justice and compassion on the algorithmic level, e. g. [8}[13]].
Experimental evaluation has confirmed the advantage of the direct treatment of fairness
(as opposed to the automata-theoretic translation into a Biichi acceptance condition).

For dealing with infinite-state systems, there exist proof rules for the verification
of termination [12] and general temporal properties [14]] under justice and compassion
requirements that account for the fairness requirements without applying the automata-
theoretic encoding. The proof rules rely on well-founded orderings, which must be
supplied by the user. Justice requirements are handled directly by the proof rules; ver-
ification under compassion requirements is done by recursive application of the proof
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rule to a transformed program. Our proof rule treats justice and compassion in a uniform
way, without program transformation.

The uniform liveness-verification of parameterized FDSs [} 6] requires construction
of auxiliary assertions that account for well-foundedness and fairness. The construction
of such assertions can be effectively automated by applying “instantiate-project-and-
generalize” heuristic, which allows for the treatment of several classes of parameterized
communication protocols. Our approach relies on least fixed point computations, where
heuristics can be applied to find abstractions.

Transition invariants provide a basis for reasoning about well-foundedness [18]]. They
can account for the fairness given by a Biichi accepting condition. Labeled relations
extend transition invariant to account for justice and compassion requirements imposed
on sets of states, i.e., for the generalized Biichi and Streett acceptance conditions.

Abstract-transition programs, introduced in [[19], provide a basis for an automated
method for the verification of programs with the fransition-based fairness requirements.
Its accounting for well-foundedness is similar to the one via labeled relations, whereas
the treatment of fairness is based on graphs underlying abstract-transition programs.

The automata-theoretic framework of [23]] is the basis of our analysis for the verifi-
cation of general temporal properties. For infinite-state concurrent programs, the Biichi
and the Streett acceptance conditions are translated to the Wolper (i.e. all states are ac-
cepting) acceptance condition. Thus, a proof of fair termination is reduced to a proof of
termination of a program obtained from the original one by a transformation that encodes
the fairness requirements into the state space. This approach is converse to ours.

The stack assertions based method of [9]] for proving fair termination accounts for jus-
tice and compassion requirements directly. The method requires identification of tuples
of well-founded mappings (stacks assertions), one element for each fairness require-
ment, which must by supplied by the user. The method keeps track of fairness through
the tuple structure. No automation is described.

2  Preliminaries

Fair Discrete Systems. Following [8]], a fair discrete system (FDS) S = (¥, 0,7, 7,C)
consists of:

2 a set of states,

©: a set of initial states such that © C X,

7 : a finite set of transitions such that each transition 7 € 7 is associated with a
transition relation p. C X' x X,

- J ={J1,...,Ji}: asetof justice requirements, such that J; C X' for each i €
{1,...,k},

C={P1,q1),---,{Dm,qm)}: asetof compassion requirements, such that p;, ¢; C
XY foreachi € {1,...,m}.

A computation o is a maximal sequence of states s, so,... such that s; is an initial
state, i.e. s1 € O, and for each 7 > 1 there exists a transition 7 € 7 such that s; goes to
si+1 under p;, i.e. (s;,8:41) € pr. A finite segment s;, s;41,. .., s; of a computation
where i < j is called a computation segment. The set Acc of accessible states consists
of all states that appear in computations of S.
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A computation ¢ = s1,S9,... satisfies the set of justice requirements 7 when
for each J € J there exist infinitely many positions 7 in ¢ such that s; € J. The
computation o satisfies the set of compassion requirements C when for each (p, q) € C
either o contains only finitely many positions ¢ such that s; € p, or o contains infinitely
many positions j such that s; € gq.

We observe that justice requirements can be translated into compassion requirements
as follows. For every justice requirement J we extend the set of compassion require-
ments by the pair (¥, J). We assume that all justice requirements are translated into the
compassion requirements, and that the set of compassion requirements C contains the
translated justice requirements. A specialization of the analysis presented in this paper
for an explicit treatment of justice requirements is straightforward.

Automata-Theoretic Approach to Temporal Verification. Given a FDS S, we verify
a temporal property ¥ under the compassion requirements C by applying the automata-
theoretic framework [23]]. We assume that the property is given by a (possibly infinite-
state) specification automaton 4y that accepts exactly the infinite sequences of states
that violate the property ¥. We do not encode the compassion requirements into the
automaton.

Let Ay be a Biichi automaton with the set of states () and the acceptance condition
F C Q. Let the FDS S|||. Ay be the product of the synchronous parallel composition of
Sand Ay.

Remark 1. The FDS S with the compassion requirements C satisfies the property ¥
given by the Biichi automaton Ay if and only if the FDS S||| Ay terminates under the
compassion requirements C|| shown below.

Cp = {lpxQaxQ) | (p.g) €ECLU{(ZxQ,X¥xF)}

Domain of Transition Invariants. Following [18]], we define a domain D = X% of
binary relations over states ordered by the subset inclusion ordering C. On this domain,
we define an operator F;, : D — D, where 7 € T and the symbol o denotes the relational
composition (i.e. Ry o Ry = {(s,5") | (s,s') € Ry and (¢, ") € Ra}):

F.(T) = Top,.

We will use the domain D and the operator - as a starting point for the development
our analysis.

3 Analysis

We fix a FDS S with the set of compassion requirements C. We define an analysis
that allows one to prove that S terminates under C. We apply the Galois connection
approach for abstract interpretation [3] as a basis for our analysis. We assume an abstract
domain D#, partially ordered by a relation C, that contains abstractions of elements
(binary relations) from the domain D. Let a Galois connection (c, ) formalize the
correspondence between the domains D and D7, formally:

VT € DYT# € D¥*. o(T) CT# & T C ~(T%).
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Let |C| be the set of the indices of all compassion requirements:
IC| = {1,...,m}.

We obtain a domain Dgps that accounts for compassion requirements by an extension
of D with sets of compassion requirements:

DFDS = D x 2‘C| X 2‘6‘ .
We define an ordering Cgps on elements (77, Py, Q1) and (T2, P2, Q2) of Deps:
(Th, P1, Q1) Crps (T2, P2, Q2) = Th CTrand PL C Pyand Q1 € Qo .

We define the following auxiliary functions that map sets of states into sets of indices
of compassion requirements. For a set of states S C X’ we have

None(5) = {j € [C | S Np; =0}, Some(S) ={j € [C| | SNng; # 0} .

We extend the functions None and Some to binary relations. Given arelation T C X' x X,
we have

None(T) = U None({s1, s2}) , Some(T) = U Some({s1, s2}) -

(s1,82)€T (s1,52)€T

We define an operator Frps . : Drps — Dfps, which is an extension of the operator
F; that accounts for compassion requirements, as follows:

Frps-(T,P,Q) = (F-(T), P N None(F,(T)),Q U Some(F-(T))) .

Theorem 1. The operator Frps_ . is monotonic. Formally,

(Th, P1,@Q1) Crps (Ta, P2, Q2) = Frps,-(T1, P1, Q1) Crps Frps,- (T2, P2, Q2) .

Proof. Let (T1,P1,Q1) and (Tn, Py,(Q)2) be two elements of Dgps such that
(Th, P1,Q1) Ceps (Ts, P2, Q2). Since 17 C Th we have

J Nome({s,s’}) < |J None({s,s'}),

(s.8')€T10p, (s,8')ET20p,

i.e., we have None(F (T1)) C None(F;(T»)). Analogously, we have Some(F,(T7))
Some(F;(T)). We conclude Feps - (11, P1, Q1) Crps Fros, - (T2, P2, Q2).

c
O
We define an abstract counterpart D,’fDS of the domain Dgpg as follows:
D,’fDS = D# x 2I¢l x 2lcl,
We define an ordering C¥,¢ on elements (15, P, Q;) and (T3, Py, Q) of Dft:

(T, P, Q1) ngS (TF, Py, Q) = T CTf and P, C Pyand Q; C Q5 .
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Note that we only abstract a component of Drps-elements that may potentially allow
for infinite, strictly increasing chains (T, P, Q1) Ceps (T2, P2, Q2) Crps ... We
define a pair of functions (aps, Yeps) that connect the domains Dgps and D#DS:

QFDS(Ta PaQ) = (Oé(T),P, Q) ’ fYFDS(T#vpvQ) = (V(T#)’P7Q) .

Lemma 1. The pair of functions («eps, Yeps) is a Galois connection between Dgps
and D#DS'

Proof. From the monotonicity of v and « follows that apps and ~gps are monotonic.
We carry out the following transformations:

arps(vrps(T%, P, Q))

aFDS(’y(T#)a P7 Q)
= (a(«(T%)), P.Q) .

Since (a,7y) is a Galois connection, by Theorem 5.3.0.4 in [4], we have that
a(y(T#)) € T# and hence arps(Vros(T#, P,Q)) Crps (T, P, Q). Similarly, we
obtain (T, P, Q) Ceps Yeps(arps(T, P, Q)). By Theorem 5.3.0.4 in [4], we conclude
that (arps, Yeps) is a Galois connection. O

The abstract operator F,?"ESJ : D#DS — D#DS is defined below:
FI%S,T(T#’ Pa Q) = O‘FDS(FFDS,T(’YFDS(T#7 P7 Q))) .
We extend F,ﬁ)s - to the full set of transitions T:
F%S(T#vpaQ) = {Flﬁ)sy-r(T#7P7Q) | TE T} .

The monotonicity of the fixed point operator Fj[t)s is a direct consequence of The-
orem [I] and the monotonicity of the abstraction/concretization functions. By Tarski’s
fixed point theorem, the least fixed point of FF#ES exists. We denote the least fixed point
of F,Z"ES above the basis {(a(p;), None(p,),Some(p;)) | 7 € T} by pr(FF#,;S,T).
We compute pr(F,fES, 7)) in the usual fashion. If the range of the abstraction function
« does not allow infinite, strictly increasing chains then the fixed point computation
always terminates after finitely many iterations.

We show our analysis for termination of the FDS S under the compassion require-
ments C on Figure[Il For proving the soundness and partial completeness of the analysis
we will develop a corresponding proof rule, whose auxiliary assertions denote elements
of the domain Dgps. The partial completeness property, following [2]], requires that the
analysis gives a positive answer for a FDS that terminates under compassion require-
ments C in case the abstract domain D,’:?LDS satisfies the following property. The domain

D#Ds contains an abstract value L# that satisfies the condition imposed by the analysis.
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input
FDS S with:
states .,
transitions 7,
compassion requirements C,
abstract domain D# with:
abstraction function o : 2% %% — D#,
concretization function y : D¥ — 2%x¥
begin
Flhs = MT#,P,Q). {(a(pr o (T?)),
P N None(p, o y(T#)),
Q U Some(pr 0 (T#))) | 7 € T}
L* = Ifp(Ffs, T)
if foreach (7%, P, Q) in L*
PUQ # |C| or well-founded(y(T#))
then
return(“FDS S terminates under C”)
end.

Fig. 1. Analysis of termination for a fair discrete system S under compassion requirements C

Theorem 2. The analysis shown on Figure[llis sound and partially complete.

Proof. See Section[3l O

We apply our analysis on general temporal properties of fair discrete systems as
follows. Let ¥ be a temporal property given by a Biichi automaton .4y . Note that we do
not encode the fairness requirements into Ay . Following Remark[I] we construct a FDS
S||| Ay together with the set of compassion requirements Cj;. For proving that the FDS
S satisfies the property ¥ under the compassion requirements C we apply our analysis
on S||| Ay (with compassion requirements Cjy).

We account for temporal properties given by generalized Biichi and Streett automaton
in a straightforward way. For this purpose, we use a direct translation of the generalized
Biichi and Streett acceptance conditions into compassion requirements, following the
lines of the translation shown in Remark [T}

4 Proof Rule

In this section, we show a proof rule for the verification of fair discrete systems. The
auxiliary assertions of the proof rule, called labeled relations, denote elements of the
domain Dgps used by our analysis. The correspondence between the proof rule and the
analysis will allow us to prove Theorem 2] which states the analysis’ correctness.
Informally, a labeled relation is a triple (7', P, Q) consisting of a binary relation
T over states together with two sets of compassion requirements P and (). Labeled
relations capture sets of computations segments. A computation segment S1, ..., S, is
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captured by (T, P, Q) if the pair (s1, $,,) is an element of 7', and the infinite sequence
($1,...,8n)¥, i.e. the infinite concatenation of the segment with itself, satisfies only
those compassion requirements whose indices are in the set P U (). We give a formal
definition of labeled relations below.

Definition 1 (Labeled Relation). A labeled relation (T, P, Q) consists of a binary re-
lation T C X x X and two sets of indices (labels) P,Q C |C|. The labeled relation
(T, P, Q) captures a computation segment s, . . ., sy, if the following conditions hold:

(s1,80) €T, None({s1,...,sn}) C P, Some({s1,...,$}) C Q.

We write seg(T, P, Q) for the set of all computation segments that are captured by the
labeled relation (T, P, Q).

The following theorem allows us to separate the reasoning about well-foundedness and
fairness.

Theorem 3. The FDS S terminates under the set of compassion requirements C if and
only if there exist labeled relations (T, P1,Q1), ..., (Ty, P, Qn) such that 1) every
computation segment of S is captured by some labeled relation from the set, and 2) for
every labeled relation (T, P,Q) in the set either |C| # P U Q or the relation T is
well-founded.

Proof. (if-direction) For a proof by contraposition, assume that 1) a finite set L of
labeled relations captures every computation segment, 2) for each (T, P, Q) € L holds
that either |C| # P U @ or the relation T is well-founded, and 3) S does not terminate
under the compassion requirements C. We will show that there exists a labeled relation
(T, P,Q) in L such that the relation T is not well-founded and |C| = P U Q.

By the assumption that S does not terminate under C, there exists an infinite compu-
tation o = s1, So, . . . that satisfies all compassion requirements.

We partition the set |C| of indices of compassion requirements into two subsets |C|”
and |C|? as follows. An index j (of the compassion requirement (p;, ¢;)) is an element
of the subset |C|” if there exist only finitely many positions ¢ in o such that s; € p;;
otherwise, j is an element of the subset |C|?. There exists a position r such that for each
i > r and for each j € |C|” we have s; & p;.

Let H = hq, ho, ... be an infinite ordered set of positions in ¢ such that h; = r and
foreachi > 1 and foreach j € |C|? there exist a position & between the positions h; and
hi1 with sp, € g;. Since o satisfies all compassion requirements such a set H exists.

For the fixed ¢ and the fixed H, we choose a function f that maps an ordered pair
(k,1), where k < [, of indices in H to one of the labeled relations in L as follows:

f(k,1) = (I,P,Q) € L suchthat (sg,...,s;) € seg(T, P,Q) .

Such a function f exists since every computation segment is captured by some labeled
relation in L. The function f induces an equivalence relation ~ on ordered pairs of

elements from H:
(k1) ~ (K, = f(k,1) = f(K',1I).

The equivalence relation ~ has finite index since the range of f is finite.
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By Ramsey’s theorem [20], there exists an infinite ordered set of positions K =
ki,ko,..., where k; € H for all © > 1, with the following property. All pairs of
elements in K belong to the same equivalence class, say [(m,n)|. with m,n € K.
That is, for all k,! € K such that k < [ we have (k,l) ~ (m,n). We fix m and n. Let
(Tonns P, Qmn) denote the labeled relation f(m,n).

Since for all ¢ > 1 we have (k;,k;y1) ~ (m,n), the function f maps the pair
(kiy kix1) 10 (Trn, P, Qmn ) for all i > 1. Hence, the infinite sequence sy, , Sk, , - - -
is induced by the relation 7;,,, i.e., for all ¢ > 1 we have (sk“skiﬂ) € Topn. We
conclude that the relation 7T5,,,, is not well-founded.

By the choice of H the following claims hold. Forevery i > k; and forevery j € |C|”
the state s; is not an element of p;. For every ¢ > 1 and for every j € |C|? there exists
a position k£ between the positions k; and k;; such that s, € g;. Hence, for every
i > 1 the infinite sequence (sg,, . . ., Sk, )* satisfies all compassion requirements. We
conclude |C| = Py U Q-

7',+1)

(only if-direction) is shown after the proof of Theorem dlin this section. a

We formalize the correspondence between labeled relations and the ingredients of
our analysis by the lemmas below. The ordering Cgps approximates the subset inclusion
ordering between the sets of computation segments captured by labeled relations, as
shown in Lemma[2

Lemma 2. The relation Cgps is an approximation of the entailment relation between
the sets of computation segments that are captured by two labeled relations. Formally,

(T1, P1, Q1) Cros (Ts, P2, Q2) = seg(T1, P1,Q1) C seg(1s, P2, Q2) .

Proof. Let the computation segment si,...,s, be captured by the labeled rela-
tion (11, P1,Q1). From (T, P1, Q1) Ceps (Tz, P2, Q2) and the definition of labeled
relations, we directly obtain (s1, ..., s,) € seg(Ts, P2, Q2). O

The operator Frps_ - is ‘compatible’ with the composition of computation segments,
as formalized in Lemma[3

Lemma 3. Every extension of a computation segment that is captured by a labeled
relation (T, P, Q) by a segment consisting of a pair of states in a transition relation p,
is captured by the application of the operator Frps , on (T, P, Q). Formally,

(8$1,...,8n) €seg(T, P,Q) and (sp, Sp+1) € pr =
(S15- -+ 80, 8n+1) € seg(Frps,- (T, P,Q)) -

Proof. Let s1,...,s, be a computation segment that is captured by the labeled re-
lation (T, P, @), and let (s, S,+1) be an element of the transition relation p,. By
the definition of labeled relations, for the set of indices of compassion requirements
P, = None({s1,...,8,}) we have P, C P. Furthermore, for the set of indices
P,+1 = None({s1,...,8n, Snt+1}) holds P, 11 C None({s1, sn+1}) C None(T o p;)
and P,,11 C P,. Hence, we have P, ;1 C P and P,; C None(T o p,). We conclude
P,+1 € PN None(F(T)).

Analogously, we have Some({s1,...,s,}) C @, and, hence, for the set of indices
Qnt1 = Some({s1,...,Sn, Snt1}) holds Qp41 C QU Some(F,(T)).
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The pair of states (s, S,,+1) is an element of the relational composition 7" o p.., since
(81, $n) is an element of the relation 7. We conclude that sq, .. ., Sy, Sp+1 is captured
by FFDS,T(T7 PvQ) g

We canonically extend the ordering Cgps to sets of labeled relations:
L Ceps M =VY(T1, P1,Q1) € LI(T2, P2, Q2) € M. (T, P1,Q1) Cros (T2, 2, Q2) -
We canonically extend the operator Frps, - to sets of labeled transitions:
Frps- (L) = {Frps (T, P,Q) | (T,P,Q) € L} .

We show a proof rule COMP-TERM for verifying the termination of fair discrete systems
under compassion requirements on Figure 2l By applying Theorem [l we reduce this
termination proof to the problem of identifying of a set of labeled relation that captures
every computation segment of S. The premises P1 and P2 identify such sets of labeled
relations, which is justified by LemmaMl The premise P3 accounts for well-foundedness
and fairness.

Lemma 4. A set of labeled relations L for the FDS S that satisfies the premises P1 and
P2 of the proof rule COMP-TERM captures every computation segment.

Proof. Given a set of labeled relations L that satisfies the premises P1 and P2 of the
proof rule COMP-TERM, we show that every computation segment is captured by some
labeled relation in L by the induction over the segment length.

Let s1, so such that (s1, s2) € p., where 7 is a transition, be a computation segment.
From None({s1, s2}) € None(p,) and Some({s1,s2}) C Some(p,) follows directly
that the segment s1, s is captured by the labeled relation (p,, None(p,), Some(p,)).
By Lemma[2and the premise P1, the segment s1, so is captured by some labeled relation
in L, which is Cgps-greater than (p,, None(p, ), Some(p,)).

The induction assumption is that the computation segment s1, . . ., s, is captured by
a labeled relation (T, P, Q) from L. Let (s, $,+1) be an element of p.. By Lemma 3]
we have (s1,..., 8, Snt1) € seg(Frps - (T, P, Q))). Analogously to the base case, the
segment si,..., Sy, Sp4+1 1S captured by some labeled relation in L, which is Cgps-
greater than Frps (T, P, Q). a

Theorem 4. The proof rule COMP-TERM is sound and complete.

Proof. The soundness of the proof rule follows directly from the if-direction of Theo-
rem[3] and Lemma 4]

For proving completeness, we assume that the FDS S terminates under the compassion
requirements C. We construct a set L of labeled relations that satisfies all premises of
the proof rule COMP-TERM. Let L be the set of labeled relations defined as follows. For
each pair of sets of indices P C |C| and Q C |C| let (T, P, Q) be a labeled relation
in L such that a pair of states (s, s’) is an element of the relation T if there exists a
computation segment 1, ..., s, such that s; = s, s, = s', P = None({s1,...,s,}),
and @ = Some({s1,...,8Sn}).

We prove that L satisfies all premises of the proof rule COMP-TERM. We make the
following assumptions on the transition relations p,, where 7 € 7.
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FDS S with:
states 3,
compassion requirements C,
transitions 7,
Set of labeled relations L = {(T1, P1,Q1), ..., (Tn, Pn,Qn)} such that:
T, C X x Xand P;,Q; C|C|foralli € {1,...,n}
P1: (p-,None(p,),Some(p-)) Crps L foreachT € T
P2: Frps,-(L) Crps L foreach T € T

P3:  P,UQ; # |C| or T; well-founded foreachi € {1,...,n}

FDS S terminates under compassion requirements C

Fig. 2. Proof rule COMP-TERM

Assumption 1. Forevery pair (s, s') of states in the transition relation p,, whereT € T,
the sequence s, s' is a computation segment.

This assumption is not a proper restriction. We can assume that the transition relations
are restricted to the accessible states. Alternatively, we may use a weaker version of the
proof rule that restricts the transition relations p. in the premise P1 to the accessible
states Acc.

Assumption 2. For each transition T € T there exists two sets of indices P and Q)

of compassion requirements such that for every pair (s,s') of states in p, we have
P = None({s, s'}) and Q = Some({s, s'}).

This assumption can be fulfilled by splitting every transition relation according to the
sets that appear in the fairness requirements. Now we prove that L satisfies every premise
of the proof rule.

Premise P1: We show that for every program transition 7 € 7 the condition
(pr,None(p;), Some(p,)) Crps (T, P, Q) holds for the labeled relation (T, P, Q) € L
such that P = None(p,) and Q = Some(p,). We need to prove p, C T. For every
pair of states (s, s’) in p, the sequence s, s’ is a computation segment, by Assumption [T}
Furthermore, we have None({s, s'}) = P and Some({s, s'}) = @, by Assumption 2l
Hence, by construction of the labeled relation (T, P, @), the pair (s, s’) is an element of
the relation 7.

Premise P2: We show that for every labeled relation (71, Py, Q1) € L and for every
transition 7 € 7 it holds FFDS,T(T17 P, Ql) Ceps (Tg, Py, Qg), where (TQ, P, Qg)
is the labeled relation in L such that P, = P; N None(F,(7T1)) and Q2 = @1 U
Some(F-(T1)). We need to prove T; o p; C Ts.

We note the following auxiliary statement. For every pair (s, s’) of states in T} we
have P; C None({s}), Some({s}) C Q1, P1 C None({s'}), and Some({s'}) C Q1.
To justify the statement above for the pair (s,s’) € Tj, we consider a computation
segment s, ..., s’ that is captured by (T4, P1, Q1) such that None({s,...,s'}) = P,
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and Some({s,...,s'}) = Q1, which exists by construction of (71, Py, Q1). From the
definitions of None and Some, our auxiliary statement follows directly.

Now we are ready to prove 17 0p, C T5. Fora pair of states (s1, s,,) € T} there exists
a computation segment s1,. .., S, that is captured by the labeled relation (77, P, Q1)
such that None({s1,...,s,}) = P and Some({s1,...,$,}) = @1, by construction
of (11, P1,Q1). By Lemma [3] for a pair of states (s, Sp+1) € pr the computation
segment s1,. .., Sy, S, +1 is captured by the labeled relation Frps (T4, P1, (Q1). Next,
we prove the equalities

None({s1, ..., 8n, Snt+1}) = P1 N None(F,(T1)) ,
Some({s1,--.,8Sn, Snt+1}) = Q1 U Some(F(T1)),

from which (s1, s,,+1) € T5 follows directly, by construction of (75, Py, Q)2). We follow
the chain of observations below:

None({s1,...,Sn, Sn+1})
= Py N None({sn, Sn+1})
= P, N None({sn, Snt+1}) N U None({s})  since P; C None({s})
(s,s")ET,(s",s")Eps
=P N U (None({s}) N None({sn, Sn+1}))
(s,s')ET1,(s",8")€Ep~+
=P N U (None({s}) N None({s’,s"})) by Assumption 2]

(5,5')ETy,(s',5") Epn

- U (None({s, s”}) N None({s'}) N P,)

(s,5)€Ty (5" 5" Ep-

= U (None({s, s"}) N Py) since P; C None({s'})
(S,S/)ETl,(s/7S”)EpT
= P, N None(F-(Ty)) .

The proof of Some({s1, ..., Sn, Sn+1}) = Q1 U Some(F,(T1)) is analogous.

Premise P3: We show, by contraposition, that for every labeled relation (T, P, Q) in L
such that P U @ = |C| we have that the relation T is well-founded.

Assume that there exists an infinite sequence of states s', s2, . . . suchthatforalls > 1
the pair (s%, s°T1) is an element of T', i.e., the relation T is not well-founded. By construc-
tion of (T, P, Q), the state s! is accessible from some initial state s; € ©. Furthermore,
for all i > 1 there exists a computation segment (s¢,...,s'1) € seg(T, P,Q) that
connects the states s* and s**!. For connecting the states s* and s**! we choose a com-
putation segment such that None({s’, ..., s'"1}) = Pand Some({s’,...,s"t1}) = Q.
Such a segment exists by construction of (T, P, Q). We conclude that there exists an
infinite computation ¢ = sq,..., s s2,.... Next, we prove that o satisfies all
compassion requirements.

Foreach j € P we have that p;-states does not appear in o after the state s*. For each
j € Q and each i > 1 we have that some g;-state appear in the segment s°, ..., s"1.
Since P U @ = |C|, the computation ¢ satisfies all compassion requirements.

5 geeey
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There is a contradiction to our assumption that S terminates under the compassion
requirements C. ad

Proof. Theorem [3] (only if-direction) The set of labeled relations constructed in the
completeness part of the proof of Theorem@lsatisfies all premises of the proof rule COMP-
TERM. By Lemma 4] such a set captures all computation segments. Hence, whenever
the FDS S terminates under the compassion requirements C, there exists a set of labeled
relations L such that for each (T, P, Q) € L we have either P U @ # |C| or the relation
T is well-founded. a

We obtain a proof rule for the verification of general temporal properties of fair
discrete systems by following Remark [II We account for temporal properties given
by a generalized Biichi automaton or a Streett automaton in a straightforward way,
since generalized Biichi and Streett acceptance conditions are directly expressible as
compassion requirements.

5 Correctness of the Analysis

We prove the soundness of the analysis as follows. First, we observe that the abstract
least fixed point pr(F,f,Ss, T) represents a finite set L of labeled relations:

L = {(7(T),P,Q) | (T, P,Q) € Ifp(Fps,T)} -

that satisfies the premises P1 and P2 of the proof rule COMP-TERM. This observation
holds since the operator FF#ES is a conservative approximation of the operator Frps, due
to the Galois connection (apps, Vrps ). Hence, whenever the analysis gives the positive
answer then the set L satisfies all premises of the proof rule. By Theorem[d] we conclude
the analysis is sound.

The partial completeness of the analysis follows from the completeness of the proof
rule. We assume that the FDS S terminates under the compassion requirements C. Let
L be a finite set of labeled relations that satisfies all premises of the proof rule. Such a
set exists, by Theorem [l Let the abstract domain D#DS contains an abstract value L#
such that L = 'yFDs(L#). By Theorem 13 in [2]], we conclude that the least fixed point
pr(F,fEs, T) computed on D#DS satisfies the condition that leads to the positive answer.

6 Applications

We have implemented the analysis in a prototype tool using SICStus Prolog [10] and
its built-in solver for linear arithmetic [7]. We applied the tool on several examples,
described below.

In our implementation, we have instantiated the abstract domain D#DS by a set of
abstract transitions. Abstract transitions are conjunctions built from some fixed, finite set
of transition predicates [19]. A transition predicate denotes a binary relation over states,
and is represented by an atomic assertion over unprimed and primed program variables,
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local o : channel [1..] of integer
[local z : integer where z = 0]
4y : loop forever do local y : integer where y =0
li:x:=x+1 mo: while y =0 do
B o=z . miia=y
Py or I P mz: while y > 0 do
ly: | £5: skip mg:y:=y—1
or my:
L l5:a<=0 i

Fig. 3. Program CORR-ANY-DOWN

e.g. ' < x — 1. The abstraction of a relation 7" is the abstract transition 7# such that
T entails the relation denoted by 7% . The meaning of the concretization function 7 is
identity. We represent the relations (7'#) by a ‘simple’ program that consists of a single
while loop with only update statements in the loop body, following [[18,[19]]. There exist
a number of well-foundedness tests for the class of simple while programs that are built
using linear arithmetic expressions [1,117,22]. Our tool implements the test described
in [17].

We give a brief description of the example programs. We start with the program
CORR-ANY-DOWN, shown on Figure[3l The communication between the processes of the
program CORR-ANY-DOWN takes place over an asynchronous channel «.. The channel
« is unreliable. Messages sent over the channel can be transmitted correctly, get lost or
corrupted during the transmission. The transition o <= x models a correct transmission,
skip models the message loss, and o <= 0 models the message corruption [16]. We prove
the eventual reachability of the location my.

This property relies on the assumption that the value of the variable x is eventu-
ally communicated to the variable y, i.e., that the channel « is eventually reliable. We
model the eventual reliability by a compassion requirement (at_{1, at_¢3) that ensures
a successful transmission if there are infinitely many attempts to send a message.

The eventual reliability of the communication channel is in fact not sufficient for
proving termination. We also need to exclude computations in which one of the pro-
cesses idles forever in some location. Hence, we introduce a justice requirement for
each location, e.g. —at_{; and —(at_mg Ay = 0).

We model the asynchronous communication channel « by an integer array of infinite
size. We keep track of the positions in the array at which the read and write operations
take place, as well as the position at which the first successfully transmitted value is
written.

The program BAKERY is a simplified version [15] of the Bakery mutual exclusion
protocol [L1] for two processes. We verify the starvation freedom for the first process.
This means that whenever it leaves the non-critical section, it will eventually reach the
critical section. The property relies on justice assumptions that none of the processes
idles forever in some location.
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I 1 11
Number of justice requirements 10 5 5
Number of compassion requirements ||1 0 0
Number of transition predicates 19 7 11
Least fixed point computation, sec 363.2 2.7 34
Well-foundedness tests, sec 0.5 0.03 0.04

Fig. 4. Analysis of the programs CORR-ANY-DOWN (I), BAKERY (II), and TICKET (III)

The program TICKET is another mutual exclusion protocol. We verify the starvation
freedom property for the first process. It requires the same kind of fairness requirements
as the program BAKERY.

Figure [ shows the collected statistics. For each program we give the number of
justice and compassion requirements that were necessary to prove the property, and
the number of transition predicates that induce the abstract domain D#. We measured
the time spent on the fixed point computation pr(F,fst, 7T), and the well-foundedness
checks well-founded((T#)) (see the analysis on Figure [IJ).

7  Conclusion

We have presented an analysis of temporal properties of fair discrete systems. Our
analysis relies on the domain of labeled relations, which provides the separation of well-
foundedness and fairness. We have successfully applied our analysis to verify temporal

properties of interesting programs. The verified properties rely on justice and compassion
requirements.
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Abstract. The Paige and Tarjan algorithm (PT) for computing the coarsest re-
finement of a state partition which is a bisimulation on some Kripke structure is
well known. It is also well known in abstract model checking that bisimulation
is equivalent to strong preservation of CTL and in particular of Hennessy-Milner
logic. Building on these facts, we analyze the basic steps of the PT algorithm
from an abstract interpretation perspective, which allows us to reason on strong
preservation in the context of generic inductively defined (temporal) languages
and of abstract models specified by abstract interpretation. This leads us to design
a generalized Paige-Tarjan algorithm, called GPT, for computing the minimal re-
finement of an abstract interpretation-based model that strongly preserves some
given language. It turns out that PT can be obtained by instantiating GPT to the
domain of state partitions for the case of strong preservation of Hennessy-Milner
logic. We provide a number of examples showing that GPT is of general use.
We show how two well-known efficient algorithms for computing simulation and
stuttering equivalence can be viewed as simple instances of GPT. Moreover, we
instantiate GPT in order to design a O(| Transitions|| States|)-time algorithm for
computing the coarsest refinement of a given partition that strongly preserves the
language generated by the reachability operator EF.

1 Introduction

Motivations. The Paige and Tarjan [[15] algorithm — in the paper denoted by PT — for
efficiently computing the coarsest refinement of a given partition which is stable for a
given state transition relation is well known. Its importance stems from the fact that P'T
actually computes bisimulation equivalences, because a partition P of a state space X' is
stable for a transition relation R C X’ x X' if and only if P is a bisimulation equivalence
on the transition system (X', R). In particular, PT is widely used in model checking for
reducing the state space of a Kripke structure K because it turns out that the quotient of
KC w.r.t. bisimulation equivalence strongly preserves branching-time temporal languages
like CTL and CTL" [2L3]]. Paige and Tarjan first provide the basic O(|R||X¥|)-time PT
algorithm and then exploit a computational logarithmic improvement in order to design
a O(|R| log | X|)-time algorithm, which is usually referred to as Paige-Tarjan algorithm.
It is important to remark that the logarithmic Paige-Tarjan algorithm is derived as a
computational refinement of PT that does not affect the correctness of the procedure
which is instead proved for the PT algorithm. As shown in [16], it turns out that state
partitions can be viewed as domains in abstract interpretation and strong preservation can
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be cast as completeness in abstract interpretation. Thus, our first aim was to understand,
from an abstract interpretation perspective, why PT is a correct procedure for computing
strongly preserving partitions.

The PT Algorithm. Let us recall how PT works. Let prep = AX.{s € ¥ |3z €
X. s} denote the usual predecessor transformer on p(X). A partition P € Part(X)
is PT stable for R when for any block B € P, if B’ € P then either B C preg(B’)
or B Npreg(B’) = @. For a given subset S C X, we denote by PTsplit(S, P) the
partition obtained from P by replacing each block B € P with the blocks B Nprey(.5)
and B \ preg(S), where we also allow no splitting, namely that PTsplit(S, P) = P.
When P # PTsplit(S, P) the subset S is called
a splitter for P. Splitters(P) denotes the set
of splitters of P, while PTrefiners(P)= {S e
Splitters(P) | H{B;} € P. S = U;B;}. Then, the
PT algorithm goes as follows.

while (P is not PT stable) do
choose S € PTrefiners(P);
P := PTsplit(S, P);

endwhile 'ﬁ

An Abstract I nterpretation Perspective of PT. Our work originated from a number of
observations on the above PT algorithm. Firstly, we may view the output PT(P) as the
coarsest refinement of a partition P that strongly preserves CTL. For standard abstract
models which are partitions, it is known that strong preservation of CTL is equivalent
to strong preservation of (finitary) Hennessy-Milner logic HML [12], i.e., the language
generated by the grammar: ¢ ::= p | p1 A @2 | ~¢ | EX¢, where p ranges over atomic
propositions in A Psuch that {[p] C X' | p € AP} = P and the semantic interpretation
of EX is preg : p(X) — p(X). Thus, we observe that PT(P) indeed computes the
coarsest partition Py, that refines P and strongly preserves HML. Moreover, the parti-
tion Py, corresponds to the state equivalence =y, induced by the semantics of HML:
s =mar 8 iff Vo € HML. s € [¢] < s € [¢]. Hence, we also observe that Py, is an
abstraction of the state semantics of HML on the domain Part(Y) of partitions of X.
Thus, our starting point was that PT can be viewed as an algorithm for computing the
most abstract object on the particular domain Part(X') that strongly preserves the par-
ticular language HML. We made this view precise within Cousot and Cousot’s abstract
interpretation framework [41/5].

We introduced in [16] an abstract interpretation-based framework for reasoning on
strong preservation of abstract models w.r.t. generic inductively defined languages. We
showed that the lattice Part(Y') of partitions of the state space > can be viewed as an
abstraction of the lattice Abs(p(X')) of abstract interpretations of p(X). Thus, a parti-
tion P € Part(X) is here viewed as a particular abstract domain v(P) € Abs(p(X)).
This leads to a precise correspondence between forward complete abstract interpreta-
tions and strongly preserving abstract models. Let us recall that completeness in abstract
interpretation [41[5,[T0] encodes an ideal situation where no loss of precision occurs by
approximating concrete computations on the abstract domain. The problem of mini-
mally refining an abstract model in order to get strong preservation of some language
L can be cast as the problem of making an abstract interpretation A forward complete
for the semantic operators of £ through a minimal refinement of the abstract domain of
A. It turns out that this latter completeness problem always admits a fixpoint solution.
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Hence, in our abstract interpretation framework, it turns out that for any P € Part(X),
the output PT(P) is the partition abstraction in Part(X') of the minimal refinement
of v(P) € Abs(p(X')) which is complete for the set F' of semantic operators of the
language HML, where Fyy, = {N,C, prey} is the set of operators on o(X) of HML.
In particular, it turns out that a partition P is PT stable iff v(P) is complete for the op-
erators in Fi;,. Also, the following observation is crucial in our approach. The splitting
operation PTsplit(S, P) can be viewed as the best correct approximation on Part(X)
of a refinement operation refines(S,-) : Abs(p(X)) — Abs(p(X)) on abstract do-
mains: given an operator f:p(X) — p(X), refines (S, A) refines an abstract domain A
through a “ f-refiner” S € A to the most abstract domain containing both A and f(.5). In
particular, P results to be PT stable iff the abstract domain y(P) cannot be refined w.r.t.

the function pre . Thus, if reﬁneJP‘m de- | while the set of prep-refiners of P # & do
notes the best correct approximation in choose some pre ,-refiner S € v(P);
Part(X) of refine; then the PT algo- P :=refine;lt (S, P);

rithm can be formulated as follows. endwhile

Main Results. This abstract interpretation-based view of PT leads us to generalize PT
to: (1) a generic domain .4 of abstract models generalizing the domain of state parti-
tions Part(X') and (2) a generic set F of operators on p(X') providing the semantics
of some language L and generalizing the set Fy,;, of operators of HML. We design
a generalized Paige-Tarjan refinement algorithm, called GPT, which, for any abstract
model A € A, is able to compute the most abstract refinement of A in 4 which is
strongly preserving for the language L. The correctness of GPT is guaranteed by
some completeness conditions on A and F'. We provide a number of applications show-
ing that GPT is an algorithmic scheme of general use. We prove that two well-known
algorithms computing simulation and stuttering equivalence can be obtained as simple
instances of GPT. First, we show that the algorithm by Henzinger et al. [13] that com-
putes simulation equivalence in O(|R||X|)-time (as far as time-complexity is concerned,
this is the best available algorithm) corresponds to the instance of GP'T where the set
of operators is ' = {N, preg} and the abstract domain A is the lattice of disjunctive
(i.e. precise for least upper bounds [5]) abstract domains of (). We obtain this as
a consequence of the fact that simulation equivalence corresponds to strong preserva-
tion of the language ¢ ::= p | 1 A pa | EXp. Second, we show that GPT can be
instantiated in order to get the Groote-Vaandrager algorithm [11]] that computes diver-
gence blind stuttering equivalence in O(| R|| X|)-time (again, this is the best known time
bound). Let us recall that the Groote-Vaandrager algorithm can be also used for com-
puting branching bisimulation equivalence, which is the state equivalence induced by
CTLF-X [2L/Z[IT]. In this case, the set of operators is ' = {N,C, EU}, where EU
is the standard semantic interpretation of the existential until, while A4 is the domain
of partitions Part(X'). Moreover, we instantiate GPT in order to design a new par-
tition refinement algorithm for the language inductively generated by the reachability
operator EF and propositional logic, namely with I = {N, C, EF}. In this case, we de-
scribe a simple implementation for this instance of GPT that leads to a O(| R|| X|)-time
algorithm.
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2 Basic Notions

Notation. Let X be any set. Fun(X') denotes the set of all the functions f : X" — X,
where ar(f) = n > 0 is the the arity of f. For a set S € p(p(X)), we write the
sets in S in a compact form like {1,12,123} € p(p({1,2,3})). We denote by C the
complement operator w.r.t. some universe set. A function f : C — C on a complete
lattice C' is additive when f preserves least upper bounds. We denote by Part(X) the
set of partitions on X. Part(X) is endowed with the following standard partial order
<: given Py, P, € Part(X), P1 < P, i.e. P is coarser than P; (or P; refines P) iff
VB € P,.3B' € P,.B C B’. It turns out that (Part(X), <, A, Y, {X}, {{z}}zex)
is a complete lattice. We consider transition systems (X, R) where the relation R C
X x X (also denoted by =) is total. A Kripke structure (X, R, AP, {) consists of a
transition system (X', R) together with a set AP of atomic propositions and a labelling
function £ : ¥ — @(AP). Forany s € X, [s], = {s' € X | {(s) = {(s')}. Also,
P, = {[s]¢ | s € ¥} € Part(X). A transition relation R C % x X defines the usual
pre/post transformers on p(X): preg, post g, preg, post r- When clear from the context,
subscripts R are sometimes omitted.

Abstract | nterpretation and Completeness. In standard abstract interpretation, abstract
domains can be equivalently specified either by Galois connections/insertions (GCs/GIs)
or by (upper) closure operators (uco’s) [3]]. Closure operators have the advantage of being
independent from the representation of domain’s objects and are therefore appropriate
for reasoning on abstract domains independently from their representation. We will
denote by («, C, A,~) a GC/GI of the abstract domain A into the concrete domain
C through the abstraction and concretization maps « : C — Aand~vy : A — C.
Recall that ;o : C' — C'is a uco when p is monotone, idempotent and extensive (i.e.,
x < p(z)). If pis reductive (i.e., u(x) < x) instead of extensive then p is a lower closure
operator (Ico), namely a uco on the dual lattice C>. It is known that the set uco(C') of
uco’s on C, endowed with the pointwise ordering C, gives rise to the complete lattice
(uco(C),C,U,M, Ax. T ¢, id). We have that p C p iff p(C) C p(C); in this case, we
say that  is a refinement of p. Also, (lco(C'), C) denotes the complete lattice of lower
closure operators on C' It turns out that uco(C) and lco(C) are dual isomorphic, namely
uco(C')7 and lco(C')c are isomorphic. Hence, notions and results concerning uco’s can
be stated dually for Ico’s. Each closure is uniquely determined by the set of its fixpoints,
which is also its image. Also, a subset X C C'is the set of fixpoints of some uco on C'iff
X is meet-closed, i.e. X = M(X) = {AY | Y C X} (where To = A¢®@ € M(X)).
Often, we will identify closures with their sets of fixpoints because this does not give
rise to ambiguity. In view of the above equivalence, throughout the paper (uco(C), C)
will play the role of the (complete) lattice of abstract domains of the concrete domain C'
[4,/5]]. The ordering on uco(C') corresponds to the standard order that compares abstract
domains with regard to their precision: A; is more precise than A, (or A, is more
abstract than A;) iff A1 C As in uco(C). Let (o, C, A,v) be a Gl f : C — C be some
concrete semantic function — for simplicity, we consider here 1-ary functions — and
f*: A — Abe a corresponding abstract function. Then, (A, f¥) is a sound abstract
interpretation when o f C f¥ o cv. The abstract function f4 < ao foy: A — Ais
called the best correct approximation of f in A. Completeness in abstract interpretation
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corresponds to require the following strengthening of soundness: o o f = f* o . This is
called backward completeness because a dual forward completeness may be considered.
The soundness equation a o f C f% o ais equivalent to f o v C ~y o f*, so that forward
completeness for f# corresponds to strengthen soundness by requiring: f oy = v o f%.
Giacobazzi et al. [10] observed that both backward and forward completeness uni-
quely depend upon the abstraction map, namely they are abstract domain properties.
These domain properties can be formulated through uco’s as follows: an abstract domain
u € uco(C) is backward complete for f iff po f = po f o pholds, while y is forward
complete for fiff fou=po fop.

Shells. Refinements of abstract domains have been much studied in abstract interpre-
tation [4}15]] and led to the notion of shell of an abstract domain [10]. Given a generic
poset P< of semantic objects — where x < y intuitively means that z is a “refinement”
of y, i.e. x is more precise than y — and a property P C P of these objects, the generic
notion of shell goes as follows: the P-shell of an object x € P is defined to be an
object s, € P such that: (i) s, satisties the property P, (ii) s, is a refinement of x, and
(iii) s is the greatest among the objects satisfying (i) and (ii). Note that if a P-shell
exists then it is unique. We will be particularly interested in shells of abstract domains
and partitions. Given a state space X and a partition property P C Part(X'), the P-shell
of P € Part(X) is the coarsest refinement of P that satisfies P, when this exists. Given
a concrete domain C' and an abstract domain property P C uco(C), the P-shell of
i € uco(C'), when this exists, is the most abstract domain that refines p and satisfies
P. Giacobazzi et al. [10] show that backward complete shells always exist when the
concrete operations are continuous.

Let us now consider the property of forward completeness. Let F' C Fun(C') (thus
functions in F' may have any arity) and S € p(C'). We denote by F(S) € p(C) the
image of F on S, i.e. F(S)= {f(3) | f € F, § € S*P}, and we say that S is F-
closed when F'(S) C S. An abstract domain p € uco(C) is forward F-complete when
w is forward complete for any f € F'. Thus, the (forward) F'-complete shell opera-
tor Sg : uco(C) — uco(C) is defined as follows: Sp(u) = L {n € uco(C) | n C
i, n is forward F-complete}. As already observed by Giacobazzi and Quintarelli [9]], it
is easy to show that for any domain p, Sp () is forward F-complete, namely forward
complete shells always exist. It is worth noting that Sp € lco(uco(C')c) and that S ()
is the smallest (w.r.t. set inclusion) set that contains x4 and is both F'-closed and meet-
closed. When C' is finite, note that for the meet operator A : C 2 C we have that, for
any ', Sp =S Fu{A}» because uco’s are meet-closed.

We define F'° : uco(C) — uco(C) as F'° = M o F, namely F'°(p) =
MU f(@) | f € F, & € pD}). This operator characterizes forward F-completeness
because it turns out that p is forward F-complete iff p © F"°(p). Moreover, given
11 € uco(C'), we consider the operator F), : uco(C') — uco(C') defined by F,(p) = pr1
F(p) and we also note that F},(p) = M(uU F(p)). Observe that F), is monotone
on uco(C') and therefore it admits (least and) greatest fixpoint. It turns out that we may
constructively characterize the shell Sg (1) as the greatest fixpoint (denoted by gfp) in
uco(C') of the operator F),.
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Lemma 2.1. S (p) = gfp(F)).

Example 2.2. Let ¥ = {1,2,3,4} and f, : X — X be the function {1 — 2,2 —
3,3 — 4,4 — 4}. Let f : p(X) — p(X) be the lifting of f, to the powerset,
ie, f=AS{fs(s) | s € S}. Consider the abstract domain p = {@,2,1234} €
uco(p(X)c). By Lemmal2.1l S¢ () = {2, 2, 3,4, 34,234, 1234} because:

po = {1234}  (top uco)

p1 = M(pU f(po)) = M(pU{234}) = {2,2,234,1234}
MU f(p1)) = M(pU{@,3,34,234}) = {@,2,3,34,234, 1234}
MU fp2)) = M(pU{@,3,4,34,234}) = {@,2,3,4,34,234,1234}
pa=M(pU f(ps)) = M(nU{@,3,4,34,234}) = p3  (greatest fixpoint). O

3  Generalized Strong Preservation

Partitions as Abstract Domains. Let X be any (possibly infinite) set of system states.
We recall from [16] how the the lattice of state partitions Part(X') can be viewed as an ab-
straction of the lattice of abstract domains uco(p(X')). Our goal is to perform a complete
abstract computation of a forward complete shell Sp (1) = gfp(F),) (cf. Lemma[2.1]) on
the lattice of partitions. Thus, we need to approximate a greatest fixpoint computation
from above so that, as usual in abstract interpretation in these cases, we consider concrete
and abstract domains with their dual ordering relations. Hence, we are looking for a GI
of Part(X)x into uco(p(X))7.

We define a mapping par : uco(p(%)) — Part(X) by par(u) = {[s], | s € X},
where [s], = {s' € X | u({s'}) = u({s})}. On the other hand, pcl : Part(%) —
uco(p(X)) is defined by pcl(P) = X € p(X).U{B € P| XNB # &}, ie.
pcl(P)(X) is the minimal covering of the set X C X' through blocks in P. Observe that
pcl(P) is indeed a uco whose set of fixpoints is given by all the unions of blocks in P,
ie. pcl(P) = {U;B; | {B;} C P}. It turns out that (par, uco(p(X))5, Part(X) -, pcl)
is a GI. An abstract domain i € uco(p(X)) is partitioning — meaning that it represents
exactly a partition; also, pcl stands for “partitioning closure” — when pcl(par(u)) = p
holds. We denote by puco(p(X')) the set of partitioning abstract domains. As a conse-
quence, the mappings pcl and par give rise to an order isomorphism allowing to view
state partitions as partitioning uco’s: Part(X) 5 = puco(p(X))c. It turns out that an
abstract domain p € uco(p(X)) is partitioning iff V.S € . C(S) € pu iff (i) p is ad-
ditive and (i) {©({s})}sex € Part(X). Therefore, the partition associated to some
i € puco(p(X)) is the set of p-images of singletons, i.e. par(u) = {u({s}) | s € X}.

Example 3.1. Consider X' = {1,2, 3,4} and the corresponding lattice Part(X) <. The
uco’s p1 = {@,12,3,4,1234}, s = {@,12,3,4,34,1234}, ps = {,12,3,4, 34,
123,124, 1234}, pg = {12,123,124,1234} and 5 = {@,12,123,124,1234} all in-
duce the same partition P = par(u,;) = {12,3,4} € Part(X). Observe that 3 is the
only partitioning closure because pcl(P) = pus. ad
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Abstract Semantics and Generalized Strong Preservation. Let us now recall from [[16]
how to cast strong preservation in standard abstract model checking as forward com-
pleteness of abstract interpretations. We consider languages £ whose syntactic state
formulae ¢ are inductively defined by a BNF grammar: ¢ ::= p | f(¢1, ..., on ), Where
p € AP ranges over a set of atomic propositions that is left unspecified while f ranges
over a finite set Op of operators (each f € Op has an arity ar(f) > 0).

The interpretation of formulae in £ is determined by a semantic structure S =
(X,1,AP,¢) where: X is any set of states, I : Op — Fun(p(X)) is an interpretation
function such that for any f € Op, I(f) : (X)) — (X)), APis a set of atomic
propositions and ¢ : X — p(AP) is alabelling function. Semantic structures generalize
the role of Kripke structures by requiring that the semantic interpretation of a n-ary
syntactic state operator is given by any n-ary mapping on g(X). For p € AP and
f € Op we will also use p and f to denote, respectively, {s € X' | p € ¢(s)} and
I(f). Also, Op = {f € Fun(p(X)) | f € Op}. The concrete state semantic function
[1s : £ — p(X) evaluates a formula ¢ € L to the set of states making ¢ true on the
semantic structure S, namely it is inductively defined as follows:

[pls =p and [f(o1,. 0n)ls = f([eils; - [enls)-

In the following, we will freely use standard logical and temporal operators together
with their corresponding usual interpretations: for example, I(A) = N, I(-) = C,
I(EX) = prep, etc. We say that a language L is closed under a semantic operation
g: p(X)" — p(X) when for any ¢4, ..., @, € L, there exists some ¢» € L such that
g([e1lss - [pn]s) = [¢]s. It is straightforward to extend this notion to infinitary
operators, e.g. infinite logical conjunction.

The state semantics [-]s induces a state logical equivalence E‘Z C XY x Y asusual:
s=235'iff Vo € L.s € [¢]s < s € [¢]s- The corresponding state partition is denoted
by P € Part(X) (the index S for the underlying semantic structure is omitted).

For a number of well known temporal languages like CTL*, ACTL", CTL"-X, it
turns out that if a partition is more refined than P, then it induces a standard strongly
preserving (s.p.) abstract model. This means that if we interpret £ on a Kripke structure
K = (X,R,AP () and P < P, then one can define an abstract Kripke structure A =
(P, R*, AP, (%) that strongly preserves £: for any ¢ € £ and forany s € ¥ and B € P
such that s € B, we have that B € [p]a < s € [¢]k. For example, R* = R* for
CTL" and R* = R"? for ACTL", while £*(B) = U,cp/(s) (see e.g. [3,/6]). Moreover,
it turns out that Py is the smallest s.p. abstract state space, namely if (A, R¥, AP, (1) is
any abstract Kripke structure that strongly preserves £ then | Pz| < |A|. Thus, following
Dams [6]], the notion of strong preservation can be given for generic state partitions:
given a language £ and a semantic structure S, P € Part(X) is strongly preserving for
L (wrt. S) when P < P.. Recall that Py € Part(X) is the partition induced by the
labeling ¢ and observe that P < P, always holds. Hence, it turns out that P, is the
coarsest refinement of P, which is s.p. for £, namely P is the strongly preserving (for
L) shell of Py.

Abstract interpretation allows us to define abstract semantics. Consider any abstract
domain p € uco(p(X)). The abstract semantic function [-]'s : £ — p induced by
evaluates any ¢ € Ltoanabstract value [¢]'s € . The semantics [-]'s is compositionally
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defined by interpreting any p € APand f € Op as best correct approximations on the
abstract domain g of their concrete interpretations p and f:

[pl's = u(p) and [f(p1, .., on)]ls = u(Ff(leils, - [onls))-

Intuitively, the partition P, induced by L is an abstraction of the semantics [-]s. We
make this observation precise as follows. We define an abstract domain p € uco(p(X))
as strongly preserving for £ (w.r.t. §) when for any S € p(X) and ¢ € L: pu(S) C
[els < S C [¢ls. As shown in [I€], it turns out that this generalizes the notion of
strong preservation from partitions to abstract domains because, by exploiting the above
isomorphism between partitions and partitioning abstract domains, it turns out that P is
s.p. for £ w.r.t. S iff pcl(P) is s.p. for £ w.r.t. S. This provides the right framework for
viewing strong preservation as a forward completeness property. Given a state space X,
we associate to any set S C p(X) a set of atomic propositions APg = {px | X € S}
and a corresponding labeling g <= \s € X. {px € APs | s € X}. In particular, this
can be done for any abstract domain 1 € uco(p(X')) by viewing 1 as a set of sets. Hence,
given a state space X and an interpretation function I : Op — Fun(p(X)), any abstract
domain p € uco(p(X)) determines the semantic structure S, = (X, I,AP,,£,). The
following result shows that strongly preserving shells indeed coincide with forward
complete shells.

Theorem 3.2 ([16]). Let L be closed under infinite logical conjunction. Then, for any
p € uco(p(X)), Sop(u) is the most abstract domain that refines p and is strongly
preserving for Lw.rt. S,,.

This allows to characterize the coarsest s.p. partition P, as a forward complete shell
when L is closed under logical conjunction and negation.

Corollary 3.3 ([16]). Let L be closed under infinite logical conjunction and negation.
Then, P; = par(Sop(pcl(FP))).

4 GPT: A Generalized Paige-Tarjan Refinement Algorithm

In order to emphasize the ideas leading to our generalized Paige-Tarjan algorithm, let
us first sketch how some relevant points in PT can be viewed and generalized from an
abstract interpretation perspective.

A New Perspective of PT. Consider a finite Kripke structure (X, R, AP, ¢). In the fol-
lowing, we denote Part(X') simply by Part and prey, by pre. As a consequence of Theo-
rem[3.2] we showed in [[16] that the output PT(P) of the Paige-Tarjan algorithm on input
P € Part is the abstraction through the map par of the forward {pre, C}-complete shell
of pcl(P), i.e. PT(P) = par(Sypye,c} (Pcl(P))). Thus, PT(P) computes the partition
abstraction of the most abstract domain that refines pcl(P) and is strongly preserving for
Hennessy-Milner logic HML, namely, by Corollary[3.3] PT(P) computes the coarsest
s.p. partition Pyy;,. On the other hand, Lemma[2Z.T] gives a constructive characterization
of forward complete shells, meaning that it provides an iterative algorithm for computing
a shell Sp(u): begin with p = T¢o(,(x)) and iteratively, at each step, compute F,(p)
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until a fixpoint is reached. This scheme could be in particular applied for computing
S{pre,c} (Pcl(P)). However, note that the algorithm induced by Lemma 2.Tlis far from
being efficient: at each step F),(p) always re-computes the images f(5) that have been
already computed at the previous step (cf. Example[2.2)). Thus, in our abstract interpre-
tation view, PT is an algorithm that computes a particular abstraction of a particular
forward complete shell. Our goal is to analyze the basic steps of the PT algorithm in order
to investigate whether it can be generalized from an abstract interpretation perspective
to an algorithm that computes a generic abstraction of a generic forward complete shell.
We isolate in our abstract interpretation framework the following key points concerning
the PT algorithm. Let P € Part be any partition.

(i) PTsplit(S, P) = par(M(pcl(P) U {pre(S)})) = P A {pre(S),C(pre(S))} =
P A par(M({pre(S)}).
(i) PTrefiners(P) = {S € pcl(P) | par(M(pcl(P) U {pre(S)})) < P}.
(iii) P is PT stableiff {S € pcl(P) | par(M(pcl(P) U {pre(S)})) < P} = @.

Point (i) provides a characterizaztion of the PT splitting step as best correct approxi-
mation on the abstract domain Part of the following domain refinement operation: given
S C X, refinepre(S,; ) = A M (p U {pre(S)}) : uco(p(X)) — uco(p(X)). In turn,
Points (ii) and (iii) yield a characterization of PTrefiners and PT stability based on this

best correct approximation on - Ty
Part of refinep(S, ). Thus, if while {T" € pcl(P) | refine,e (T, 5) t< P} # @ do
refineP™ - Part — Part denotes choose S € {T" € pcl(P) | refine,e" (T, P) < P};

pre . P := refinep" (S, P);
the best correct approximation of .
endwhile

refinep (.S, -) on Part, we may
view PT as follows. In the following, we generalize this view of PT to generic ab-

stract domains of uco(p(X)) and isolate some conditions ensuring the correctness of
this generalized algorithm.

Generalizing PT. We generalize Points (i)-(iii) above as follows. Let F C Fun(p(X)).
We define a family of refinement operators of abstract domains refine; : p(X)* ‘fl —
(uco(p(X)) — uco(p(X))) indexed on functions f € F and tuples of sets S €
p(E)"0;

(@) refiney (S, 1) = M(nU{f(9)}).

A tuple Sisa F-refiner for an abstract domain p when there exists_’f € F such that
S € p>¥ and indeed S contributes to refine p w.r.t. f, i.e., refines(S, ) C p. Thus:

(ii) Refiners;(u) = {S € p=@ | refines (S, p) C p}s
Refinersg (1) = Ufer Refiners ¢ (u).
(iii) p is F-stable iff Refinersp(u) = @.

These simple observations lead us to design the following PT-like algorithm called
CPTp (Concrete PT), parameter-
ized by F, taking as input an ab-
stract domain p € uco(p(X)) and

while (Refinersr (1) # @) do
choose for some f € F, S € Refiners;(u);
1= refine (S, p);

computing the forward F'-complete
shellpof ufg b endwhile 'ﬁ
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Lemma 4.1. Letr X be finite. CPT g always terminates and, for any p € uco(p(X)),
CPTr(p) = Sk(p).

Example 4.2. Let us illustrate CPT on p = {@,2,1234} of Example 2.2

o = p={2,2,1234} So = {2} € Refiners(uo)

ul M(Mo U{f(So)}) ={9,2,3,1234} S1 = {3} € Refinerss(u1)
M(p U{f(S1)}) ={9,2,3,4,1234} Sy = {1234} € Refinersy(p2)
Mz U{f(S2)}) = {2,2,3,4,234,1234} S5 = {234} € Refiners (13)

u4 =M(psU{f(S3)}) ={9,2,3,4,34,234,1234} = Refinerss(us) =2

Let us note that while in Example 2. 2leach step consists in computing the images of
f for the sets belonging to the whole domain at the previous step and this gives rise to
re-computations, here instead an image f(.S;) is never computed twice because at each
step we nondeterministically choose a refiner S and apply f to S. ad

Our goal is to provide an abstract version of CPT i that works on a generic abstraction
A of the lattice uco(p(X)). As recalled at the beginning of Section[3] since we aim at
designing an algorithm for computing an abstract greatest fixpoint, viz. «(CPT g (1))
for some abstraction map «, we need to approximate this greatest fixpoint computation
“from above” instead of “from below” as it happens for least fixpoint computations.
Thus, we consider a Galois insertion (c, uco(p(X))5, A>,) of an abstract domain
A into the dual lattice of abstract domains uco(p(X'))5. We denote by > the ordering
relation of the abstract domain A, because this makes the concrete and abstract ordering
notations uniform. Notice that since we consider a Galois insertion of A into the complete
lattice uco(p(X')), by standard results [3]], it turns out that A must be a complete lattice
as well. Also, we denote by p 4 oo the corresponding uco on uco(p(X))5. For any
f € F, the best correct approximation reﬁne‘;l s (X)) — (A— A) of refine; on A
is therefore defined as usual: '

(1) reﬁne?(g, a)= oz(reﬁnef(g7 v(a))).
Accordingly, abstract refiners and stability go as follows:

(ii) Reﬁnersg( )dif {S € y(a)>P reﬁnef (S,a) < a};
Refinersy(a) = UfeFReﬁnersf( a).
(iii) An abstract object a € A is F-stable iff Refinersy(a) = @.

It is worth remarking that a € A is F-stable iff y(a) is forward F-complete. We may

now define the following absFract input: abstract ObJeCtCL cA

version of the above algorithm | poo (Refinersf (a) # 2) do
A .

CPTp, called GPT} (Generalized choose for some f € F, Se Reﬁnersf (a);

PT), parameterized on the abstract

] " a:= reﬁne?(g, a);
domain A. GPT%(a) computesase- | o\ qwhile @
quence of abstract objects {a; }ien
which is a decreasing chain in A. Thus, in order to ensure termination of GPT% it
is enough to consider an abstract domain A satisfying the descending chain condition
(DCCQC). Furthermore, let us remark that correctness for GPT? means that forany a € A,
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GPTF(a) = a(Sr(v(a))). Note that, by Lemmal.1l a(Sr(y(a))) = a(gfp(Fyq))). It
should be clear that correctness for GPT is somehow related to backward completeness
in abstract interpretation. In fact, if the abstract domain A is backward complete for
F, = Ap.u T F°(p) then, by Lemma 2Tl a(gfp(F,)) = gfp(F'), where ! is the
best correct approximation of the operator ), on the abstract domam A, and GPT a(a)
1ntu1t1vely is an algorithm for computing gfp(FA) Indeed, the following result shows
that GPT4 7 is correct when A is backward complete for F"“°, because this implies that A
is backward complete for F,, for any 1. Moreover, we also isolate the following condition
ensuring correctness for GPT : the forward F'-complete shell of any concretization
~(a) still belongs to v(A), namely A is forward complete for the forward F-complete
shell S F-

Theorem 4.3. Let A be DCC and assume that one of the following conditions holds:

@) PAO Fuco o PA=pao Fruco
(ii) paoSpopa=Srpopa (ie,Vae A . Sr(y(a)) € v(A)).

Then, GPT always terminates and for any a € A, GPT%(a) = a(Sp(y(a))).

Corollary 4.4. Under the hypotheses of Theoremd.3] for any a € A, GPT}‘; (a) is the
F'-stable shell of a.

Example 4.5. Let us consider again Example Recall that an abstract domain p €
uco(p(X)) is disjunctive iff for any (possibly empty) S C p, US € p. We denote by
duco(p(X)) the set of disjunctive domains in uco(g(X)). Thus, the disjunctive shell
Su : uco(p(X)) — duco(p(X)) maps any p to the well-known disjunctive completion
Su(p) ={US| S C p} of p(see [S). It turns out that duco(p(X')) is indeed an abstract
domain of uco(p(X))=, namely (Sy, uco(p(X))5, duco(p(X))a, id) is a GL

It turns out that condition (i) of Theorem [4.3]is satisfied for this GI. In fact, by ex-
ploiting the fact that, by definition, f : p(X) — p(X) is additive, it is not hard to verify
that S o f"° oSy = Sy o f1. Thus, let us apply GPT(}uCO to the disjunctive abstract
domain pp = {9,2,1234} = Sy({2,1234}) € duco(p(X)).

o = p={9,2,1234} {Z}GReﬁnersduCO(uo)
1 = Su(M(uo U{f(So)})) = {2,2,3,23, 1234} 51 = {3} €Refiners§"“° (1)
pz = Su(M(pr U{f(S1)}))
= {2,2,3,4,23,24, 34,234, 1234} = Refiners$"* (1) = @
From Example we know that S;(uo) = {9,2,3,4,34,234,1234}. Thus, as
expected from Theorem [4.3] GPT(}HCO(MO) coincides with Sy (Sy(r0)) = {2, 2,3,4,

23,24,34, 234,1234}. Note that we reached the abstract fixpoint in two iterations,
whereas in Exampled.2]the concrete computation by CPT s needed four iterations. O

An Optimization of GPT. As pointed out in [15], PT works even if we choose splitters
among blocks instead of unions of blocks, i.e., if we replace PTrefiners(P) with the
subset of “block refiners” PTblockrefiners(P) = PTrefiners(P) N P. This can be
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easily generalized as follows. Given g € F, for any a € A, let subRefiners? (a) C
Reﬁners;(a). We denote by IGPT? (Improved GPT) the version of GPT7 where

Reﬁners; is replaced with subRefiners;.

Corollary 4.6. Let g € F be such that, for any a € A, SubReﬁnersﬁ(a) =g &
Reﬁners;(a) = @. Then, for any a € A, GPT#(a) = IGPTH(a).

Instantiating GPT with Partitions. Let the state space X be finite. The following prop-
erties (1) and (2) are consequences of the fact that a partitioning abstract domain pcl(P)
is closed under complements, i.e. X € pcl(P) iff C(X) € pel(P).

(1) Reﬁnersga‘"t(Pl: . . . B
(2) Forany fand S € p(X)™®, refine}* (S, P) = P A {f(5),C(f(5))}-

Thus, by Point (1), forany F' C Fun(p(X')), a partition P € Partis F-stableiff P is

(F U {C})-stable, that is comple- - —
ments can be left out. Hence, if '™ while (Refiners g (a) 7 .% ) do Part
denotes F ~. {C} then GPTgart choose for some fe £ S € Refiners;™*(a);
may be simplified as follows. Note | =4 {7(5). BNk

that the number of iterations of | endwhile GPTE"
GPT}*"is bounded by the hei-

ght of the lattice Part, that is by the number of states |X|. Thus, if each refinement
step involving some f € F'takes O(cost(f)) time then the time complexity of GPTE™
is bounded by O(| Y| max({cost(f) | f € F'})).

Let us now consider a language £ with operators in Op and let (X, I,AP,¢) be a
semantic structure for L. If £ is closed under logical conjunction and negation then, for
any p € uco(p(X)), Sop (1) is closed under complements and therefore it is a partition-
ing abstract domain. Thus, condition (ii) of Theorem[4.3]is satisfied. As a consequence
of Corollary B.3]we obtain the following characterization.

Corollary 4.7.If L is closed under conjunction and negation then GPT%’;;t (Py)=Pr.

This provides a parameteric algorithm for computing the coarsest strongly preserving
partition P, induced by a generic language £ including propositional logic.
PT asan Instance of GPT. It is now immediate to obtain PT as an instance of GPT.

We know that GPT?grr;G} = GPTgfg t. Moreover, by Points (i) and (ii) above:

P x {pre(S),C(pre(S))} = PTsplit(S, P) and Refiners’”*(P) = PTrefiners(P).

pre

Hence, by Point (iii), it turns out that P € Part is PT stable iff Refiners’>*(P) = &.

pre

Thus, the instance GPTE;"‘;t provides exactly the PT algorithm. Also, correctness follows

from Corollaries E-4land &7t GPTY?" (P) is both the coarsest PT stable refinement of

pre
P and the coarsest strongly preserving partition Py,

S Applications

5.1  Simulation Equivalence and Henzinger et al.’s Algorithm

Itis well known that simulation equivalence is an appropriate state equivalence to be used
in abstract model checking because it strongly preserves ACTL" and provides a better
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state-space reduction than bisimulation equivalence. However, computing simulation
equivalence is harder than bisimulation [[14]. Henzinger et al. [[13]] provide an algorithm,
here called HHK, for computing simulation equivalence which runs in O(| R|| X|)-time.
As far as time-complexity is concerned, HHK is the best available algorithm for this
problem. We show here that HHK can be obtained as an instance of our algorithmic
scheme GPT.

Consider a finite Kripke structure K = (X, R, AP, ¢) and let =, and Px;,,, denote,
respectively, simulation equivalence on K and its corresponding partition. Henzinger et
al.’s algorithm maintains, for any state s € X, a set of states sim(s) C Y. Initially,
sim(s) = [s]¢ and at each
iteration some sim(s) is
reduced, so that at the end
S =gim § iff s € sim(s")
and s’ € sim(s). The al-
gorithmic scheme HHK
is as follows. Let us show how to cast HHK as an instance of GPT. In this case,
we consider the abstraction of uco(gp(X)) given by the disjunctive abstract domains
duco(p(X)), namely additive closures, that we already defined in Example Thus,
Su : uco(p(X)) — duco(p(X)) is the disjunctive completion and (Sy, uco(p(X)),
duco(p(X)),id) is the corresponding Galois insertion. Any disjunctive abstract do-
main p € duco(p(X)) is completely determined by the images of the singletons {s}
because, for any X € p(X), p(X) = Uzexp({z}). Hence, any p € duco(p(X)) can
be represented by the set {p({s})}scx, and conversely any set of sets S = {5} ¢ in-
dexed on X' determines a disjunctive abstract domain that we denote by ps. This shows
that HHK can be viewed as an algorithm which maintains and refines a disjunctive
abstract domain of p(X') determined by the current {sim(s)}sc .

On the other hand, it is known (see e.g. [17-Section 8]) that simulation equiva-
lence on /C coincides with the state equivalence induced by the following language L:
© == p | p1 A gy | EXp, namely, Py, = Pr. Moreover, as already observed in
Example it turns out that that Sy o pre"° o S, = Sy o pre"®. Thus, by The-
orem B3l GPTI(Py) = Su(Spre(pcl(F))), and in turn par(GPTg;lgO(P ) =
par(Su(Spre(pcl(P)))). By Theorem we know that S, (pcl(Fy)) is the most ab-
stract domain which is strongly preserving for £. As a consequence, it turns out that
par(SU(Spre(pcl(Pg)))) = P = P4y,. Thus, we showed that GPTgng(P) = Pisim»
namely GPT" allows to compute simulation equivalence.

Even IIlOI’EIE) it turns out that GPTgﬂg © exactly coincides with HHK and therefore ad-
mits the O(|R|| X|)-time implementation described in [13]]. In fact, if S = {sim(s)}secx
is the current set of sets maintained by HHK then it is possible to show that: (1) the
condition of the while loop in HHK for & is exactly equivalent to pre-stability for
the corresponding disjunctive abstract domain ps; (2) the refinement of S in HHK is

precisely a step of pre-refinement of the additive uco ps in GPTgECC °.

for all s € X do sim(s) := {s’ € X' | £(s") = £(s)} endfor
while (Ju,v,w € Y. u € pre({v}) & w € sim(u) &
w & pre(sim(v))) do
sim(u) := sim(u) \ {w};
endwhile HHK

5.2 Stuttering Equivalence and Groote-Vaandrager Algorithm

Behavioural stuttering-based equivalences originated as state equivalences induced by
languages without a next-time operator [7]]. We are interested here in divergence blind
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stuttering (dbs for short) equivalence. Given a Kripke structure K = (X, R, AP, (), we
denote by Pyps € Part(XY) the partition corresponding to the largest dbs equivalence on
IC. We showed in [16] that Pgp,s coincides with the coarsest strongly preserving partition
P, for the following language £: ¢ ::= p | ¢1 A w2 | =@ | EU(p1, p2), where the
semantics EU : p(X)? — (X)) of the existential until EU is as usual:

EU(S1,52) = SoU{s € 51| 3sg, ..., s, € X, withn > 0, such that (i) so = s,
(11) Vi € [O,TL) S; € 51, Sii>8i+1, (111) Sn € SQ}

Therefore, as a straight instance P .= P

of Corollary H7] it turns out that while GVrefiners(P) # @ do
GPTR" (Pr) = Pz = Paps. Groote and choose (B1, B2) € GVrefiners(P);
Vaandrager [11]] designed the following P := GVsplit({B1, B2), P);
partition refinement algorithm, here deno- endwhile GV

ted by GV, for computing the partition Pgyg, where, for By, Bs € Pﬂ

GVsplit((By, B2), P) = P A {EU(By, B,),C(EU(By, By))}
GVrefiners(P) = {(By,By) € P x P| GVsplit((B, By), P) < P}.

Groote and Vaandrager show how GV can be efficiently implemented in O (| R|| X|)-time.
Indeed, it turns out that GV exactly coincides with IGPT%}?. This is a consequence of

the following two facts:

(1) GVrefiners(P) = @ iff Refiners,y'(P) = @;
(2) GVsplit((Bi, Ba), P) = refinegsy'((B1, B2), P).

EU

Hence, by Corollary 6], Point (1) allows us to exploit the IGP T algorithm in order
to choose refiners for EU among the pairs of blocks of the current partition, so that by
Point (2) we obtain that IGP T3 exactly coincides with the GV algorithm.

5.3 A Language Expressing Reachability

Let us consider the following language £ which is able to express propositional logic
and reachability: ¢ ::= p| 1 A s | ¢ | EF¢. Given a Kripke structure (X, R, AP, {),
the interpretation EF : o(X) — @(X) of the reachability operator EF is as usual:
EF(S) = EU(X, S). Since £ includes propositional logic, by Corollary &7] we have
that the instance GPTE‘%rt allows to compute the coarsest strongly preserving partition
P, namely GPTga"(P;) = Pg. Also, we may restrict ourselves to “block refiners”,
that is, BlockRefinersL>*(P) = {B € P | P oA {EF(B),C(EF(B))} < P}. In
fact, it turns out that BlockRefinerspx*(P) = @ iff Refinersgw‘(P) = @. Therefore,
by exploiting Corollary we have
that IGPTERY(P,)) = Pz, where
IGPTHa" is as follows. Our implemen-
tation of IGPT E%ft exploits the follow-

ing “stability under refinement”

while (BlockRefinersg®(P) # @) do
choose B € BlockRefinerskat(P);
P:=P A+ {EF(B),0(EF(B))};

endwhile IGPTEY®

!"In [I1]l, pos(B1, B2) denotes EU (B, B2) N B;.
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property: if Q < P and B is ablock of both P and Q then PA {EF(B),C(EF(B))}= P
implies Q A {EF(B),C(EF(B))} = Q. As a consequence, if some block B of the
current partition P, is not a EF-refiner for P.,,.- and B is also a block of the next
partition P,,.,; then B cannot be a EF-refiner for P, ... This suggests an implementation
of IGPTHi" based on the following points:

(1) to represent the current partition P as a doubly linked list of blocks;

(2) to scan list from the beginning in order to find block refiners;

(3) when a block B of the current partition P is split in B; and B then we remove B
from list and we append B; and Bj at the end of list.

This leads to the following refinement of IGP Ty ".

list := list of blocks in P;
scan B in list
compute EF(B);
current_end points to the end of list;
scan B’ in list up to current_end
if (B’ NEF(B) # @ and B’ < EF(B) # @) then
{ remove B’ from list; append B’ N EF(B) and B’ \ EF(B) to list; }
endscan
endscan

It is not hard to devise a practical implementation of this algorithm requiring
O(|R|| %) time. As a preprocessing step we first compute the DAG of the strongly con-
nected components (s.c.c.’s) of the directed graph (X, R) that we denote by DAG 5 ).
This can be done through a well-known algorithm (see e.g. [1]]) running in O(|X| + | R])-
time, i.e. by totality of the transition relation R, in O(|R|)-time. Moreover, this algo-
rithm returns the s.c.c.’s in DAG 5 , in topological order. This allows us to represent
DAG 5 r, through an adjacency list where the s.c.c.’s are recorded in reversed topo-
logical ordering in a list L. Thus, if S and S’ are two s.c.c.’s of (X, R) such that there
exists s € S and s’ € S’ with s=s’ then S follows S’ in the list L. By exploiting this
representation of DAG 5 , we are able:

(1) to compute EF(B), for some block B € list, in O(|R|)-time;
(2) to execute the inner scan loop in O(]X])-time.

Hence, each iteration of the outer scan loop costs O(|R|)-time, because, by totality of R,
| 2| < |R|. Moreover, it turns out that the number of iterations of the outer scan loop is in
O(]2|). We thus obtain that this implementation of IGPTE2" runs in O(|R||£|)-time.

6 Related and Future work

Related Work. Dams [6-Chapter 5] presents a generic splitting algorithm which, for a
given language £ C ACTL, computes an abstract model A € Abs(p(X)) that strongly
preserves L. This technique is inherently different from ours, in particular because it is
guided by a splitting operation of an abstract state that depends on a given formula of
ACTL. Additionally, Dams’ methodology does not guarantee optimality of the resulting
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strongly preserving abstract model, as instead we do, because his algorithm may provide
strongly preserving models which are too concrete. Dams [6-Chapter 6] also presents a
generic partition refinement algorithm that computes a given (behavioural) state equiv-
alence and generalizes PT (i.e., bisimulation equivalence) and Groote and Vaandrager
(i.e., stuttering equivalence) algorithms. This algorithm is parameterized on a notion of
splitter corresponding to some state equivalence, while our algorithm is directly parame-
terized on a given language: the example given in [6]] (a “flat” version of CTL-X) seems
to indicate that finding the right definition of splitter for some language may be a hard
task. Gentilini et al. [8] provide an algorithm that solves a so-called generalized coarsest
partition problem, meaning that they generalized PT stability to partitions endowed with
an acyclic relation. They show that this technique can be instantiated to obtain a loga-
rithmic algorithm for PT stability and an efficient algorithm for simulation equivalence.
This approach is very different from ours since the partition refinement algorithm is not
driven by strong preservation w.r.t. some language.

FutureWork. GPT is parameteric on a domain of abstract models which is an abstrac-
tion of the lattice of abstract domains Abs(p(X')). We instantiated GPT to the lattice
Part(X) of partitions and to the lattice DisjAbs(p(X')) of disjunctive abstract domains.
We plan to investigate whether the GP'T scheme can be applied to new domains of ab-
stract models. In particular, models which are abstractions of Part(X) could be useful
for computing approximations of strongly preserving partitions. As an example, if we
are interested in reducing only a portion S C X of the state space X', we may consider
the domain Part(S) as an abstraction of Part(X) in order to get strong preservation
only on the portion S.
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interpretation and model checking for the verification of embedded systems”, by the
COFIN2002 Project “COVER: Constraint based verification of reactive systems” and
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Abstract. Weakly-typed languages such as Cobol often force program-
mers to represent distinct data abstractions using the same low-level
physical type. In this paper, we describe a technique to recover implicitly-
defined data abstractions from programs using type inference. We present
a novel system of dependent types which we call guarded types, a path-
sensitive algorithm for inferring guarded types for Cobol programs, and
a semantic characterization of correct guarded typings. The results of
our inference technique can be used to enhance program understanding
for legacy applications, and to enable a number of type-based program
transformations.

1 Introduction

Despite myriad advances in programming languages, libraries, and tools since
business computing became widespread in the 1950s, large-scale legacy applica-
tions written in Cobol still constitute the computing backbone of many busi-
nesses. Such applications are notoriously difficult and time-consuming to update
in response to changing business requirements. This difficulty very often stems
from the fact that the logical structure of the code and data manipulated by
these applications is not apparent from the program text. Two sources for this
phenomenon are the lack in Cobol of modern abstraction mechanisms, and the
fragmentation of the physical realization of logical abstractions due to repeated
ad-hoc maintenance activities. In this paper, we focus on the problem of recov-
ering certain data abstractions from legacy Cobol applications. By doing so, we
alm to facilitate a variety of program maintenance activities that can benefit
from a better understanding of logical data relationships.

Cobol is a weakly-typed language both in the sense that it has few modern
type abstraction constructdl, and because those types that it does have are for
the most part not statically (or dynamically) enforced. For example:

— Cobol has no notion of scalar user-defined type; programmers can declare
only the representation type of scalar variables (such variables are usually

* Contact author: komondoo®us.ibm.com.

! Modern versions of Cobol address some of these shortcomings; however, the bulk of
existing legacy programs are written in early dialects of Cobol lacking type abstrac-
tion facilities.

N. Halbwachs and L. Zuck (Eds.): TACAS 2005, LNCS 3440, pp. 15773l 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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character or digit sequences). Hence, there is no means to declaratively dis-
tinguish among variables that store data from distinct logical domains, e.g.,
quantities and serial numbers.

— Cobol allows allows multiple record-structured variables to be declared to
occupy the same memory. This “redefinition” feature can be used both to
create different “views” on the same runtime variable, or to store data from
different logical domains at different times, often distinguished by a tag value
stored elsewhere. However, there is no explicit mechanism to declare which
idiom is actually intended.

— Cobol programmers routinely store values in variables whose declared struc-
tures do not fully reflect the logical structure of the values being stored. One
reason why programmers do this is the one already mentioned: to simulate
subtyping by storing data from different logical domains (that are subtypes
of some base domain) in a variable at different times.

As part of the Mastery project at IBM Research our long-term goal is to
recover logical data models from applications at a level of abstraction similar
to that found in expressive design-level languages such as UML [§] or Alloy
[E], to alleviate language limitations, and to address the physical fragmentation
alluded to above. Here, we describe initial steps toward this goal by describing a
type inference technique for recovering abstractions from Cobol programs in the
form of guarded types. Guarded types may contain any of the following classes
of elements:

Atomic types: Domains of scalar values. In many cases, distinct atomic types
will share the same physical representation; e.g., Quantity and SerialNumber.
Atomic types can optionally be constrained to contain only certain specific run-
time values.

Records: Domains consisting of fixed-length sequences of elements from other
domains.

Guarded disjoint unions: Domains formed by the union of two or more logi-
cally disjoint domains, where the constituent domains are distinguished by one
or more atomic types constrained to contain distinct guard or tag values.

The principal contributions of the paper are the guarded type system used to
represent data abstractions; a formal characterization of a correct guarded typing
of a program; and a path-sensitive algorithm to infer a valid guarded typing for
any program (path-sensitivity is crucial to inferring reasonably accurate guarded
union types). Although our techniques are designed primarily to address data
abstraction recovery for Cobol programs, we believe our approach may also be
applicable to other weakly-typed languages; e.g., assembly languages.

1.1 Introduction to MiniCobol and Motivating Example

We will illustrate our typing language and inference algorithm using the example
programs in Fig.[Il These examples are written in a simple language MiniCobol,
which contains the essential features of Cobol relevant to this paper. Consider the
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01 PAY-REC.
05 PAYEE-TYPE PIC X.
05 DATA PIC X(13).
01 IS-VISITOR PIC X.
01 PAY PIC X(4).

/1/ READ PAY-REC FROM IN-F. [’E’:Emp ® Eld ® Salary @ Unused @
1{’E’}:Vis @ SSN5 @ SSN4 ® Stipend]
/2/ MOVE °N’ TO IS-VISITOR. [’N’:VisNo]
/3/ IF PAYEE-TYPE = ’E’ [’E’:Emp & !{’E’}:Vis]
/4/  MOVE DATA[8:11] TO PAY. [Salary]
ELSE
/5/ MOVE Y’ TO IS-VISITOR. [’Y’:VisYes]
/6/  MOVE DATA[10:13] TO PAY. [Stipend]
ENDIF
/7/ WRITE PAY TO PAY-F. [Salary @ Stipend]
/8/ IF IS-VISITOR = ’Y’ [’N’:VisNo @ ’Y’:VisYes]
/9/ WRITE DATA[6:9] TO VIS-F. [SSN4]
(a)
01 ID.

05 ID-TYPE PIC X(3).
05 ID-DATA PIC X(9).
05 SSN PIC X(9) REDEFINES ID-DATA.
05 EMP-ID PIC X(7) REDEFINES ID-DATA.
/1/ READ ID. [ ’SSN’:SSNTyp ® SSN @

1{’ssN’ }:EldTyp ® Eld ® Unused]
/2/ IF ID-TYPE = ’SSN’ [2SSN’:SSNTyp @ !{’SSN’ }:EldTyp]
/3/ WRITE SSN TO SSN-F [SSN]
ELSE
/4/ WRITE EMP-ID TO EID-F. [Eld]
ENDIF
(b)
01 SSN.

01 SSN-EXPANDED REDEFINES SSN.
05 FIRST-5-DIGITS X(5).
05 LAST-4-DIGITS X(4).
/1/ READ SSN FROM IDS-F. [SSN5 @ SSN4]
/2/ WRITE LAST-4-DIGITS. [SSN4]

(c)

Fig. 1. Example programs with guarded typing solutions produced by the inference
algorithm of Sec.

fragment depicted in Fig.[[[(a). The code for the program is shown in TYPEWRITER
font, while the type annotations inferred by our inference algorithm are shown
within square brackets. The initial part of the program contains variable declara-
tions. Variables are prefixed by level numbers; e.g., 01 or 05. A variable with level
01 can represent either a scalar or a record; it is a record if additional variables
with higher level numbers follow it, and a scalar otherwise. A variable with level
greater than 01 denotes a record or scalar field nested within a previously-declared
variable (with lower level). Clauses of the form PIC X(n) denote the fact that the
corresponding variable is a character string of length n (n defaults to 1 when not
supplied). A REDEFINES clause after a variable declaration indicates that two vari-
ables refer to the same storage. For example, in the program fragment in Fig.[II(b),
variables ID-DATA, SSN, and EMP-ID all occupy the same storage. Note that the
variable declarations reveal the total memory size required by a program (19 bytes,
in the case of the example in Figure[[[(a)), as well as the beginning and ending offset
within memory of each variable.

The code following the data declarations contains the executable statements.
MiniCobol contains MOVE statements, which represent assignments, READ and
WRITE statements, as well as the usual control-flow constructs such as statement
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sequencing, conditional statements, loops, and go-to statements. During program
execution the value of each variable is a string of 1-byte characters, as is each
program constant and the contents of each file. (Cobol follows the same approach,
for the most part, e.g., representing numbers as strings of decimal digits). In
other words, the program state at any point during execution of a program P is
represented by a string of size |P| (in addition to the “program counter”), where
|P| is the total memory required by P. A program P’s execution begins with an
implicit READ of |P| characters which initializes the state of the program.

MOVE statements have operands of equal length. The statement READ war
FROM file reads |var| bytes from file, where |var| is the declared length of var, and
assigns this value to var (we assume in this paper that programs are always given
inputs that are “long enough”, so READ var FROM file always gets |var| bytes).
Similarly, WRITE var TO file appends the contents of var to file. In MiniCobol a
data reference is a reference to a variable, or to a part of a variable identified
by an explicit range of locations within the variable; e.g., DATA[8:11] refers to
bytes 8 through 11 in the 13 byte variable DATA. We will use the term wvariable
occurrence to denote an occurrence of a data-reference in a program.

The program in Fig.[I}(a) reads a payment record from file IN-F and processes
it. A payment record may pertain to an employee (PAYEE-TYPE = ’E’), or to a
visitor (PAYEE-TYPE # ’E’). For an employee, the first 7 bytes of DATA contain
the employee ID number, the next four bytes contain the salary, and the last
two bytes are unused. For a visitor, however, the first 9 bytes of DATA contain a
social security number, and the next four bytes contain a stipend. The program
checks the type of the payment record and copies the salary/stipend into PAY
accordingly; it writes out PAY to file PAY-F and, in the case of a visitor, writes
the last four digits of the social security number to VIS-F.

1.2 Inferring Guarded Types

The right column of Fig. [l depicts the guarded typing solutions inferred by the
algorithm in Sec. Bl For each line, the type shown between square brackets is
the type assigned to the underlined variable at the program point after the ex-
ecution of the corresponding statement or predicate. Guarded types are built
from an expression language consisting of (constrained) atomic types and the
operators ‘@’ (concatenation) and ‘@’ (disjoint union), with ‘®’ binding tighter
than ‘@’. Constrained atomic types are represented by expressions of the form
constr : tvar, where constr is a value constraint and tvar is a type variable. A
value constraint is either a literal value (in MiniCobol, always a string literal), an
expression of the form !(some set of literals) denoting the set of all values except
those enumerated in the set, or an expression of the form !{} denoting the set of
all values. If the value constraint is omitted, then it is assumed to be !{}. The
atomic type variables in the example are shown in sans serif font; e.g., Emp, Eld,
Salary, and Unused. Our type inference algorithm does not generate meaningful
names for type variables (the names were supplied manually for expository pur-
poses); however, heuristics could be used to suggest names automatically based
on related variable names. The inference process assigns a type to each occur-
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rence of a data reference; thus different occurrences in the program of the same
data reference may be assigned different types. By inspecting the guarded types
assigned to data references in Fig. [Il we can observe that the inference process
recovers data abstractions not evident from declared physical types, as follows:

Domain Distinctions. The typing distinguishes among distinct logical domains
not explicitly declared in the program. For example, the references to DATA[8:11]
in statement 4 and DATA[6:9] in statement 9 are assigned distinct type variables
Salary and SSN4, respectively, although the declaration of DATA makes no such
distinction.

Occurrence Typing and Value Flow. Different occurrences of variable PAY have
distinct types, specifically, type Salary at statement 4, Stipend at statement 6,
and Salary @ Stipend at statement 7. This indicates that there is no “value flow”
between statements 4 and 6, whereas there is potential flow between statements
4 and 7 as well as statements 6 and 7.

Scalar Values vs. Records. The typing solution distinguishes scalar types from
record types; these types sometimes differ from physical structure of the declared
variable. For example, PAY-REC at statement 1 has a type containing the con-
catenation operator ‘®’, which means it (and DATA within it) store structured
data at runtime, while other variables in the program store only scalars. Note
that although DATA is declared to be a scalar variable, it really stores record-
structured data (whose “fields” are accessed via explicit indices). Note that an
occurrence type can contain information about record structure that is inferred
from definitions or uses elsewhere in the program of the value(s) contained in
the occurrence, including program points following the occurrence in question.
So, for example, the record structure of the occurrence of PAY-REC is inferred
from uses of (variables declared within) PAY-REC in subsequent statements.

Value Constraints and Disjoint Union Tags. The constraints for the atomic
types inside the union type associated with IS-VISITOR in statement 8 indicate
that the variable contains either N’ or ’Y’ (and no other value). More inter-
estingly, constrained atomic types inside records can be interpreted as tags for
the disjoint unions containing them. For example, consider the type assigned to
PAY-REC in statement 1. That type denotes the fact that PAY-REC contains either
an employee number (Eld) followed by a Salary and two bytes of of unused space,
where the PAYEE-TYPE field is constrained to have value *E’, or a social security
number followed by a stipend, with with the PAYEE-TYPE field constrained to
contain ’E’.

Overlay Idioms. Finally, we observe that the typing allows distinct data ab-
straction patterns, both of which use the REDEFINES overlay mechanism, to be
distinguished by the inference process. Consider the example programs in Fig-
ures [I[(b) and (c). Program (b) reads an ID record, and, depending on the value
of the ID-TYPE field, interprets ID-DATA either as as a social security number
or as an employee ID. Here, REDEFINES is used to store elements of a standard
disjoint union type, and the type ascribed to ID makes this clear. By contrast,
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example (c) uses the overlay mechanism to to provide two wviews of the same
social security number data: a “whole” view, and a 2-part (first 5 digits, last 4
digits) view.

1.3  Applications

In addition to facilitating program understanding, data abstraction recovery
can also be used to facilitate certain common program transformations. For
example, consider a scenario where employee IDs in example Fig. [[(a) must be
expanded to accommodate an additional digit. Such field expansion scenarios
are quite common. The guarded typing solution we infer helps identify variable
occurrences that are affected by a potential expansion. For example, if we wish
to expand the implicit “field” of DATA containing Eld, only those statements that
have references to Eid or other type variables in the same union component as Eid
(e.g., Salary) are affected. Note that the disjoint union information inferred by
our technique identifies a smaller set of affected items than previous techniques
(e.g., [1]) which do not infer this information.

A number of additional program maintenance and transformation tasks can
be facilitated by guarded type inference, although details are beyond the scope
of this paper. Such tasks include: separating code fragments into modules based
on which fragments use which types (which is a notion of cohesion); porting from
weakly-typed languages to object-oriented languages; refactoring data declara-
tions to make them reflect better how the variables are used (e.g., the overlaid
variables SSN and SSN-EXPANDED in the example in Fig. [[lc) may be collapsed
into a single variable); and migrating persistent data access from flat files to
relational databases.

1.4 Related Work

While previous work on recovering type abstractions from programs [6}3]10,[7]
has addressed the problem of inferring atomic and record types, our technique
adds the capability of inferring disjoint union types, with constrained atomic
types serving as tags. To do this accurately, we use a novel path sensitive anal-
ysis technique, where value constraints distinguish abstract dataflow facts that
are specific to distinct paths. Since the algorithm is flow-sensitive, it also allows
distinct occurrences of the same variable to be assigned different types. To see
the strengths of our approach, consider again the example in Fig. [{a). The al-
gorithm uses the predicate IF PAYEE-TYPE = ’E’ to split the dataflow fact cor-
responding to PAY-REC into two facts, one for the “employee” case (PAYEE-TYPE
= ’E’) and the other for the “visitor” case (PAYEE-TYPE # ’E’). As a result, the
algorithm infers that DATA[8:11] (at one occurrence) stores a Salary while the
DATA[10:13] stores a Stipend (at a different occurrence) even though these two
memory intervals are overlapping. We are aware of no prior abstraction inference
technique that is capable of making this distinction. Note that our approach can
in many cases maintain correlations between values of variables, and hence cor-
relate fragments of code that are not even controlled by predicates that have
common variables. For example, our approach recognizes that statements 5 and
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9 in Fig.[[[(a) pertain to the “visitor” case, even though the controlling predicates
for each statement do not share a common variable.

The flow-insensitive approach of [I0] is able to infer certain subtyping rela-
tionships; these are similar in some respects to our union types. In particular,
when a single variable is the target of assignments from different variables at
different points, e.g., the variable PAY in statements 4 and 6 in Fig. [[{a), their
approach infers that the types of the source variables are subtypes of the type
of the target. Our approach yields similar information in this case. However, our
technique uses path sensitivity to effectively identify subtyping relationships in
additional cases; e.g., a supertype (in the form of a disjoint union) is inferred
for PAY-REC in statement 1, even though this variable is explicitly assigned only
once in the program.

Various approaches based on analysis techniques other than static type in-
ference, e.g., concept analysis, dynamic analysis, and structural heuristics, have
been proposed for the purpose of extracting logical data models (or aspects of
logical data models) from existing code [IL[24,[Q]. Previous work in this area
has not, to the best of our knowledge, addressed extraction of type abstractions
analogous to our guarded types (in particular, extraction of union/tag informa-
tion). However, much of this work is complementary in the sense that it recovers
different classes of information (invariants, clusters, roles, etc.) that could be
profitably combined with our types.

Our guarded types are dependent types, in the sense that they incorporate a
notion of value constraint. While dependent types have been applied to a number
of problems (see [I1] for examples), we are unaware of any work that has used
dependent types to recover data abstractions from legacy applications, or that
combine structural inference with value flow information.

The rest of the paper is structured as follows. Section 2l specifies the guarded
type language and notation. Section [ presents our type inference algorithm.
Following that, we present the correctness characterization for the guarded type
system in Section [4] along with certain theorems concerning correct type solu-
tions. We conclude the paper in Section [B with a discussion on future work.

2 The Type System

Let AtomicTypeVar = U;~oV; denote a set of type variables. A type variable
belonging to V; is said to have length i. We will use symbols «, 3,7, etc., (some-
times in subscripted form, as in «;) to range over type variables. Type variables
are also called atomic types.

As the earlier examples illustrated, often the specific value of certain tag
variables indicate the type of certain other variables. To handle such idioms
well, types in our type systems can capture information about the values of
variables. We define a set of value constraints ValueAbs as follows, and use
symbols ¢, d, ¢1,ds, etc., to range over elements of ValueAbs:

ValueAbs ::= s | {s1, $2,..., Sk}, where s and each s; are Strings
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While the value constraint s is used to represent that a variable has the
value s, the value constraint !{sy, so, ..., sr} is used to represent that a variable
has a value different from s; through sg. In particular, the value constraint !{}
represents any possible value, and we will use the symbol T to refer to !{}.

We define a set of type expressions 7 &, built out of type variables, and value
constraints using concatenation and union operators, as follows:

TE ::= (ValueAbs, AtomicTypeVar) | TEQTE | TESTE

We refer to a type expression of the form (ValueAbs, AtomicTypeVar) as a
leaf type-expression. We refer to a type expression containing no occurrences of
the union operator ‘@’ as a union-free type expression.

We will use the notation al?l to indicate that variable o has length 4, and
the notation c:alil to represent a leaf type-expression (c, a'”). In contexts where
there is no necessity to show the ValueAbs component we use the notation !l
to denote a leaf type-expression itself. Where there is no confusion we denote
concatenation implicitly (without the ® operator).

A type mapping for a given program is a function from variable occurrences
in the program, denoted VarOccurs, to TE.

3 Type Inference Algorithm

3.1 Introduction to Algorithm

Input: The input to our algorithm is a control flow graph, generated from the
program and preprocessed as follows. All complex predicates (involving logical
operators) are decomposed into simple predicates and appropriate control flow.
Furthermore, predicates P of the form “X == s” or “X != s”, where s is a
constant string, are converted into a statement “Assume P” in the ¢rue branch
and a statement “Assume !P” in the false branch. Other simple predicates are
handled conservatively by converting them into no-op statements that contain
references to the variables that occur in the predicate. The program has a single
(structured) variable Mem (if necessary, a new variable is introduced that contains
all of the program’s variables as substructures or fields). We assume, without loss
of generality, that a program has a single input file and a single output file.

Solution Computed by the Algorithm: For every statement S, the algorithm
computes a set S.inType of union-free types (see Section [2), which describes the
type of variable Mem before statement S. Specifically, the set {f1, fa, -, fx},
where each f; is a union-free type, is the representation used by the algorithm
for the type fiefo®---@fr. The algorithm represents each union-free type in
right-associative normal form (i.e., as a sequence of leaf type-expressions). When
the algorithm is finished each S.inType set contains the type of the variable
Mem at the program point before statement S. Generating a type mapping for all
variables from this is straightforward, and is based on the following characteristic
of the computed solution: for each variable X that occurs in S and each union-
free type f in S.inType, f contains a projection f[X] (i.e., a subsequence of f,
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which itself is a sequence of leaf type-expressions) that begins (resp. ends) at the
same offset position as X begins (resp. ends) within Mem. We omit the details of
generating the type mapping due to space constraints.

Key Aspects of the Algorithm: We now describe the essential conceptual
structure of our inference algorithm. The actual algorithm, which is presented
in Figures [2] and [3 incorporates certain optimizations and, hence, has a some-
what different structure. Recall that READs and literal MOVEs (MOVE statements
whose source operand is a constant string) are the only “origin” statements:
i.e., these are the only statements that introduce new values during execution
(other statements use values, or copy them, or write them to files). For each ori-
gin statement S, our algorithm maintains a set S.readType of union-free types,
which represents the type of the values originating at this statement.

At the heart of our algorithm is an iterative, worklist-based, dataflow analysis
that, given S.readType for every origin statement S, computes S1.inType for
every statement S1 in the program. An element (S, f) in the worklist indicates
that f belongs to S.inType. The analysis identifies how the execution of S
transforms the type f into a type f’ and propagates f’ to the successors of S.
We will refer to this analysis as the inner loop analysis.

The whole algorithm consists of an outer loop that infers S.readType (for
every origin statement S) in an iterative fashion. Initially, the values originating
at an origin statement S are represented by a single type variable ag whose
length is the same as that of the operand of S. In each iteration of the outer loop
analysis, an inner loop analysis is used to identify how the values originating at
statement S (described by the set S.readType) flow through the program. During
this inner loop analysis, two situations (described below) identify a refinement to
S.readType. When this happens, the inner loop analysis is (effectively) stopped,
S.readType is refined as necessary, and the next iteration of the outer loop is
started. The algorithm terminates when an instance of the inner loop analysis
completes without identifying any further refinement to S.readType.

We now describe the two possible ways in which S.readType may be refined.
The first type of refinement happens when the inner loop analysis identifies that
there is a reference in a statement S2 to a part of a value currently represented by
a type variable 6. When this happens, the algorithm splits 3 into new variables
of smaller lengths such that the portion referred to in S2 corresponds exactly
to one of the newly obtained variables. More specifically, let S be the origin
statement for 3 (i.e., S.readType includes some union-free type that includes
B). Then, S.readType is refined by replacing (8 by a sequence (3135 or a sequence
010203 as appropriate. The intuition behind splitting § is that the reference to
the portion of 8 in S2 is an indication that § is really not an atomic type, but
a structured type (that contains the ;’s as fields).

The second type of refinement happens when the inner loop analysis identifies
that a value represented by a leaf type, say 7, may be compared for equality
with a constant [. When this happens, the leaf type is specialized for constant
l. Specifically, if the leaf type originates as part of a union-free type, say ~vdp,
in S.readType, then v6p is replaced by two union-free types (I :71)61p1 and
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Procedure Main
Initialize worklist to { (entry, T :a‘"”}}, where entry is the entry statement of the program, « is
a new type variable, and m is the size of memory. Initialize S.inType to ¢ for all statements S.
for all statements S = READ Y do {X and Y are used to denote variable occurrences (see Sec.[I)}

Create a new type variable a‘sl‘,

for all statements S = MOVE s TO Y, where s is a string literal do
Create a new type variable O“S”’ where [ is the length of s (and of Y). From this point in the
algorithm treat S as if it were the statement “READ Y”. Initialize S.readType to {s:ag}.

while worklist is not empty do
Extract some (S, t) from worklist. Call Process(S, t).

Procedure Process(S : statement, ft : union-free type for Mem)

where [ is the size of Y. Initialize S.readType to {T :ag}.

for all variable occurrences X in S do
if Subseq(ft, X) is undefined then
Call Split(ft, X). Call Restart. return.
if S = MOVE X TO Y then
Call Propagate(Succ, Subst(ft, Y, Subseq(ft,X))), for all successors Succ of S.
else if S = READ Y then
for all union-free types ftY in S.readType do
Call Propagate(Succ, Subst(ft, Y, £tY)), for all successors Succ of S.
else if S = ASSUME X == s then
Let ret = evalEquals(Subseq(ft,X), s).
if ret = true then
Call Propagate(Succ, ft), for all successors Succ of S.
else if ret = false then
do nothing {Subseq(£ft,X) is inconsistent with s — hence no fact is propagated}
else {ret is of the form (e, s;)}
Call Specialize(c, s;). Call Restart. return.
else if S = ASSUME X != s then
Let ret = evalNotEquals(Subseq(ft, X), s).
if ret = true then
Call Propagate(Succ, ft), for all successors Succ of S.
else {ret = false}
do nothing {Subseq(£t,X) has the constant value s — hence no fact is propagated}
else {ret is of the form («, s;)}
Call Specialize(a, s;). Call Restart. return.
Function Subseq(ft : union-free type for Mem, X : (portion of) program variable)
if a sequence ftX of leaf type-expressions within ft begins (ends) at the same position within ft
as X does within Mem then return ftX else Undefined
Function Subst(ft : union-free type for Mem, X : (portion of) program variable, £tX : union-free type)
{|£t] = |Mem|, |£tX| = |X|, and Subseq(ft, X) is defined. }
Replace the subsequence Subseq(ft, X) within £t with £tX and return the resultant union-free type.
Procedure Propagate(S : statement, ft : union-free type for Mem)
if (S, ft) ¢ S.inType then Add (S, ft) to worklist, and to S.inType.
Procedure Restart
for all READ statements S do
for all union-free types ft, in S.inType do
add (S, ft,) to the worklist

Fig.2. Type inference algorithm — procedures Main,Process, Subseq, Subst,
Propagate, and Restart

(1 :72)b2p2 (consisting of new type variables) in S.readType. In the general
case, repeated specializations can produce more complex value constraints (see
Figures B and Bl for a complete description of specialization). The benefit of
specializing a type by introducing copies is that variable occurrences in the then
and else branches of IF statements cause the respective copies of the type to
refined, thus improving precision.

The algorithm infers a type mapping for every program. It always terminates,
intuitively because the inner-loop analysis is monotonous, and because the mem-
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Procedure Split(ft : union-free type for Mem, X : (portion of) program variable)

Let a = o!!l be a leaf type-expr within ft and off be an offset within a such that the prefix or
suffix of a bordering off occupies an interval within ft that is non-overlapping with the interval
occupied by X within Mem. Create two new type variables 04‘111‘ and a!;z‘, where [ = off and I =
I— off. Let S be the READ statement such that there exists a union-free type ftg € S.readType such
that a leaf type-expr b = c:alll
if ¢ is a string s then
Split s in to two strings s; and sz of lengths 11 and la, respectively.
[l . 2l
1 §2 0y .

else {c is of the form !some set}
_ 1. 0l Il
Let bsplit = T T .ozzz .
Create a copy ft’s of ftg that is identical to ftg except that b is replaced by b
Call Replace(S, ftg, {ft/s})

is in ftg.

Let bsplit = s1:x

split-

Procedure Specialize(a'” : type variable, s : string of length [)
Let S be the READ statement such that there exists a union-free type ftg € S.readType such that
a leaf type-expr b = c:a is in ftg. Pre-condition: ¢ is of the form !Q, where Q is a set that does
not contain s. Create two new copies of ftg, ft1g and ft2g, such that each one is identical to ftg
except that it uses new type variable names. Replace the leaf type-expr corresponding to b in ftig
with s:oa‘ll‘7 and the leaf type-expr corresponding to b in ft2g with !(Q + {s}) :aL”, where ap and
oy are two new type variables. Call Replace(S, ftg, {ftig,ft2g}).
Procedure Replace(S : a READ statement, ft : a union-free type in S.readType, fts : a set of union-free
types)
Set S.readType = S.readType — {ft} + fts.
for all all type variables a occurring in ft do
Remove from S.inType, for all statements S, all union-free types that contain a. Remove from
the worklist all facts (Sa, fta), where fta is a union-free type that contains a.
Procedure evalEquals(ft : union-free type, s : string of the same length as ft)
Say ft = ¢; :a‘1l1|¢:2 :a‘;zl ... Cm :a‘,flm‘.
Let s1, 82, ... Sm be strings such that s = s183...5 and s; has length [;, for all 1 < i < m.
if for all 1 <4 < m: ¢; = s; then
return true {ft’s value is s}
else if for some 1 < i < m: ¢; =!S, where S is a set that contains s; then
return false {ft is inconsistent with s}
else {ft is consistent with s — therefore, specialize ft}
Let ¢ be an integer such that 1 < i < m and ¢; is !S, where S is a set that does not contain s;.
return (o, s;)
Procedure evalNotEquals(ft : union-free type, s : string of the same length as ft)
Say ft = c1 :a‘1l1|02 :a‘212| ...Cm :alf[”‘.
Let s1, s2,...8m be strings such that s = s1s2...5,, and s; has length [;, for all 1 < i < m.
if for all 1 <4 < m: ¢; = s; then
return false {ft’s value is equal to s}
else

if m > 1 ORm =1 and c¢1 =!(some set containing s1) then return true else return (o, s1).

Fig. 3. Type inference algorithm — other procedures

ory requirement (and hence, the number of refinement steps) for any program is
fixed. The actual algorithm described in Figures 2l and [3] differs from the above
conceptual description as follows: Rather than perform an inner loop analysis
from scratch in each iteration of the outer loop, results from the previous execu-
tion of the inner loop analysis that are still valid are reused. Therefore, the two
loops are merged into a single loop.

3.2 TIllustration of Algorithm Using Example in Figure 1(a)

Figure [ illustrates a trace of the algorithm when applied to the example in
Figure [Mi(a). Specifically, the figure illustrates (a subset of) the state of the
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Time Statement S S.inType S.readType
ti: /1/ READ PAY-REC FROM IN-F. {Initiall’®} {PayRec!'*!}
ts:  /1/ READ PAY-REC FROM IN-F. {Init\"*/Init/*l3 {PayRec!11/}
/2/ MOVE N’ TO IS-VISITOR. {PayRec'™*/Init!’'} {’N :VisNol I}
Yy 2
t3:  /1/ READ PAY-REC FROM IN-F. {Init)"*Init}'Init|*3 {PayRec!11/}
/2/ MOVE °N’ TO IS-VISITOR. {PayRec!'*lInit}'Init!*} {’N’ :VisNoltl3
/3/ IF PAYEE-TYPE = ’E’ {PayRec! 145N :VisNo! ! Init! 3
4
ts:  /1/ READ PAY-REC FROM IN-F. {Init)"*IInit/!!init/!} {E* Empt PayRec)!?!,
!{’E’}:Vis‘”PayRecLul}
/2/ MOVE °N’ TO IS-VISITOR. N’ VisNol 113
/3/ IF PAYEE-TYPE = ’E’
ts:  /1/ READ PAY-REC FROM IN-F. {Init)"*IInitl!!init/} {E* Empl ! PayRec)!?!,
!{’E’}:VismPayRechl}
/2/ MOVE N> TO IS-VISITOR. {’E’:Emp!'/PayReci'® Init/!Init|!!, N VisNol 113
!{’E’}:Vis‘llPayRechllnitLllInit44‘}
/3/ IF PAYEE-TYPE = ’E’ »E2 :Empl I PayRec! 1 17 :VisNo!H nit/ 4! |
Yy 3 4
!{’E’}:Vis‘l‘PayRechl’N’:VisNo‘lllnitw}
té: /3/ IF PAYEE-TYPE = ’E’ 'E? :Empl ! PayRec! ™12 :VisNo!H nit 4!,
3 4

1{°E>} Vis! I PayRec 11> :VisNol Init !}
/4/ MOVE DATA[8:11] TO PAY. {’E’:Empl!IPayRec'®! 1> VisNol*nit)*1}
ELSE
/5/ MOVE ’Y’ TO IS-VISITOR. {!{’E’}:Vis!!|PayRec|®/'1> :VisNol ! Init/*I} {7y’ :VisYes!!l}

Fig. 4. Tllustration of algorithm using example in Figure [[(a)

algorithm at selected seven points in time (¢1, %o, ..., t7). The second column in
the figure shows a statement S, the third column shows the value of S.inType,
while the last column shows the value of S.readType if S is an origin statement.

Initially, a type variable is created for each origin statement. As explained in
Section [[L1l a MiniCobol program has an implicit READ Mem at the beginning.
Though we do not show this statement in Figure d it is an origin statement,
with a corresponding type variable Initialllg‘, representing the initial state of
memory, in its readType. In the figure /1/.inType represents the readType
of the implicit READ. Similarly, /1/.readType contains PayRec‘Ml, which is the
initial type assigned by the algorithm to PAY-REC. (We use the notation /n/ to
denote the statement labeled n in Figure [Ifa).)

The first row shows the state at time point ¢1, when the worklist contains the
pair (/1/, Initial*®!). Notice that statement 1 (READ PAY-REC) has a variable oc-
currence (PAY-REC) that corresponds to a portion (the first 14 bytes) of Initiall*l,
which is the type variable for the entire memory. Therefore, as described in Sec-
tion [3.1] Initial*! is “split” into Init|114‘|nit‘25|. This split refinement updates the
readType associated with the implicit initialization READ M and terminates the
first inner loop analysis and initiates the second inner loop analysis.

In the next inner loop analysis, (/1/, Init|114||nit‘25|) is placed in the work-

list. Processing this pair requires no more splitting; therefore, Init‘114‘ is re-
placed by PayReclMl, which is the type in /1/.readType. The resultant type
f= PayRec‘M‘ Init‘25| is placed in /2/.inType and is propagated to statement /2/
(by placing (/2/, f) in the worklist). The resulting algorithm state is shown in
Figure [ at time point ¢s.
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(In general, for any origin statement S that refers to a variable X, processing
a pair (S, f) involves replacing the portion of f that corresponds to X (f[X])
with tx, for each type tx in S.readType, and propagating the resultant type(s)
to the program point(s) that follow S.)

Next, the worklist item (/2/, PayRec!'! Init‘;‘) is processed. As statement /2/

refers to IS-VISITOR, which corresponds to a portion of Init|25|, this type variable
is split into Initglllnitf‘ and a new inner loop analysis is started.

This analysis propagates the newly split type through statements /1/ and

/2/. The result is that the type PayRec**l> N> :VisNo‘lllnitL4| reaches /3/.inType.
The resulting state is shown as time point ¢3. Statement /3/ causes a split once
again, meaning a new inner loop analysis starts.

The next inner loop analysis eventually reaches the state shown as time point

t4, where the algorithm is about to process the pair (/3/, PayRec‘l1| PayRec|213| PN

VisNo!!! InitL4|> from the worklist. Because PAYEE-TYPE, which is of type PayRec‘l1| ,
is compared with the constant E’, the algorithm specializes the type variable

PayRec‘l1| by replacing, in its origin /1/.readType, its container type PayReclll‘

PayRec‘;S‘ with two types {’E’ :EmplllPayRechl,!{’E’} :Vis‘llPayRechl}. A
new inner loop analysis now starts.

Using the predicate PAYEE-TYPE = ’E’ to specialize /1/.readType is mean-
ingful for the following reason: since statement /1/ is the origin of PayReclll‘ (the
type of PAYEE-TYPE), the predicate implies that there are two kinds of records
that are read in statement /1/, those with the value *E’ in the their PAYEE-TYPE
field and those with some other value, and that these two types of records are
handled differently by the program. The specialization of /1/.readType captures
this notion.

Time point ¢5 shows the algorithm state after the updated /1/.readType is
propagated to /3/.inType by the new inner loop analysis. Notice that corre-
sponding to the two types in /1/.readType, there are two types in /2/.inType
and /3/.inType (previously there was only one type in those sets). The types
in /3/.inType are (as shown): f; = ’E’ :Emp‘llPayRecySl’N’ :VisNo‘lllnitL4| and
f2 :!{’E’}:Visll‘PayRech N’ :VisNoll‘Initlfl}.

The same inner loop analysis continues. Since f; and fo are now specialized
wrt PAYEE-TYPE, the algorithm determines that type f; need only be propagated
to the true branch of the IF predicate and that type f2 need only be propagated
to the false branch. The result is shown in time point tg. This is an exhibition
of path sensitivity, and it has two benefits. Firstly, the variables occurring in
each branch cause only the appropriate type (fi or f2) to be split (i.e, the
two branches do not pollute each other). Secondly, the correlation between the
values of the variables PAYEE-TYPE and IS-VISITOR is maintained, which enables
the algorithm, when it later processes the final IF statement (statement /8/),
to propagate only the type that went through the true branch of the first IF
statement (i.e., f1) to the true branch of statement /8/.

We finish our illustration of the algorithm at this point. The final solution,
after the computed inType sets are converted into a type mapping for all variable
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occurrences is shown in Figure [I{a). Notice that each type in /1/.readType
(shown to the right of Statement 1) reflects the structure inferred from only
those variables that occur in the appropriate branch of the IF statements.

4 Type System: Semantics, Correctness, and Properties

In this section we define the notion of a “correct” type mapping, which we call
a typing solution. We state certain properties of typing solutions, and illustrate
that as a result typing solutions provide information about flow of values in
the program. Note that a program may, in general, have a number of typing
solutions; our type inference algorithm finds one of them.

4.1 An Instrumented Semantics for MiniCobol

Since we are interested in tracking the flow of values, we define an instrumented
semantics where every input-file- and literal-character value is tagged with an
unique integer that serves as its identifier. Let IChar denote the set of instru-
mented characters, and IString denote the set of instrumented strings (sequences
of instrumented characters). Thus, every instrumented string is contains a char-
acter string, charSeq(is), which is its actual value, as well as an integer sequence,
intSeq(is).

It is straightforward to define an instrumentation function that takes a pro-
gram P and an input string I and returns instr(P,I) — an instrumented program
and an instrumented string — by converting every character in every string lit-
eral occurring in P as well as every character in I into an instrumented character
with a unique id. Thus, instr(P,I) contains a set of instrumented strings, one
corresponding to I, and the others corresponding to the string literals in P.

We define a collecting instrumented semantics M with the following
signature:

M : Program — String — VarOccurs — olString

Given a program P and an input (String) I, the instrumented semantics exe-
cutes the instrumented program and input instr(P,I) much like in the standard
semantics, except that every location now stores an instrumented character, and
the instrumented program state is represented by an instrumented string. The
collecting semantics M identifies the set of all values (IStrings) each variable
occurrence in the program can take.

4.2  Semantics for Type Expressions
We can give type-expressions a meaning with the signature

T : TE — (AtomicType Var — QIStng) —, ofString

as follows: this definition extends a given o : AtomicTypeVar — oIString 1 at
maps a type variable to a set of values (instrumented strings) of the same length
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as the type variable, to yield the set of values represented by a 7&. Before
defining 7', we define the meaning of value constraints via a function C which
maps ValueAbs to 9 String.

C(s) = {s}
C(M{s1,82,...,s6}) ={s|s e StringNs & {s1,52,-..,Sk}}
Tlc:a)o ={v | v € o(a) A charSeq(v) € C(c)}
Tnem|o = {i1Qiq | i; € T[n]o,is € T[r]o}
(@ represents concatenation)
Trem)o =T[nloUT[r]c

4.3 Correct Type Mappings

Definition 1 (Atomization). An atomization of an instrumented string s is a
list of instrumented strings whose concatenation yields s: i.e., a list [s1, S2,- -, Sk]
such that s1Qs,@Q---Qs, = s. We refer to the elements of an instrumented
string’s atomization as atoms.

Definition 2 (Atomic Type Mapping). Given a program P and an input
string I, an atomic type mapping 7 for (P,I) consists of an atomization of each
instrumented string in instr(P,I), along with a function mapping every atom to
a type variable. We denote the set of atoms produced by 7 by atoms(w), and
denote the type variable assigned to an atom a by just w(a). Also, 71 is the
imverse mapping, from type variables to sets of atoms, induced by 7.

Definition 3 (Correct Atomic Type Mapping). Let I" be a type mapping
for a program P, and let m be an atomic type mapping for instr(P,I), where
I is an input string. (I, ) is said to be correct for (P,I) if for every variable
occurrence v in P,

T[C(v)]r ™ 2 MIP)(I)(v).

For example, consider the given program P and type mapping [} in Fig-
ure[I(b), and let input string I = "EID1234567’. In this case instr(P,I) contains
two instrumented strings, ‘SSN’ from P and 'EID1234567 from I; we omit, for
brevity, the (unique) integer tags on the characters, and use an overline to in-
dicate their presence. A candidate atomization and atomic type mapping m, for
this example is ['SSN’: SSNTyp, 'EID’:EldTyp, '1234567":Eld]. (I}, ) is correct
for the given (P, I).

Definition 4 (Typing Solution). A type mapping I for a program P is said
to be correct if for every input I there exists an atomic type mapping m such that
(I, ) is correct for (P,I). We will refer to a type mapping that is correct as a
typing solution.

Because m maps each atom in the input string and program to a single type
variable, it follows that in a typing solution distinct type variables correspond
to distinct domains of values (atoms).
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4.4  Properties of Correct Type Mappings

Theorem 1 (Atoms are Indivisible). If (I', ) is correct for (P,I), then dur-
ing execution of P on I no variable occurrence ever contains a part of an atom
without containing the whole atom.

For example, recall the pair (I, 7,) mentioned earlier, and recall that it was
correct for the program in Figure [[{b) with input string 'EID1234567 . Then,
the above theorem asserts that no variable occurrence in the program ever takes
on a value that contains a proper substring of any of the atoms ’SSN’, "EID’, and
1234567’ during execution of the program on the given input string. Thus, an
atomization helps identify indivisible units of “values” that can be meaningfully
used to talk about the “flow of values”. The indivisibility also implies that in a
typing solution each type variable corresponds to a scalar domain.

We now show how typing solutions tell us whether, for any two variable oc-
currences, there is no execution in which some instrumented value flows to both
occurrences. The following definition formalizes this notion of “disjointedness”.

Definition 5 (Disjointedness). Two variable occurrences v and w in a pro-
gram P are said to be disjoint if for any input I, for any s1 € M[P](I)(v) and
s2 € M[P](I)(w), s1 and sz do not have any instrumented character in common.

We now introduce the notion of overlap, and then show how typing solutions
yield information about disjointness.

Definition 6 (Overlap). (a) Two value constraints c1 and ca are said to over-
lap if they are not of the form s1 and so, where s1 # So and not of the form s,
and |S, where s; € S. (b) Two leaf type-expressions c1:01 and ca:ay are said to
overlap if a; = s and ¢y and co overlap.

Theorem 2 (Typing Solutions Indicate Disjointedness). Let I' be a typ-
ing solution for a program P and let v and w be two variable occurrences in P.
If I'(v) and I'(w) have no overlapping leaf type-expressions, then v and w are
strongly disjoint.

Consider the example program and typing solution in Figure [[{a). The two
occurrences of PAY in lines 4 and 6, respectively, have non-overlapping types
(Salary and Stipend, respectively). Theorem [ thus tells us that these two oc-
currences are disjoint (even though they refer to the same variable). On the
other hand each of these two occurrences is non-disjoint with the occurrence of
PAY-REC in line 1; this is because the type expression assigned to the occurrence
of PAY-REC in line 1 contains both Salary and Stipend.

5 Future Work

This paper describes an approach for inferring several aspects of logical data
models such as atomic types, record structure based on usage of variables in the
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code, and guarded disjoint unions. In the future we plan to work on inferring
additional desirable aspects of logical data models such as associations between
types (e.g., based on foreign keys).

Within the context of the approach described in this paper, future work
includes expanding upon the range of idioms that programmers use to imple-
ment union types that the algorithm addresses, expanding the power of the type
system and algorithm, e.g., by introducing more expressive notions of value con-
straints, handling more language constructs (e.g., arrays, procedures), improving
the efficiency of the algorithm, and generating “factored” types in the algorithm
instead of sets of union-free types (e.g., a(8a7v)d, instead of {aB6, ayd}).
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Abstract. The automata-theoretic approach to LTL verification relies
on an algorithm for finding accepting cycles in a Biichi automaton.
Explicit-state model checkers typically construct the automaton “on the
fly” and explore its states using depth-first search. We survey algorithms
proposed for this purpose and identify two good algorithms, a new al-
gorithm based on nested DFS, and another based on strongly connected
components. We compare these algorithms both theoretically and exper-
imentally and determine cases where both algorithms can be useful.

1 Introduction

The model-checking problem for finite-state systems and linear-time temporal
logic (LTL) is usually reduced to checking the emptiness of a Biichi automaton,
i.e. the product of the system and an automaton for the negated formula [24].
Various strategies exist for reducing the size of the automaton. For instance,
symbolic model checking employs data structures that compactly represent large
sets of states. This strategy combines well with breadth-first search, leading to
solutions whose worst-case time is essentially O(n?) or O(nlogn), if n is the
size of the product. A survey of symbolic emptiness algorithms can be found
in [§].

FEzxplicit-state model checkers, on the other hand, construct the product au-
tomaton ‘on the fly’, i.e. while searching the automaton. Thus, the model checker
may be able to find a counterexample without ever constructing the complete
state space. This technique can be combined with partial order methods [I8]15]
to reduce the state-explosion effect. The best known on-the-fly algorithms use
depth-first-search (DFS) strategies to explore the state space; their running times
are linear in the size of the product (i.e. the number of states plus the number
of transitions). These algorithms can be partitioned into two classes:

Nested DFS, originally proposed by Courcoubetis et al [5], conducts a first
search to find and sort the accepting states. A second search, interleaved with
the first, checks for cycles around accepting states. Holzmann et al’s modifica-
tion of this algorithm [I5] is widely regarded as the state-of-the-art algorithm for

* This work is supported by EPSRC Grant GR/93346 (An Automata-theoretic Ap-
proach to Software Model Checking) and the DFG project Algorithms for Software
Model Checking.

N. Halbwachs and L. Zuck (Eds.): TACAS 2005, LNCS 3440, pp. 1741901 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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on-the-fly model checking and is used in Spin [I4]. The advantage of this algo-
rithm is its memory efficiency. On the downside, it tends to produce rather long
counterexamples. Recently, Gastin et al [10] proposed two modifications to [5]:
one to find counterexamples faster, and another to find the minimal counterex-
ample. Another problem with Nested DFS is that its extension to generalised
Biichi automata creates significant additional effort, see Subsection

The other class can be characterised as SCC-based algorithms. Clearly, a
counterexample exists if and only if there is a strongly connected component
(SCC) that is reachable from the initial state and contains at least one ac-
cepting state and at least one transition. SCCs can be identified using, e.g.,
Tarjan’s algorithm [22]. Tarjan’s algorithm can easily accomodate generalised
Biichi automata, but uses much more memory than Nested DFS. Couvreur [0]
and Geldenhuys and Valmari [IT] have proposed modifications of Tarjan’s al-
gorithm, whose common feature is that they recognize an accepting cycle as
soon as all transitions on the cycle are explored. Thus, the search may explore
a smaller part of the automaton and tends to produce shorter counterexamples.

In this paper, we survey existing algorithms of both classes and discuss their
relations to each other. This discussion leads to the following contributions:

— We propose an improved Nested-DFS algorithm. The algorithm finds coun-
terexamples with less exploration than [I5] and [10] and needs less memory.

— We analyse a simplified version of Couvreur’s algorithm [6] and show that
it has advantages over the more recently proposed algorithm from [11]. We
make several other interesting observations about this algorithm that were
missed in [6]. With these, we reinforce the argument made in [I1], i.e. that
SCC-based algorithms are competitive with Nested DFS.

— As a byproduct, we propose an algorithm for finding SCCs, which, to the
best of our knowledge, has not been considered previously. This algorithm
can be used to improve model checkers for CTL.

— Having identified one dominating algorithm in each class, we discuss their rel-
ative advantages for specialised classes of automata. It is known that model
checking can be done more efficiently for automata with certain structural
properties [2]. Our observations sharpen the results from [2] and provide a
guideline on which algorithms should be used in which case.

— We suggest a modification to the way partial-order reduction can be com-
bined with depth-first search.

— Finally, we illustrate our findings by experimental results.

We proceed as follows: Section [2] establishes the notation used in the al-
gorithms. Sections [B] and ] discuss nested and SCC-based algorithms, respec-
tively. Section [l takes a closer look at the pros and cons of both classes, while
Section [f] discusses the combination with partial order methods. Section [7 re-
ports some experiments, and Section [8 contains the conclusions and an open
question.

A slightly extended version of this paper is available as a technical report [19].
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2 Notation

The accepting cycle problem can be stated in many different variants. For now,
we concentrate on its most basic form in order to present the algorithms in a
simple and uniform manner. Thus, our problem is as follows:

Let B = (5,T,A,sg), where T C S x S, be a Biichi automaton (or just
automaton) with states S and transitions T. We call sg € S the initial state,
and A C S the set of accepting states. A path is a sequence of states sy - - - sk,
k > 1, such that (s;,s;+1) 